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Payload Analysis
for Code Execution
Capture signature Static Analysis of

and Create detectors Source Code
View code.

Analysis of Network 2 Reverse

Behaviour of Engineering
Executable v’ Regenerate code

Program
Sense operation Focus of /

(CPU, Memory, etc) .
Presentation Code review/debug
\ Find bugs, validation
and evaluation.
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Analysis of Host Behaviour
of Executable Program
Sense operation (Network
connections, Communication
protocol)

Damage Analysis
View possible
damage.

Code Forensics

Author: Prof Bill Buchanan




Code Review on the Code Recovery.
code. Debug/walk Original code lost,

Damage Analysis. through review. and organisation only
Will the code do has the EXE file.

damage to the

system/organisation? Code metrics.
Evaluation of the

/ running of the code.

o0 ‘
Debugging for bugs @ Code Footprint.
Analysis of the

\ network and host

footprint.
Legal Challenge.

Why Code ,

Analysis of where Forensics? Data |eak?gelspying
liability lies. analysis. Is the
program stealing or
leaking data?

IP Cracking.
- Vulnerability

Introduction

Reverse engineering || Code Optimisation.

of competitor to Understanding
the weak/stress

release operation. bottlenecks and e
inefficient points* _
Author: Prof Bill Buchanan

Why Code Forensics?

Analysis. Where are
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#include <iostream:> namespace code forensics ex01

#include <string>

using namespace std; class Program

int main() . static void Main(string[] args)

{ : {
string s; ' string name = "";

Console.Write ("Enter your name>>");

name=Console.ReadLine () ;

cout << "Enter your name>>" << endl;
Console.Write ("Name: " + name);

cin >> s5;
cout << "Your name is " + s; Csharp
cin >> s5;

C++

return{0) ;

.method private hidebysig static wvoid Main(string[] args) cil managed

{
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Code Forensics

ecx, DWORD PTR _this$[6bpj
edx, DWORD PTR [ecx]

ecx, DWCRD PTR this$[ebp]
ecx, DWORD PTR [edx+4]
eax, eax

SHORT SLN1CRIpfx

Intel x86 code

ip, sp

sp!, {fp, ip: 1r, pcl
fp, ip., #4

sp, sp, #4

rd, #3

factorial

r3, r0

r3, [fp, #-18]

slly ol ARM code

.entrypoint

// Code size 42 (0x2a)
.maxstack 2

.locals init ([0] string name)
IL 0000: nop

I 0001: I1ldstr ul(l

IL _0006: stloc.O

IL 0007: ldstr "Enter your name>>"

Microsoft
Intermediate
Language Code
(MSIL)

IL 000c: call void [mscorlib]System.Console: :Write(string)

IL 0011: nop
IL_0012: call

IL 0017: stloc.O
IL_0018: ldstr
IL_001d: ldloc.O
IL 00le: call

"Wame :

IL_0023: call
IL _0028: nop
IL 0029%: ret
// end of method Program::Main

string [mscorlib]System.Console: :ReadLine ()

string [mscorlib]System.String::Concat {string,

string)

vold [mscorlib]System.Console::Write(string)

High-level and low level code
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Code Forensics

Human Code

Object Code (.OBJ)

Others DLLs

Static Library
(.LIB)

Obj o I oy
( Object Code

(' object Code
(.OBJ)

High-level Source Code
(BASIC, COBOL, Lisp,
Python, Ruby, ASP, PHP,
JavaScript, TCL, etc)

Dynamic Link Library
(.DLL)

Interpreter

Process 1

Runnable Code (.EXE)

Machine
Code

Author: Prof Bill Buchanan

Compiled and Interpreted Code
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x86, x64, and ARM Architecture

Author: Prof Bill Buchanan




ARM Architecture  Cortex

Low-Power Leadership from ARM

W POWERED

x64 Architecture

OS: Android, Chrome OS, Fedora, Ubuntu @ (64-bit data bus)

MAC OS: iOS (iPhone, iPad) gore'
Future: Windows 8 inside AMD

Phenom-X3

x86 Architecture (32-bit Ix®

data bus) AthlonIT
fxz 48N 0S: Windows 7 Linux, Mac OS X

0S: DOS, Windows, Linux, BSD, Solaris, Mac OS X
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Processor Types and Key Architectures
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Code Forensics

ARM Cortez
A15

ARM Cortez

A3

CPU: 600MHz
Cores: 1
L1 Cache: 32KB

CPU: 1.06 GHz - 3.46 GHz
Cores: 2

L2 Cache: 256MB

(L3 cache: 4-8MB)

Power: 34-75W
Throughput: 2.5GT/s

Intel Atom / CPU:

Cores:

Intel i5

L2 Cache: 256MB

CPU: 800MHz-2GHz
Cores: 1or 2
Cache: 512K/1MB
Power: 13W

Power:

CPU: 1-1.5GHz (2.5GHz)
Cores: 1-4
L1 Cache: 32KB

(L2 Cache: 256KB) (L2 Cache: 4MB)

Power: 0.3W
iPhone 3GS

Power: ?W Cd 't'e' r

Android
Lew-Power Leadership from ARM

(L3 cache: 3-4MB)

Intel Xeon

Intel i7

CPU: 1.66-3.3GHz

Cores: 4/6
L2 Cache: 4/6x256MB
(L3 cache: 12MB)

Power: 17-95W
Throughput: 6.4GT/s
800MHz-2GHz CPU: 1-3.8GHz
2 Cores: 1/4/6/8
L2 Cache: 256KB-12MB
(L3 cache: 4-16MB)
34-75W Power: 16-165W
Throughput: 6.4GT/s

CPU: 1-3.45GHz
Cores: 2/4

L2 Cache: 256MB
(L3 cache: 4-8MB)
Power: 17-95W
Throughput: 2.5GT/s

Author: Prof Bill Buchanan

Processor Types
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] Code Forensics

Address Bus (A0 ... A31)

Microprocessor
(x86/x64)

Data Bus (DO ... D31)
Data Bus (DO ... D63)

Addressing: 32 bits - > 2*> memory locations -> 4GB
[with additional lines -> 64 GB]

Core 1 Core | Core E
NEN B0

Single core Dual core (i3) Quad core (i5)

(Pentium)
HaH0
sjefrys

Octa core (Xeon)

Hexa core (i7)

Author: Prof Bill Buchanan




x4 AGP
graphics
controller

AGP2.0 RDRAM
i interface
interface

GC/BE[3:0]#
GAD[31:0]

LDQA[8:0]

Processor HD[63:0]# MCH (memory

controller hub)
LROW[2:0]

interface

AC'97 2.1 ICH (VO PClbus }
Keyboard fomiEler | PCI-ISA
hub) USB bus . bridge

Mouse
Super /O (opt)

+_Serial Port_
LPC (Low-pin
count) interface ' ISA bus

@
—
=
-
(]
(O]
=
Sl
(&)
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Firmware
hub

Author: Prof Bill Buchanan
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x86 Architecture



Microprocessor

package If cache miss, controller

. loadsfrom DRAM (but the
Mictapracsssor controller tries to get it right
the next time)

Address
bus

Address bus Address bus
—> . il .
On-chip On-board DRAM (main

> cache controller ’g:ax:he controllel‘ > memory)
Data bus Data bus

bus
Data

tag bus Controllerloads
A 4 hit,processor from DRAM into
loads from

First-level second-level Second-level
cache (SRAM) cache, rather cache (SRAM)

than from DRAM
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Including
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x86 Architecture
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#include <iostream>
#include <string>
using namespace std;

int main()

{

string s;

cout << "Enter your name>>" << endl;
cin >> s;

cout << "Your name is
cin >> s;

+ S;

return(0);

Machine Code (x86)
File: OBJ

ecx, DWORD PTR _this$[ebp]
edx, DWORD PTR [ecx]

. ecx, DWORD PTR _this$[ebp]
Machine Code (x86) ecx, DWORD PTR [edx+4]

File: EXE eax, eax
SHORT $LN10@Ipfx
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Hardware Advantages: Runs directly on the
hardware, Fast Code, Optimized
for hardware, difficult to reverse
engineer

Disadvantages: Hardware
specific, Unmanaged code,
difficult to debug as link to code
broken
Author: Prof Bill Buchanan
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Machine Ready Code



namespace code_forensics_ex01

{

class Program

{

C#, VB.NET static void Main(string[] args)
{

string name = "";
Console.write("Enter your name>>");
name=Console.ReadLine();
console.write("Name: " + name);

MSIL (Microsoft
Intermediate
Language)

.method private hidebysig static void main(string[] args) cil managed
{

= .entrypoint
.NET Runtime // Code size 42 (0x2a)
.maxstack 2
.locals init ([0] string name)
IL_0000: nop
IL_0001: Tdstr

IL_0006: stloc.
Hardware IL_0007: Tdstr "Enter your names>"
IL_000c: call void [mscorlib]System.Console: :write(string)

IL_0011: nop
IL_0012: call string [mscorlib]System.Console: :ReadLine()

. IL_0017: stloc.
/ Advantages: Managed code, IL0018: 1dstr "Name: "

0
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Compatible with a range of IL_001d: 1ldloc.
hardware, Language independent, IL_001le: call string [mscorlib]System.String: :Concat(string,

. string)
Isolated code, Easy debugging as IL_0023: call void [mscorlib]System.Console::Write(string)

code can be matched to IL_0028: nop

intermediate code IL_0029: ret .
} // end of method Program::main

x Disadvantages: Fairly slow,
Versions support different
features, Easy to reverse engineer Author: Prof Bill Buchanan

] Code Forensics

Running in a Framework (Microsoft .NET)



public class chap0l1_01
{

public static void main(string[] args)

£

int 1;
i=10;

~ System.out.printIn("This is an example of the ");

System.out.printin("output from the standalone™);
System.out.printin("program");
System.out.printin("The value of i is " + 1i);

Bytecode (.class)

Administrator]
Edit View Select QOperations Bookmarks NTFS Stpeams Iuo History  Window Hd n ;
. DE-FMERE BH @ Bt 25 ReREF bE® " &
Java Runtime REFERBDIBE FR RS L LP B T G 6

AP chap0l Ol.class X H o x

EnViron ment l 00 0L D203 0405 0607 0509 0alb Oc 0d De Of

0o0onoon |2! fe¢ ba be 00 OO0 OO0 33 00 31 0a 00 Oe 00 17 09

|| 00000010 0o 18 00 1% 08 00 la 0a OO0 1b 00 Lc O0F 00 1d 08

00000020 00 1= 07 00D 1€ 0= 00 OF7 OO 17 08 00 20 Da 00 07

00000030 00 21 0a 0D 07 00 22 0a 0007 00 23 07 00 24 07 wlavee™an §.
| 00000040 00 25 0L 00 06 3c 69 6e 69 74 3e 01 00 03 28 29 % «0)

Hard Wa re 00000050 | 56 01 00 04 43 6 64 65 ©L 00 Of dc 69 6e 65 4e  V...Code..,LineN

Q00onoeEn 75 6d 62 65 72 54 €l 62 6c 65 0L 00 04 6d &1 69 umbeérTable...mai

00000070 Ge 01 00 16 28 Sb 4c 6a 61 76 61 2f 6c 61 6e 67 n...([Lijava/lang

00000080 2f 53 74 72 69 6e 67 3b 29 56 0L 00O Os 53 &€ 75 ASteing:)V. . Sou

Q00onosn 72 63 65 46 69 6c 65 0L 00 D¢ &3 6B 61 TD 30 31 rceFile. . .chapll

000000a0 S 30 31 2e 6Gm 6l TE 6L Oc O0 OFf OO0 10 07 00 26

000000b0 Oc 00 27 00 28 0L 00 la 5468 69 73 20 69 73 20

AdVﬂntages: Managed COde, 000000cO | 61 6e 20 65 78 61 64 70 6c 65 20 6f 66 20 T4 68 an ‘e:-c;.;):le of th

o 00000040 | 65 20 07 Q00 29 Oc 00 Za OO0 2b 0L O0 la 6f 75 74 e ..)..%.+...0ut

Compatible With a range Of ANAND N M IE T4 PN AR 7P AP AA PN T4 AR RE PN T T4 AL rnr fram rhs ara =

. SIS - .
hardware, Language independent, e Colorig e ' . ,é

Isolated code, Easy debugging as 3 @3 @ E KR L | e—
code can be matched to Pattem ' Name Ve

intermediate code

0
O
Q
>
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@
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O

D Isadva ntages : Fa Irly SIOW’ | r‘ipattem Cnlnringmﬁnd n Flles!ElFilc Attributes |Chec|tsum i |C85tru(tur... |@Fifr Co... |n Bo ukma...lNTFS St.. m.stahstics
Versions support different Offset: 0:00000000 (0) Size: (00000261 (753): 0.74 KB _Hex bytes, 16, Default ANSI OVR

features, Easy to reverse engineer Author: Prof Bill Buchanan
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Running in a Framework (Java)



1@ PRINT hello
28 GO TO 1@

RUM un@

Program with
original
native code

0
O
Q
=

|_
Q

°
o

&)

Hardware

Author: Prof Bill Buchanan

] Code Forensics

Running in an Emulator
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Machine Code Analysis

Author: Prof Bill Buchanan
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Microprocessor

General purpose
registers

EAX (32 bits)
EBX (32 bits)
ECX (32 bits)
EDX (32 bits)

ESI (32 bits)

EDI (32 bits)
EBP (32 bits)

Stack pointer

ESP (32 bits)

Address bus

ﬂ

Control bus

Instruction pointer

EIP (32 bits)

Von Neumann Architecture

Data3

Last-in, first-out




1 (Debugging) - Microsoft Vi dio (Administrator)
Bleid-t!-ewErqecthHnebugTumDaquolsVMwueTqmlmmndmﬂdp

.D o g ﬁﬂ@l&-«aﬁ“’ ol bl a.-l ‘-Ql' Debug d Ni‘(edpla(form' v 'IF@E;}B‘ .ﬂ:':g Ioa ‘B'Qqcﬁii
b fEEZ20PF SR [

Performa... ¥ I X . [ MR Team Explorer
Address: ]omogmon.o Address: | main(void)
0x009D7 Ljyhc. .. dj V) Viewi :
0x00907 eeaPs¥(onn : :g:?::“:‘
3?3333' RETELctary 009070€0 " lea ecx, [ebp-34h]
‘/)'(56"30‘ \) "3A.EBP. éédi 0090703 call std::basic_string<char,std:
0x009D70DC 3 009D70E8 moV dword ptr [ebp-4],0
0x009¢
xig;;g‘ : cout << "Enter your name>>" << endl
ekt obadnoin s A 2@ 009D70EF mov esi,esp
C (
0x009071.00 Z.Qe .yyfA.. ‘f= PO9D70F1  mov eax,dword ptr [__imp_std::e
0x009D710C By...2.;0e.¢ 009D70F6  pus X
0x00907118 ETP..0.2. 009D70F 7 plfJ offset string
0x009D7 . YyyfA. .EX A7 -
0x00907130 1PE apy 009D70FC  mov ecx,dword ptr .
... abyy 00907102 push Disassembly
0x0090713C p<fyyfA...D
0x009D714 8 KB 3 b 00907103 call std: :operator<
O0030/148 ‘ . 00907108 _add esp,8
0x00907154 TS CC TE 1T YYAEU. . . Ipy !

80 S g o &R 3 P 5

xstring @ main.cpp X REGEETIREYG]

(Global Scope) -| % main0
t
string s;

cout << "Enter your name>>" << endl;
cin >> s;

ront << "VYour name i< "
.

Registers B X Call Stack
EAX = 002CF8D4 EBX = /FFD7000 ECX = 27F2B53C
EDX = 002CF400 ESI = 002CF7C4 EDI = 002CFS8FC f - - -
EIP = 009D70F1 ESP = 002CF7C4 EBP = 002CF908 | code_forensics_cplus03.exe!main() Line9 + 0x2 bytes
EFL = 00000246 cede_forensics_cplus03.exe! _tmainCRTStartup() Line 555 + 0x19 bytes

'code_fofensics_rpludﬂ 'mainCRTStartund) |ins 371

Name

009e0414 = OF830A

Registers Flaie Stack

B Error.. B Out.. 5 Locals JA Wat. i S .. BB Call. [ TaskList ;-‘j [FIRIFITY B Immediate Window

7 Code Forensics

Von Neumann Architecture



int _tmain(int argc, _TCHAR* argv[])
{
00951380 push ebp
00951381 mov ebp,esp EAX (32 bits)
00951383 sub esp,0E4h Code Area EBX (32 bits)
00951389 push ebx ECX (32 bits)
0095138A push esi ,
0095138B push edi EDX (32 bits)
0095138C Tea edi, [ebp-0E4h]
00951392 mov ecx,39h ESI (32 bits)
00951397 mov eax,0Ccccccccch .
0095139C rep dword ptr es:[edi] EDI (32 bits)
EBP (32 bits)

int a=1; y y - ESP (32 bits)
0095139E mov word ptr [a],1

int be2: Data Area
009513A5 mov dword ptr [b],2
int z;

z=a+b;

009513AC mov eax,dword ptr [a] ]
009513AF add eax,dword ptr [b] Accumulator Register
00951382 mov dword ptr [z],eax Base Register
printf("%d",z); Counter Register
009513B5 mov esi,esp Data Register
009513B7 mov eax,dword ptr [z]
009513BA push eax . .
00951388 push offset string "%d" (95573ch) Destination Index
009513C0 call dword ptr [__imp__printf (9582B0h)] Base Pointer
009513c6 add esp,8 Stack Pointer
009513C9 cmp esi,esp

009513cB call @ILT+305(__RTC_CheckEsp) (951136h)

Source Index

uP (x86 processor)

1 Code Forensics

Author: Prof Bill Buchanan

Registers and running code



] Code Forensics

int _tmain(int argc, _TCHAR* argv[])

{
00951380 push
00951381 mov
00951383 sub
00951389 push
0095138A push
00951388 push
0095138C Tea
00951392 mov
00951397 mov
0095139C rep

int a=1;
0095139E
int b=2;
009513A5
int z;

z=a+b;
009513AC
009513AF
009513B2
printf("%d
009513B5S
00951387
009513BA
009513BB
009513c0
009513cC6
009513¢9
009513ce

ebp

ebp,esp

esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx,39h
eax,0cccccccch
dword ptr es:[edi]

dword ptr [a],1

dword ptr [b],2

eax,dword ptr [a]
eax,dword ptr [b]
dword ptr [z],eax

esi,esp

eax,dword ptr [z]

eax

offset string "%d" (95573Ch)

dword ptr [__imp__printf (9582B0h)]
esp,8

esi,esp

@ILT+305(__RTC_CheckEsp) (951136h)

uP (x86 processor)

Move
Interrupt

Add values
Subtract values

Put a value on the stack
Take it off the stack

Jump to a function
Return to where called

Compare two values

Jump if equal to zero
Jump if not equal to zero
Non-conditional jump

Author: Prof Bill Buchanan

Registers and running code



int _tmain(int argc, _TCHAR* argv[])

{
00951380 push
00951381 mov
00951383 sub
00951389 push
0095138A push
00951388 push
0095138C Tea
00951392 mov
00951397 mov
0095139C rep

int a=1;

ebp

ebp,esp
esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx,39h
eax,0cccccccch

dword ptr es:[edi] EAX
EBX

ECX
EDX
ESI

[deddaaas
7FFDDOO0
00000000
00000001
00000000

= CCCCCccc
= 7FFDDO0O

00000000
00000001
00000000
0025F7F4
0095139E
0025F704
0025F7F4

= 00000202

0095139E mov dword ptr [a],1 EOT
i|1t b==2 ; EIP
009513A5 mov
int z;

h¥ = CCCCCOCC
X = 7FFDDOO0
£ = 00000000
p¥ = 00000001
LI = 00000000
pI = 0025F7F4
[P = 009513aC
EP = 0025F704
BP = 0025F7F4
FL = 00000202

I

0025F7F4
00951345

ESP = 0025F704
dword ptr [b],2 EBP — 0025F7F4

EFL = 00000202

00000001
7FFDDO0O0
00000000
00000001
00000000
0025F7F4
009513AF
0025F704
0025F7F4 E
= 00000202 E

mmmmmmmmm

Z=a+b;
009513AC mov
009513AF add
009513B2 mov
printf("%d",z);
009513B5 mov
009513B7 mov
009513BA push
009513BB push
009513c0 call
009513c6 add
009513Cc9 cmp
009513CcB call

eax,dword ptr [a]
eax,dword ptr [b]
dword ptr [z],eax

00000003
7FFODO00
00000000
00000001
00000000
0025F7F4
00951382
0025F704
0025F7F4
00000206

!

esi,esp
X, dwor r [z EAX = 00000003
eax, dword ptr [z] EBX = 7FFDDOO0
ECX = 00000000

eax
offset string "%d" (95573Ch) — EDX = 00000001
ESI = 00000000

dword ptr [__imp__printf (9582B0h)] EDI = 0025F7F4
esp,S EIP = 00951385

- ESP = 0025F704
esi,esp EBP = 0025F7F4

@ILT+305(__RTC_CheckEsp) (951136h) EFL = 00000206

uP (x86 processor)

] Code Forensics

Author: Prof Bill Buchanan

Registers and running code



] Code Forensics

int _tmain(int argc, _TCHAR* argv[])

{
00BF13D0

00BF13D1
00BF13D3
O00OBF13D9
00BF13DA
OOBF13DB
00BF13DC
00BF13E2
OOBF13E7
O0OBF13EC

int a=1;
00BF13EE
int b=2;
00BF13F5

push
mov
sub
push
push
push
lTea
mov
mov
rep

ebp

ebp,esp

esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx,3%h
eax,0cccccccch
dword ptr es:[edi]

dword ptr [a],1

int add(int c,int d)

{
}

return (c+d);

{

int a=1;
int b=2;
int z;

z=add(a,b);
printf("%d",2);
return 0;

int _tmain(int argc, _TCHAR* argv[])

Stack

dword ptr [b],2
int z;

z=add(a,b);
OOBF13FC mov eax,dword ptr [b]

}

(Last-in, first
out)

O0BF13FF push eax
00BF1400 mov ecx,dword ptr [a]

Push value
onto the stack

00BF1403 push ecx

00BF1404 call add (OBF1091h)

00BF1409 add esp,8

00BF140C mov dword ptr [z],eax

printf("%d",z);

00BF140F mov esi,esp

00BF1411 mov eax,dword ptr [z]

00BF1414 push eax

00BF1415 push offset string "%d" (OBF573Ch)
00BF141A call dword ptr [__imp__printf (0BF82B0h)]
00BF1420 add esp,8

00BF1423 cmp esi,esp

00BF1425 call @ILT+310(__RTC_CheckEsp) (0BF113Eh)

return 0;
00BF142A xor
}

edx, eax

int add(int c,int d)
{
000F1390 push
000F1391 mov
000F1393 sub
000F1399 push
000F139A push
000F1398 push
000F139C Tea
000F13A2 mov
000F13A7 mov
000F13AC rep stos
return (c+d);
000F13AE mov
000F13B1 add
1
000F13B4 pop
000F13B5 pop
000F13B6 pop
000F13B7 mov
000F13B9 pop
000F13BA

——

ebp

ebp,esp

esp,0COh

ebx

esi

edi

edi, [ebp-0C0h]
ecx, 30h

eax, 0cccccecch
dword ptr es:[edi]

eax,dword ptr [c]
eax,dword ptr [d]

edi
esi
ebx
esp,ebhp
ebp
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Visual Studio (or alt.)

Executable
Program
(Intermediate Code)

ASP.NET
Web
Services

COM+
(Distributed
Components)

.NET Framework

API
(Application
Programming
Interface)

Author: Prof Bill Buchanan
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FCL
(Framework
Class
Library)

CLS
(Common

CTS Language
(Common Builder Specification)

Type (Compiler)
System)

MSIL (Microsoft
Intermediate Language

—
L
=
=
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v
o
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CLR (Common Language Runtime)
Allows the programs to be converted into the required machine code — similar to
Java Virtual Machine (JVM)

] Code Forensics

Author: Prof Bill Buchanan
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volume in drive € has no label.

volume serial Number is 1A83-0D9D -NET Program
Uses the framework
for a whole host of classes:

21/02/2003 08: 7,680 Accessibility.d11 encryption, Web,
21/02/2003 : 98,304 alink.d11 .
20/02/2003 : 24,576 aspnet_filter.d11 netwoﬂang.
20/02/2003  20: 253,952 aspnet_isapi.dll forms, etc.
20/02/2003 : 40,960 aspnet_rc.dl
20/02/2003 : 77,824 corperfmonext.dll
21/02/2003 : 626,688 cscomp.dll
2170272003 : 12,288 cscompmgd.dll
21/02/2003 : 33,792 CustomMarshalers.
29/07/2002 : 219,136 c_gl8030.d11
21,/02/2003 : 524,288 diasymreader.dll
19/03/2003 : 245,760 envdte.d11
20/02/2003 : 798,720 EventLogMessages.
20,/02/2003 : 282,624 fusion.dl1
2170272003 : 7,168 IEExecRemote.dll
21/02/2003 : 32,768 IEHost.d11
21/02/2003 : 4,608 ITEHost.d11
21/02/2003 : 1,564,672 mscorcfg.dll
20/02/2003 : 77,824 mscordbc.d11
20/02/2003 : 233,472 mscordbi.dll
20/02/72003 : 86,016 mscorie.d1l H
2070272003 : 311,296 mscorjit.dl] Mscorllb'd"
20/02/2003 : 98,304 mscorld.d1l AITEYS,
21/02/2003 08:26 2,088,960 mscorlib.d11 = File IO,
20/02/2003 19:43 131,072 mscormmc.dl] ‘
20/02/2003 20:06 65,536 mscorpe.dll Syste!'n,
20/02/2003 20:09 143,360 mscorrc.dll SSCUI’Ity,
20/02/2003 20:09 81,920 mscorsec.dll Etc
20/02/2003 20:09 77,824 mscorsn.d1l .

20/02/2003 20:07 2,494,464 mscorsvr.dl]

Directory of C:\WINDOWS\Microsoft.NET\Frameworkivl.1.4322

—
L
=
=
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v
o
2
=

Author: Prof Bill Buchanan
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MSIL (Microsoft

Application 2 Intermediate Language

Application 1

Process 1

Process 2
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Operating System

Machine Code
(Native Code)

Author: Prof Bill Buchanan
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Application 1

Operating System

Process 1

MSIL (Microsoft
Intermediate Language

Microsoft .NET

Machine Code
(Native Code)

Author: Prof Bill Buchanan




.NET 4.0/4.5 (April 2010/Sept 2011)

e Task Parallel Support. Microsoft*
o Parallel LINQ. NNET

o Background garbage collection

.NET Framework Version 3.0 (Nov 2006, WinFX)
Windows CardSpace
Windows Presentation Foundation .
Windows Communication Foundation FragiSigl

Verson 20

Windows Workflow Foundation “"

LINQ (.NET 3.5)

.NET Framework Version 2.0 (Nov 2005)
Bug fixes.
64-bit support.
Language support for generics.
New controls.
ASP.NET components.
Bluetooth.

=
L
=
=
o
03
2
2
=

.NET Framework 1.1

.NET Framework 1.0 (April 2003)

Jan 2002 e Bug fixes.

o .NET Compact Framework

Author: Prof Bill Buchanan
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using System;

Microsoft*
namespace simple NN ET

{

class Classl

{

static void Main(string[] args)

{

string name;

System.Console.Write ("What is your name?");
name=System.Console.ReadLine () ;
System.Console.WriteLine ("Hello " + name);

.locals init ([8] string name)
IL_06688: ldstr “What is your name\?"
IL_68685: call void [mscorlib]System.Console::Write(string)
IL_668a: call string [mscorlib]System.Console::ReadLine()
IL_8086f: stloc.®
IL_6618: 1ldstr "Hello "
IL_08015: 1dloc.®
IL_6816: call string [mscorlib]System.String::Concat(string,
string)

IL_061b: call void [mscorlib]System.Console::WriteLine(string)
IL_8628: vret

¥y /7 end of method Class1::Main

uchanan

Microsoft .NET
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F:\docs\src\simple\test>dir

volume in drive F has no Tlabel. N Microsoft*
volume Serial Number is 2886-0553 4 ,NET
Directory of F:\docs\src\simple\test

25/07/2008 01:20 <DIR>
25/07/2008 01:20 <DIR> .
28/01/2007 17:06 437 simple.cs
1 File(s) 437 bytes
2 Dir(s) 113,418,530,816 bytes free

F:\docs\src\simple\test>csc simple.cs

Microsoft (R) visual C# 2008 Compiler version 3.5.21022.8
for Microsoft (R) .NET Framework version 3.5

Copyright (C) Microsoft Corporation. All rights reserved.

F:\docs\src\simple\test>dir
volume in drive F has no Tabel.
volume Serial Number is 2886-0553

Directory of F:\docs\src\simple\test

15/09/2008 16:37 <DIR>
15/09/2008 16:37 <DIR> ..
28/01/2007 17:06 437 simple.cs
15/09/2008 16:37 4,096 simple.exe
2 File(s) 4533 bytes Run
2 Di r(s) 113,418,526,720 bytes free program

F:\docs\src\simple\test>simple

Program to determine the square root of a value.
Enter value 1:9

Square root is:3

f Bill Buchanan
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F:\docs\src\simple\test>exemplar simple.exe > list.cs

F:\docs\src\simple\test>dir
volume in drive F has no Tlabel.
volume Serial Number is 2886-0553

Directory of F:\docs\src\simple\test

15/09/2008 16:38 <DIR>
15/09/2008 16:38 <DIR> —
15/09/2008 16:38 451 l1ist.cs

28/01/2007 17:06 437 simple.cs
15/09/2008 16:37 4,096 simple.exe

F:\docs\src\simple\test>type Tist.cs
namespace simple {
class simple {

[STAThread]

private static void Main(string[] args) {
double localO;
double locall;

Console.writeLine("Program to determine the
square root of a value.");

Console.write("Enter value 1:");

TocalO Convert.Tobouble(Console.ReadLine());

locall Math.Sqrt(local0);

console.writeLine("square root is:" + locall);

}

public simple() : base() {
}

f Bill Buchanan




i@ Red Gate's .NET Reflector

File View Tools Help

ICIErIEE I

-3 mscorlib Disassembler

. Syst
ystem [STAThread]

-2 System.Xml private static void Main(string[] args)
-3 System.Data {

<3 System.Web Console.WriteLine("Program to determine the square root of a value.”);
-3 System.Drawing Console.Write("Enter value 1:");
@ -3 System.Windows.Forms Console.WriteLine("Square root is:" + Math.Sqrt(Convert.ToDouble(Console.ReadLine())));
[z <3 simple }
= M simple.exe
«<| References
-
= {} simple
B 4% simple
¥) Base Types
# (% Derived Types
Ay .ctor()

B d Main(String[]) : Void

—
L
=
=
(@]
v
o
2
=

private static void Main(string[] args);
Declaring Type: simple.simple
Assembly: simple, Version=0.0.0.0

] Code Forensics

Author: Prof Bill Buchanan
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‘€ _NET Decompiler, Java Decompiler Resources - Windows Internet Explorer
G'g/) ~ | 8] o fomon. preemptive. comdecomplers
Fle Edt Mew Favortes Tools Hep
I T ol ——— BB - Do - @ ok -

Decompilers for .NET, Decompilers for Java
What does a Java decompiler or a .NET decompiler do?

Java decompilers and .NET decompilers are designed to accept an executable such as a Java class or jar file,
or a .MNET exe or dll file as input, and produce a compilable source file as its result.

How good are Java decompilers and .NET decompilers?

Frograms in Java or the .NET framework are easy to decompile. This is simply a reality of modern,
intermediate-compiled languages. Both Java and .NET mutually share the use of expressive file syntax for
delivery of exacutable code: bytecode in the case of Java, MSIL (Microsoft Intermediate Language) for .NET.
Being much higher-level than binary machine cede, the intermediate files contain identifiers and algonthms
that are immediately ocbservable and ultimately understandable.

- Protect yourself from
See for yourself-- dewnload a Java or .NET decompiler below or watch a demonstration on our decompiler and | Decompilers:
obfuscation demo page.

¢ Java Cbuscator- Dash ©
Should I use a Java or .NET decompiler that allows me to submit code from my browser?

. .NET Obfuscator -
Be careful. Those decompiler sites might preserve the source code of the files you submitted. It is best to Dotfuscator
download a free Java or .NET decompiler and run it locally. :

. Get a free evaluation copy
How do I protect my Java or .NET code from reverse engineering?

Using an obfuscater will give you peace of mind when you deploy your applications. A good .NET
cbfuscator or Java obfuscator can put the reverse engineering bar back toe or higher than it was before the
days of intermediate languages.

Free Java Decompilers

+ Jad: a Java decompiler written in C++. Jad is command-line only, but various GUls are available on
the download page.
+ JODE: a powerful Java decompiler written in Java.

Free .NET Decompilers

* Reflector for .NET: Reflector is a .NET decompiler, featuring an excellent interface and fast, effective
decompilation, Free add-ins extend Reflector’s functionality, allowing for various useful cperations,
The FileDisassembler add-in will dump an assembly decompiled with Reflactor to & set of source files
that can then be searched for critical strings, or loaded, edited and recompiled.

+ Anakrino: Ancther .NET decompiler, although it is becoming dated.

Author: Prof Bill Buchanan

Microsoft .NET




c:\docs\code_forensics\jad>dir
23/10/2011 16:03 298 chap01_01.java

c:\docs\code_forensics\jad>javac chap01l_01.java

c:\docs\code_forensics\jad>dir
23/10/2011 16:50 753 chap01_01l.class
23/10/2011 16:03 298 chap01_01.java

c:\docs\code_forensics\jad>java chap01_01
This is an example of the

output from the standalone

program

The value of i is 10

c:\docs\code_forensics\jad>jad chap0l_0l.class
Parsing chap0l_0l.class... Generating chap01_01.jad

c:\docs\code_forensics\jad>type chap01_01.jad
import java.io.PrintStream;
pubTlic class chap01_01
{
pubTic chap01_010)
{
}
public static void main(String args[])
{
byte byte0 = 10;
System.out.printIn("This is an example of the ");
System.out.println("output from the standalone");
System.out.println("program");
System.out.println((new StringBuilder()).append("The value of i 1is ").ap
pend(byte0).tostring());

}
3

] Code Forensics

Reversing Java using JAD
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Obfuscation

] Code Forensics

#include <stdio.h> main(t,_,a)char
*a;{return!0<t?t<3?main(-79,-13,a+main(-87,1-_,
main(-86,0,a+1)+a)):1,t< ?main(t+1l,_,a):3,main(-
94,-27+t,a)&&t==27_<13? main(2,_+1,"%s %d %d\
nN"):9:16:t<0?t<-72?main(_,t, "@n'"+,#'/*{Iw+/
w#cdnr/+, {}r/*de}+, /*{*+, /w{%+, /w#q#n+, /#{1,+,/
n{in+, /+#n+,/#\ ;#qg#n+,/+k#;*+,/'r :'d*'3, }H{w+K
W'K:"+}e#"';dg#'1 \ g#'+d'K#!/

+k#;0# ' r}ekKk#Iw' rtekk{nl]'/#;#q#n" ) D#Iw' ) D{n1] "'/
+#n';d}rw' 1;# \ D{n1]1!/n{n#'; r{#Mw'r nc{nl]'/
#{1,+'K {rw" iK{;[{nT1]"/w#qg#n"'wk nw' \
AWK{KK{n1] ! /w{%"' 1##w#"' 1i; :{n1]"'/
*fg#'ld;r'}{nlwb!/*de}'c \ ;;{nl"-{}rw]"/

+, ## ' *Hinc, ' ,#nw] ' /+kd ' +e}+;# ' rdg#w! nr'/ ')
FH{r1# ' {n" "D# \ F'+3##0Q /) 1t<-
50?_==*a?putchar(31[a]) :main(-
65,_,a+1l):main((*a=="/")+t,_,a+l)
:0<t?main(2,2,"%s"):*a=="/"| |[main(0,main(-61, *a,
"lek;dc 1@bK' (q)-[w]*%n+r3#1,{}:\nuwloca-0;m
.vpbks, fxntdCeghiry"),a+1);}

Sample

Author: Prof Bill Buchanan



On the first day of Christmas,

my true love sent to me

A partridge in a pear tree. . '
On the second day of Christmas, V
my true love sent to me r4
Two turtle doves, .
And a partridge in a pear tree....

c
o
-—

©

&)

(73]
=
o
O

Elimination of all whitespace.
Use of conditional and list expression instead of the more

familiar if-then-else statement and statement blocks.

A simple encoding of the poem's strings.
Encoding of multiple "functions” into the single function main

Author: Prof Bill Buchanan
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Identifier Renaming
This involves renaming all the classes, methods, and fields to short names,

or even non-printing names

namespace Emulator { C:\netwsims>exemplar mainemulators.exe
public class gen_switch { namespace o {

public ArrayList321logging59 public class e {
public ArrayList32level5Commands59 public ArrayList32e59
public string32level5Name59 public ArrayList32e59
public ArrayList32level69Commands59 public string32e59
public string32level69Name59 public ArrayList32%59
public ArrayList32level39Commands59 public string32e59
public string32level39Name59 public ArrayList32459
public ArrayList32levell6Commands59 public string32%959
public string32levell6bName59 public ArrayList32%59
public ArrayList32levell7Commands59 public string32459
public string32levell7Name59 public ArrayList32459
public ArrayList32level25Commands59 public string32#59
public string32level25Name59 public ArrayList32/459

Author: Prof Bill Buchanan

Renaming



String Encryption
A standard way that many “crackers” work is to search for key strings within
a program. String encryption is used to encrypt strings through an

encryption method, so that they cannot be search for.
@ Red Gate's NET Reflector
Eile View Tools Help

QO2R|F P (e )| 2
= “¢ 00 Disassembler
) Base Types o )
(% Derived Types {publlcstrlng (int numl)
%0 string str = ~H({;
%} if (numl ==0)
® %0 {
' % 00 : DataSet str= 0a0 + this. % + 30« this. 4 « 00|z
. Stri H
@ O(String) :
& O(String) : ArrayList str= 0a() + this. . + P+ this, 4 + ~IC0
%% O(String) : String !
@ O(Int32, Int32[]) : ArrayList if (numl == 2)
% D(String, Int32) : Void {
& O(String, String) : String E
& O(String, String, String, String, String, String) : String aF if (numl == 3)
& O(ArrayList, String, String, String, String, String, String) : String ) ) ) i
@ O( 0, String, String, String, String, String, String, String) : Striny str= pOr() + this.t# + £iPQ + this.td + £7C0-
v D(Strmg, String, String, String, String, String, String, String, Stri if (numl == 4)
@ 0:Void il {
| S | : str= this, J§ + 0 + thisa B + FALQ + this, b

str= . Og() + thisq B + £P() = thisq 4 + ~1C0

c
(@]
—
(1]
&
w0
]
——
LD
o

}

public string  (int); ;f (numd == 5)
Declaring Type:  .LJ str= ~0a0 + this. X + 3F0 « this. 4 + 100
Assembly: MainEmulaters, Version=1,0.3168.16717 H

string str2 = "";

if (this.L4 1= ™)

:

Flow obfuscation
This involves scrambling the flow of the program, so that it is difficult to
determine its actual operation.

Author: Prof Bill Buchanan

Microsoft .NET



Unfified Docement -
P p—————

File [dit Yeew Fpeorite Jooh Hep
W W Urktied Document

View demo of Obfuscation

& Urtitied Document -
# . hitpe//buchananweb co.ukfobf2 htm

Eile Edit Yiew Favortes Took Help
W 4@ Untitied Document

& @ Inberat | Protactad Mode OF

Vo lume

Fle Yew Hep
Direc of C:\docig

v [mple.om|
B MANIFEST
# i [smpie |

Select the item
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View demo of Obfuscation2

http://buchananweb.co.uk/obf02.htm

Author: Prof Bill Buchanan

@ & Internet | Protected Mode: Off
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using System;

namespace simple

{

class Classl

{

static void Main(string[] args)

{

string name;

System.Console.write("what is your name?");
name=System.Console.ReadLine();

System.Console.wWriteLine("'Hello

+ name) ;

IL_0008:
IL_00065:
IL_000a:
IL_000f:
IL_8018:
IL_8915:
IL_0016:

IL_801b:
IL_0028:

.locals init ([8] string name)

ldstr “What is your name\?"

call void [mscorlib]System.Console::Write(string)

call string [mscorlib]System.Console::ReadLine()

stloc.8

ldstr “Hello "'

ldloc.9

call string [mscorlib]System.String::Concat(string,
string)

call void [mscorlib]System.Console::WriteLine(string)

ret

¥ /7 end of method Class1::Main

uchanan
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r Class1::Main : void(string[]) |

-method private hidebysig static void Main(string[] args) cil managed
{

.entrypoint
.custom instance void [mscorlib]System.STAThreadAttribute::.ctor() = ( 81 |

// Code size 33 (8x21) Variables

-maxstack 2
.locals init ([8] |string name)

IL_68868: ldstr “"What 1S your name\?" have been
IL_0885: call void [mscorlib]System.Console::Write(string) renamed
IL_@88a: call string [mscorlib]System.Console::ReadLine()
IL_008f: stloc.®

IL_6818: 1ldstr “Hello **

IL_0615: 1dloc.8 Microsoft®
IL_@816: call string [mscorlib]System.String::Concat(string,

INJ NET
IL_6#61b: call void [mscorlib]System.Console::WriteLine(string)

IL_6828: vret
¥ /7 end of method [Class1::Main

o

) cil managed

i 2] Hte::.ctor() ={ 811

-maxstack 2
.locals init (string U_0)
IL_00808: 1ldstr —  “What is your name\?"
IL_00885: call void class [mscorlib]System.Console::Write(string)
IL_@08B8a: call string class [mscorlib]System.Console::ReadLine()
IL_POOF: stloc.®
IL_8818: 1dstr ""Hello **
Classes IL_8015: 1dloc.®
have been IL_08816: call string string::Concat(string,
string)

renamed IL_@61b: call void class [mscorlib]System.Console::WriteLine(string’

IL_@86208: ret
¥ /7 end of methpd a::Main
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r Class1::Main : void(string[]) |

-method private hidebysig static void Main(string[] args) cil managed
{

.entrypoint
.custom instance void [mscorlib]System.STAThreadAttribute::.ctor() = ( 81 |

// Code size 33 (8x21) Variables

-maxstack 2
.locals init ([8] |string name)

IL_68868: ldstr “"What 1S your name\?" have been
IL_0885: call void [mscorlib]System.Console::Write(string) renamed
IL_@88a: call string [mscorlib]System.Console::ReadLine()
IL_008f: stloc.®

IL_6818: 1ldstr “Hello **

IL_0615: 1dloc.8 Microsoft®
IL_@816: call string [mscorlib]System.String::Concat(string,

INJ NET
IL_6#61b: call void [mscorlib]System.Console::WriteLine(string)

IL_6828: vret
¥ /7 end of method Blass1::rlain|

o

Microsoft Visual C++ Runtime Library Bl
@ Runtime Error!
Program: c:\exemplar.exe

.locals i This application has requested the Runtime to terminate it in an unusual way.
IL ©8688: Please contact the application's support team for more information.

IL_0805: string)
IL_080a: i j Line()
IL_0806f:
IL_8818: 1dstr "Hello **
Classes IL_8815: 1dloc.®
have been IL_8816: call string string::Concat{string,
string)
renamed IL_@#81b: call void class [mscorlib]System.Console::WriteLine{string’
IL_@86208: ret
» // end of methpd a::Main

.maxstack
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] Code Forensics

Debugging running
program. Examine
process, registers, etc

Dynamic analysis of the
program. Examine CPU
utilization, memory, etc.

File trace. Examine
Windows registry, file
usage, etc.

Validating files
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27 Process Monitor - Sysinbernals: www.sysinterals.com
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Pach

HILMSECURITY Pbey
HELMEECLUBITY Poboy' SecDese

HELM\SECURITT" Pobey Secless J0... BUFFER OVERFL.. |
HELMSECURITY" Pobey' SecDes:
HELMSECURITY" Pabey' SezDese

et

SUQCESS
SUCEESE

SUCCESS
SUCCESS

WKL SECURITY Poboy' SeclescyD . SUOZESS

HKLMNSECURITY Poboy SecDesc
HIKLMNSECURITY Pabey

SUCCESS
SLCCESS

HELMSECURITY Pobey' SecDes: SUCCESS
HKLMWSECURITY Pobey'SazDeac D BUFFER OVERFL
LM SECURITY Poboy' Saclesc SUCCESS

HELMSECURIT' Pobay' s D

SUCLESS

HKLMSECURITT Paliey SeeDeaeyD... SUCCESS
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SUCCESS

339295 355 2504k > 193 1ER0.76  SUCLESS

CoWincw' System 13 comd exn

SUCEESE
SUCCESS
SUCCESS
SUCCESS

- SIFTESS

e ¥

§¥ EFY §F §

Show  Color  dcsle  Counter latance Pasent
— 18 % Procosse Time  Total -

[+ WL
Jel =18 SlommmedBa ~- - Memen  GELEC

Author: Prof Bill Buchanan

Shawing 167 ALS of 357,683 events (46%)

Backed by vitusl memory

Host Analysis



7 Process Timeline - MainEmulators.exe (5536) L= b

Dynamic analysis of the
program. Examine CPU

utilization, memory, etc. REmTESNEI
File IO Bytes
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Click on a graph to go to the dosest event in the trace.

i
2]
=
©
c
<
o
Q
7]
©
Yol
o
7
o
L

Author: Prof Bill Buchanan

] Code Forensics

Host Analysis



i
7
=
©
c
<
o
o}
n
©
(=3
L
[72]
e}
11

| Code Forensics

Debugging running
program. Examine
process, registers, etc

code_forensics_ex01 (Debugging) - Microsoft Visual Studio (Administrator)
File Edit View Project Build Debug Team Data Tools VMware Test Anahze Window Help

J'J'du“l* -\}1:3"0 L ’SJ’.;,')| » | Debug
0 GEE|Z 2088 W3R

Perfforma... ™ |

0x009D

an

00907
0x009D7

0x009D7
0x009D7
0x00907
0x009D7

x009D7
0Ox009D7
0x009D7
0x009D7

7000

0DC

70E8

OF4

7100

10C
118 A3

Mixed Platforms B | % |NAT

Address: I main(void)

3¢ v Viewing Options
b 3. string s;
ety 009D70E0 Tea ecx, [ebp-34h]
L34 EdpP El‘d.i 009D70€3 call std::basic_string<char
. 3A.EdP.EOdE 009070E8 moV dword ptr [ebp-4],0

cout << "Enter your name>>" << endl;
@ 009D70EF mov esi,esp

009D70F6 push eax

» PO9D70F1  mov eax,dword ptr [__imp_std::e

,std:

£ i Memory

148

009D70F7 push offset
009D70FC  moOV ecx,dword ptr
00907102 push
00907103 call std::operator<
00907108 add esp,8

Disassembly

154

SU S5 LU TE TT
00 o N 3

Pl Program.cs @

-1 ¥ main()

(Global Scope)
L

Registers

0090414 = OF830A

string s;
cout << "Enter your name>>" << endl;
cin > s;

ront <« "vYour name i<

EAX = 002CF8D4 EBX = 7FFD7000 ECX = 27F2B53C
EDX = 002CF400 ESI = 002CF7C4 EDI = 002CF8FC
EIP = 009D70F1 ESP = 002CF7C4 EBP = 002CF908
EFL = 00000246

v I X CallStack
| Name
| code_fcrensucs_cplusﬁgzexz!maino Lined + 0x2 b)}tes )
| code_forensics_cplus03.exe!_tmainCRTStartup() Line 555 + 0x19 bytes
| code_f ics_cplus03.exe!mainCRTStatunl) |ine 371
e

Registers

kernel32.d

Host Analysis

Author: Prof Bill Buchanan




2} Process Monitor - Sysinternals: www.sysinternals.com
File E_dit Event Filter Tools Qp_ﬁqns ﬂdg - )
ZHl | ABPE | AS | 8 A5 [FH3ix@E

Time ... Process Name PID Operation Path Result Do~

File trace. Examine
Windows registry, file jato

usage etc 21:59.... © MainEmulators.... 5536 @{RegOpenKey  HKLM\System‘CumentControlSet\Control ... SUCCESS De:
X s 2159:... @ MainEmulators.... 5536 @{RegQueryValue HKLM\System\CumentControlSet\Control\Sessio... NAME NOT FOUND Ler
21:59... @ MainEmulators.... 5536 @{RegCloseKey — HKLM\System\CumentControlSet\Control\Sessio... SUCCESS
21:59:... @ MainEmulators.... 5536 @RegOpenKey  HKLM\System\CumentControlSet\Control\SafeBo... REPARSE De:
21:59... @ MainEmulators... 5536 @{RegOpenKey — HKLM\System\CumentControlSet\Control\SafeBo... NAME NOT FOUND De:
2159... G MainEmulators.... 5536 @RegOpenKey  HKLM\Software\Policies\Microsoft\Windows\Saf.. SUCCESS De:
21:59:.. @ MainEmulators.... 5536 @{RegQueryValue HKLM\SOFTWARE\Policies\Microsoft\Windows... NAME NOT FOUND Ler
21:59... G MainEmulators.... 5536 @RegCloseKey  HKLM\SOFTWARE\Policies\Microsoft\Windows... SUCCESS
\ 21:59... @ MainEmulators.... 5536 @{RegOpenKey  HKCU\Software\Policies\Microsoft\Windows\Saf.. NAME NOT FOUND De:
)

RegOpenkKe e ontrolSet\Control\Sessio... REPAR Dell

2159.... @ MainEmulators... 5536 @{RegOpenKey  HKLM\System\CumentControlSet\Control\Sessio... REPARSE De:
21:59... G MainEmulators.... 5536 @{RegOpenKey  HKLM\System'CumentControlSet\Control\Sessio... SUCCESS De:
21:59.. G MainEmulators.... 5536 @{RegQueryValue HKLM\System\CumentControlSet\Control\Sessio... NAME NOT FOUND Ler
2159... © MainEmulators.... 5536 @RegOpenKey  HKLM\SOFTWARE\Microsoft\Windows NT\Curr... SUCCESS De:
2159... G MainEmulators.... 5536 @ RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\Cur... NAME NOT FOUND Ler
21:59... © MainEmulators.... 5536 @{RegCloseKey  HKLM\SOFTWARE\Microscft\Windows NT\Curr... SUCCESS

21:59... € MainEmulators... 5536 @RegOpenKey  HKLM\System\Setup SUCCESS De:
‘ 21:59.... @ MainEmulators.... 5536 @RegQueryValue HKLM\SYSTEM\Setup\SystemSetupinProgress  SUCCESS ™
21:59.... G MainEmulators... 5536 @RegCloseKey — HKLM\SYSTEM\Setup SUCCESS

21:59... C MainEmulators... 5536 @RegOpenKey  HKLM SUCCESS De:
21:59:... G MainEmulators... 5536 @{RegOpenKey  HKLM\Software\Microsoft\Windows NT\Current... NAME NOT FOUND De:
21:59... © MainEmulators.... 5526 @{RegOpenKey  HKLM\Software\Microsoft\ NETFramework\Policy SUCCESS De:
2189 5 MainFmlatare £528 @ RanN snKay  HKI M\SNETWARE\Minmenft\ NETEmamawnade\  SILICCESS (e Vs
File Edit Event Filter Tools Qptions Help <1 ! J k

|D,., ﬂ ABE | SAD | ® | A8 | ﬁ r Showing 12,676 of 512,102 events (2.4%) Backed by virtual memory _

Time ... Process Name PID Operation Path Result D #

9.... {e§MainEmulators 5536 N;Process Start SUCCESS Pa J
21:59.... @ ManEmulators.... 5536 &Y Thread Create SUCCESS The H H
21:58.... G MainEmulators.... 5536 &Y Load Image C:\docs\src\emulators\MainEmulators exe SUCCESS Ime Reg IStry AUd It
21:59.... @ ManEmulators.... 5536 &Y Load image C:\Windows\System 32\ntdll dll SUCCESS Ime
21:59.... @ MainEmulators.... 5536 BACreateFile C:\Windows'\Prefetch\MAINEMULATORS EXE-... SUCCESS De:
21:59... © MainEmuators.... 5536 BhQueryStandardl...C:\Windows\Prefetch\MAINEMULATORS. EXE-... SUCCESS Ale
21:53... © MainEmulators.... 5536 BhQueryStandardl...C:\Windows\Prefetch\MAINEMULATORS EXE-... SUCCESS Al
2159:.. G MainEmulators.... 5536 ZRReadFie C:\Windows'\Prefetch\MAINEMULATORS.EXE-... SUCCESS
21:58.... @ MainEmulators.... 5536 BhReadFile C:\Windows'\Prefetch\MAINEMULATORS.EXE-... SUCCESS
2159... G ManEmulators.... 5536 BhReadFile C:\Windows'\Prefetch\MAINEMULATORS.EXE-... SUCCESS
21:58.... @ MainEmulators.... 5536 BhCloseFile C:\Windows'\Prefetch\MAINEMULATORS.EXE-... SUCCESS
21:59... G MainEmulators... 5536 BRCreateFile C SUCCESS
21:53.... @ MainEmulators.... 5536 2hQueryinformatio...C: BUFFER OVERFL...
21:58:... @ MainEmulators.... 5536 BhCloseFile C: SUCCESS
21:53:... @ MainEmulators.... 5536 ShCreateFile C:\docs\src\emulators SUCCESS
21:59.... G ManEmulators.... 5536 ?QACreaeFie C:\Windows\System32\mscoree dil SUCCESS
21:59.... @ MainEmulators.... 5536 BhQueryBasiclnfor.. C:\Windows\System32\mscoree dil SUCCESS
21:59.... © MainEmulators.... 5536 gaoseﬁe C:\Windows\System32\mscoree dil SUCCESS
21:59.... @ MainEmulators.... 5536 %Cm&eﬂe C:\Windows\System32\mscoree dil SUCCESS :
21:59.... © MainEmulators.... 5536 BACreateFileMapp...C:\Windows\System32\mscoree dll FILE LOCKED WI... H
21:59... © MainEmulators.... 5536 BRCreateFieMapp...C:\Windows\System32\mscoree dil SUCCESS Flle Usage Log

21:59:... & MainEmulators.... 5536 &% Load Image C:\Windows\System32\mscoree. dil SUCCESS
2188 5 MainFm datnre 5528 L MlnesFis A Windnwe\ Qustam 12\mernnes All SIICCFESS
<

L i | Author: Prof Bill Buchanan
Showing 9,387 of 512,102 events (1.8%) Backed by virtual memory

£ Process Monitor - Sysinternals: www.sysinternals.com
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] Code Forensics

Validating files

c:\docs\src\emulators\txt>md5sum
968c7fc69300e16bb78d3f7082245293
2369d7724a85fc391964ead2ba9dff90
d149f53fe45df84f25e58d33a67d393b
ac3f9d2ed849933fef1497e032Fd8037
d6fed9075a218e7fd2b30a5fa4003ead
29a97f75al1f09%edd128244c4756b18ch
6fc4116d8b479207ab2athc6c25a7388
83c978fea02c85f5ecfd840a82a2580c
30219ed650903bla7dect83832b58a9f
0cd328e46813878188d1a35ffch20f3f
4f2d0d9%e6ad8653F75b30d4ab3c54b26

c:\docs\src\emulators\txt>md5sum
968c7fc69300e16bb78d3f7082245293
2369d7724a85fc391964ead2ba9dff90
d149f53fe45df84f25e58d33a67d393b
ac3t9d2ed849933fef1497e032fd8037
d6fed9075a218e7fd2b30a5fa4003ead
29a97f75al1f09%edd128244c4756b18ch
6fc4116d8b479207ab2athc6c25a7388
83c978fea02c85f5ecfd840a82a2580c
46cd08a484hbe99d87a483d7332a8d623a
0cd328e46813878188d1a35ffcb20f3f
4f2d0d9e6ad8653f75b30d4ab3c54b26

*

*asa_new. txt
*pixcomplete. txt
*pixcomplete?.txt
*routercomplete. txt
*routercomplete2.txt
*switchcomplete. txt
*switchcomplete2.txt
*wireless. txt
*wirelesscomplete. txt
*wirelesscomplete2.txt
*wirelesscontrollernew.txt

*

*asa_new. txt
*pixcomplete. txt
*pixcomplete?.txt
*routercomplete. txt
*routercomplete2.txt
*switchcomplete. txt
*switchcomplete2.txt
*wireless. txt
*wirelesscomplete. txt
*wirelesscomplete2.txt
*wirelesscontrollernew. txt

Author: Prof Bill Buchanan

Host Analysis
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Address Foreign Address state
1135 Bill-PC: LISTENING
1445 Eill-PC: LISTENING
Bi1T1-PC: LISTENING
Bill-PC: LISTENING
Eill-PC: LISTENING
Bil1-PC: LISTENING
Bill-PC: LISTENING
Eill-PC: LISTENING
Bi11-PC: LISTENING
Bil11-pPC: LISTENING
Eill-PC: LISTENING
Bi11-PC: LISTENING
Bi11-PC:27015 ESTAELISHED
Bill-pC: 19872 ESTAELISHED
Bi1T-pPC:0 LISTENING
Bil1-pPC:0 LISTENING
Bill=pPC:0 LISTENING
:0
:0

Ports opened

coocooocooocoOoOr
-

coooo-

cooooooooooo

= =
HHEMNNOOOoODODOoOOoOOQOOoOOoOOoOOoOO

Bil11-pPC LISTENING
Bi11-PC LISTENING

e B e B B

[l Microsoft - Wireshark - . ees oaeen e S B — -
Eile  Edit View Go Copture Analyze Statistics Telephony Tools Help
Network Protocols Pudee EEXEE AesaT L Qael @#DBx B

Filter tcpflags.syn==1 &litcpflags.ack==0 | = | Expressicn.. Clear Apply

heo. Time Source Destinstion Protocal  Info
9 9.352071 192.168.0.43 209, 85.229.105 TCP telefinder > http [5YN] Seq=0 Win=8192 Len=0
25 9.633562 192.168.0.43 74,125.230.96 TCP taligent=-1m = hrtp [SYN] Seqe=0 wWin=5192 Len=0
95 11.677101 192.168.0.43 74.125.230.136 TCP clvm-cfg > http [SYN] Seqe0 wWine=8192 Lenmd MS!
121 13.196800 192.168.0.43 74,125.230.136 TP ms-sna-server > http [SYN] Seq=0 win=8192 Lem
209 14.130902 192.168.0.43 74,125.230.96 TP ms-sna-base = http [SYN] Seg=0 Win=8192 Len=0
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Network connections S T T e e

Internet Protocol, Src: 192.168.0.43
made n ion Control G EEEECTED

5 Control Pr col, Src pPort
Source port: telefinder (1474)
pestination port: hrcp (80)
[stream index: 2]
sSequence number: O (relative sequence number)
Header length: 40 bytes

& 4d DO db &C T8 le B B 00 4
3c 3f a6 40 00 80 06 3 c0 2b
69 05 c2 00 50 04 Of 0
00 73 c6 00 0D 02 04 02
0a 00 Oa De a6 00 0O

. Frame (frame], 74 bytes Packets: 285 Displayed: 5 Marked: 0 Dropped: 0

Author: Prof Bill Buchanan
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