Network Forensics

e Understand some of the methodologies used in network forensics.

e Provide an in-depth understanding of the key network protocols,
including IP, TCP, ARP, ICMP, DNS, Application Layer protocols,

and so on.
e Define a range of audit sources for network activity.
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HTTP, FTP, Application Layer
Telnet, SMTP (Layers 5-7)

Transport Layer

Network Layer

IP, IPX (Layer 3)
> Data Link Layer

Ethernet (Layer 2)

Physical Layer
(Layer 1)

Ethernet ...

Copper, Fibre
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Ethernet ...
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SYN

Seq=0
Ack=0
Win=8192

-
-

ACK

SYN,ACK

Seq=0
Ack=1
Win=66608

Seq=1
Ack=1
Win=66608

PSH,ACK

Seq=1
Ack=1

PSH,ACK

Seq=70

Ack=34

3-way
handshake
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Net Forensics

Protocol:
1-ICMP
6-TCP
8 —-EGP

17 - UDP
IP header

TCP header

Version Header len. Type of service

TCP Source Port

Total lépgth

Identiﬁca\t{on

DM

Fragméqt Offset

Time-to-live (TTL)

\ Protocol

Header Checksum

Source IP Address

Destination IP Address

TCP Destination Port

Sequence Number

Acknowledgement Number

Data Offset Flags/Reserved

Window
Checksum
Urgent Pointer

Preamble

Dest. MAC
(6 bytes)

Type Checksum
(2 bytes) (4 bytes)

Type: Ethernet frame

0x800 - IP
0x806 - ARP
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_---72.192.168.75.132 is at
00:0c:29:0f:71:a3

192.168.75.1
[00:50:56:c0:00:08]
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