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Steganography
 Some methods.

 Discriminators.

 Covert channels.

 Port knocking.

 Onion Routing.

 Dictionary.
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Data Hiding

Information

hiding

Covert

channels
Steganography Anonymity

Copyright

marking

Robust

copyright 

marking

Fragile

watermark

Linguistic

steganography

Technical

steganography

Fingerprinting Watermarking

Imperceptible

watermarking
Visible

watermarking
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Data Hiding

Author: Prof Bill 

Buchanan

Symmetric encryption

Hello. Hja32,

Asymmetric encryption

Hello.

Hello. kG&$s Hello.

Hello. h65dfedfKKK=+1

One-way hash

Private-key:

RC2, RC4, 

DES, 3DES, 

AES

Public-key:

RSA, DSA 

(factoring prime 

numbers)

FIPS 186-2, 

ElGamal

(Elliptic curve)

Hashing:

MD5, SHA-1

Eve

Eve

Eve Eve

Eve

Eve

Author: Prof Bill 

Buchanan

Hello. aGVsbG8=

Encoding

Encoding:

Hex, Base-64,

ASCII, UTF-16

Eve Eve
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Covert channels have been used

by secret operations for a long 

time, 

such as:

- Passing a briefcase in a busy 

place.

- Hiding microfilms in objects.

- Using templates for typewritten 

text.
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In the olden days, messages could be hidden

Let everyone tango. This 

has Edward’s mind in some 

simple inquiry of 

nothing, before everyone 

gets into Nirvana.

What’s the hidden message in this

text? You have 1 minute to find 

it…
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In the olden days, messages could be hidden

Let everyone tango. This 

has Edward’s mind in some 

simple inquiry of 

nothing, before everyone 

gets into Nirvana.

Let the Mission Begin

With the Internet, we now have electronic communications,

and sophisticated monitoring equipment…
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Change name from:

Mypic.gif

To

Mypic.dll
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Methods

Use Noise
Spreading out 

information

Define a statistical 

profile eg trick 

computer for 

statistical analysis

Define a structural 

profile eg make it look 

like a normal document 

by hide information

Man Utd 0 Man City 1
Celtic 1 Aberdeen 0
Liverpool 1 Stoke City 0
Hearts 0 Hibs 0

Replace 

randomness eg add 

imperfections in 

places in a picture

Help Everyone and Leave 
Lots of Opportunity

Change the order eg 

order of a shopping list

Split information eg 

first word on every page

Hide the souce eg Tor 

Onion Routing
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JPEG Data Hiding
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Hiding information in a JPEG image

Stenography involves hiding 

information in the body of the content

Hello. How are

You?
Image does not change as

Text is hidden in the JPEG 

conversion
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Hiding information in a JPEG image

Stenography involves hiding 

information in the body of the content

Hello. How are

You?
Text can be added to areas

of the conversion which have 

very little affect on the overall

object.

Frequency

conversion

Intensity of

fast changes in

colour/contrast

Intensity of slow changes in

colour/contrast
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Comparison of images

Changes that are made are

small and cannot be picked-up

by the human eye, unless the 

image is zoomed-in 

Original image

Image with added text
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Discriminators
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Detecting an MP3 file

Image is split into 8 x 8 pixel blocks
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JPEG files (DCT Coding)

Frequency/spatial analysis

Low frequency changes High frequency changes

F(0,0) F(7,7)

1257.9 2.3 -9.7 -4.1 3.9 0.6 -2.1 0.7

-21.0 -15.3 -4.3 -2.7 2.3 3.5 2.1 -3.1

-11.2 -7.6 -0.9 4.1 2.0 3.4 1.4 0.9

-4.9 -5.8 1.8 1.1 1.6 2.7 2.8 -0.7

0.1 -3.8 0.5 1.3 -1.4 0.7 1.0 0.9

0.9 -1.6 0.9 -0.3 -1.8 -0.3 1.4 0.8

-4.4 2.7 -4.4 -1.5 -0.1 1.1 0.4 1.9

-6.4 3.8 -5.0 -2.6 1.6 0.6 0.1 1.5

Sample values
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JPEG files (Quantization)

1257.9 2.3 -9.7 -4.1 3.9 0.6 -2.1 0.7

-21.0 -15.3 -4.3 -2.7 2.3 3.5 2.1 -3.1

-11.2 -7.6 -0.9 4.1 2.0 3.4 1.4 0.9

-4.9 -5.8 1.8 1.1 1.6 2.7 2.8 -0.7

0.1 -3.8 0.5 1.3 -1.4 0.7 1.0 0.9

0.9 -1.6 0.9 -0.3 -1.8 -0.3 1.4 0.8

-4.4 2.7 -4.4 -1.5 -0.1 1.1 0.4 1.9

-6.4 3.8 -5.0 -2.6 1.6 0.6 0.1 1.5
After DCT

Divide by a certain value and find the nearest integer

5 3 4 4 4 3 5 4 

4 4 5 5 5 6 7 12 

8 7 7 7 7 15 11 11 

9 12 13 15 18 18 17 15 

20 20 20 20 20 20 20 20 

20 20 20 20 20 20 20 20 

20 20 20 20 20 20 20 20 

20 20 20 20 20 20 20 20 

Result: 

251 0 -2 -1 0 0 0 0 

-5 -3 0 0 0 0 0 0 

-1 -1 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 
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JPEG files (Final Compression)

Order in Zig-zag

251, 0, -5, -1, -3, -2, 
0, -1, 0, 0, 0, 0, -1, 
0, 0, 0, 0,…,0 

Use Modified Huffman 

Code: 

251 0 -2 -1 0 0 0 0 

-5 -3 0 0 0 0 0 0 

-1 -1 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 
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Detecting a JPEG file

FFC0 tag (Start Of Frame (Baseline DCT)).

FFC2 tag (Start Of Frame (Progressive DCT)).

FFC4 tag (Huffman Table). 

FFDB tag (Quantization Table). 

FFC2 tag (Define Restart Interval). 

FFDA tag (Start Of Scan). 

FFDE tag (Comment). 

FF00 stuffed FF (Likely Huffman Coding). 

Found FFD8 tag (Start of image). Pos: 0

Found FFE0 tag (JPEG file identifier). Pos: 2

  Length: 16

Found FFDB tag (Quantization Table). Pos: 20, Block 0

Found FFDB tag (Quantization Table). Pos: 89, Block 0

Found FFC0 tag (Start Of Frame (Baseline DCT)). Pos: 158, Block 0

Found FFC4 tag (Huffman Table). Pos: 177, Block 0

Found FFC4 tag (Huffman Table). Pos: 210, Block 0

Found FFC4 tag (Huffman Table). Pos: 310, Block 0

Found FFC4 tag (Huffman Table). Pos: 341, Block 0

Found FFDA tag (Start Of Scan). Pos: 412, Block 0

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 1209, Block 2

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 3720, Block 7

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 3977, Block 7

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 4304, Block 8

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5489, Block 10

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5507, Block 10

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5970, Block 11

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7115, Block 13

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7620, Block 14

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7892, Block 15

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 8309, Block 16

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 8938, Block 17

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 9082, Block 17

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10014, Block 19

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10626, Block 20

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10926, Block 21

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11033, Block 21

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11310, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11556, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11738, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11748, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11751, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11761, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11765, Block 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12162, Block 23

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12236, Block 23

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12507, Block 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12736, Block 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12759, Block 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13706, Block 26

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13776, Block 26

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13835, Block 27

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14427, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14441, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14447, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14476, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14572, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14740, Block 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15372, Block 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15447, Block 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15501, Block 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15893, Block 31

...

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 18943, Block 36

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19224, Block 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19293, Block 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19430, Block 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19459, Block 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19595, Block 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19632, Block 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19906, Block 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19943, Block 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20153, Block 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20182, Block 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20446, Block 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20448, Block 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20495, Block 40

Found FFD9 tag (End of image). Pos: 21684, Block 42
Small.jpg
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Detecting an MP3 file

Found FFD8 tag (Start of image). Pos: 0

Found FFE0 tag (JPEG file identifier). Pos: 2

  Length: 16

Found FFDB tag (Quantization Table). Pos: 20, Segment 0

Found FFDB tag (Quantization Table). Pos: 89, Segment 0

Found FFC0 tag (Start Of Frame (Baseline DCT)). Pos: 158, Segment 0

Found FFC4 tag (Huffman Table). Pos: 177, Segment 0

Found FFC4 tag (Huffman Table). Pos: 210, Segment 0

Found FFC4 tag (Huffman Table). Pos: 310, Segment 0

Found FFC4 tag (Huffman Table). Pos: 341, Segment 0

Found FFDA tag (Start Of Scan). Pos: 412, Segment 0

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 1209, Segment 2

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 3720, Segment 7

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 3977, Segment 7

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 4304, Segment 8

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5489, Segment 10

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5507, Segment 10

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 5970, Segment 11

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7115, Segment 13

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7620, Segment 14

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 7892, Segment 15

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 8309, Segment 16

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 8938, Segment 17

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 9082, Segment 17

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10014, Segment 19

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10626, Segment 20

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 10926, Segment 21

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11033, Segment 21

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11310, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11556, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11738, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11748, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11751, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11761, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 11765, Segment 22

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12162, Segment 23

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12236, Segment 23

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12507, Segment 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12736, Segment 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 12759, Segment 24

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13706, Segment 26

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13776, Segment 26

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 13835, Segment 27

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14427, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14441, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14447, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14476, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14572, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 14740, Segment 28

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15372, Segment 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15447, Segment 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15501, Segment 30

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 15893, Segment 31

...

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 18943, Segment 36

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19224, Segment 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19293, Segment 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19430, Segment 37

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19459, Segment 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19595, Segment 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19632, Segment 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19906, Segment 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 19943, Segment 38

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20153, Segment 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20182, Segment 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20446, Segment 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20448, Segment 39

Found FF00 stuffed FF (Likely Huffman Coding). Pos: 20495, Segment 40

Found FFD9 tag (End of image). Pos: 21684, Segment 42

Segment 0

512 Bytes

Segment 1

512 Bytes

Segment 2

512 Bytes

Seg 42

512 Bytes

Seg 41

512 Bytes

Seg 40

512 Bytes

Segment No Detected

1 Not detected

2 1 Found

3 Not detected

4 Not detected

5 Not detected

6 Not detected

7 2 Found

8 1 Found

9 Not detect

10 2 Found

11 1 Found

12 Not detected

13 1 Found

14 1 Found

15 1 Found

16 1 Found

17 2 Found

18 Not detected

19 1 Found

20 1 Found

21 2 Found

22 7 Found

23 2 Found

24 3 Found

25 Not detected

26 2 Found

27 1 Found

28 6 Found

29 Not detected

30 3 Found

31 6 Found

Result: 29 out of 40 (0 and 41 also 

detected)

With 2048 byte blocks: Nearly 100%
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MP3 files

1111 1111 1111 

MP3 File

DataHeader DataHeader

MP3 FileID3

MP3 Sync

1

Version

01

MP3 Layer

1

Error 

protection

1010

Bit rate (1010 

is 160 Mbps)

11

Sampling rate

(00 – 44 KHz)

32-bits

Frame size = (144 * BitRate)/(SampleRate + Padding)
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Detecting an MP3 file

MP3 Analysis ... looking for 11 or 12-bit sequences for 1's for the frames in 512 byte sectors 

MP3: Found 12-bit sequence. Pos: 63, Segment: 0 out of 21 segments

MP3: Found 11-bit sequence. Pos: 234, Segment: 0 out of 21 segments

MP3: Found 11-bit sequence. Pos: 704, Segment: 1 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1152, Segment: 2 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1228, Segment: 2 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1239, Segment: 2 out of 21 segments

MP3: Found 11-bit sequence. Pos: 1488, Segment: 2 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1755, Segment: 3 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1802, Segment: 3 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1862, Segment: 3 out of 21 segments

MP3: Found 12-bit sequence. Pos: 1928, Segment: 3 out of 21 segments

MP3: Found 11-bit sequence. Pos: 2015, Segment: 3 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2145, Segment: 4 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2146, Segment: 4 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2489, Segment: 4 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2622, Segment: 5 out of 21 segments

MP3: Found 11-bit sequence. Pos: 2765, Segment: 5 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2866, Segment: 5 out of 21 segments

MP3: Found 12-bit sequence. Pos: 2977, Segment: 5 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3005, Segment: 5 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3011, Segment: 5 out of 21 segments

MP3: Found 11-bit sequence. Pos: 3080, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3081, Segment: 6 out of 21 segments

MP3: Found 11-bit sequence. Pos: 3086, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3087, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3134, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3212, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3231, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3499, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3500, Segment: 6 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3704, Segment: 7 out of 21 segments

MP3: Found 12-bit sequence. Pos: 3761, Segment: 7 out of 21 segments

MP3: Found 11-bit sequence. Pos: 4044, Segment: 7 out of 21 segments

MP3: Found 12-bit sequence. Pos: 4231, Segment: 8 out of 21 segments

...

MP3: Found 12-bit sequence. Pos: 7312, Segment: 14 out of 21 segments

MP3: Found 12-bit sequence. Pos: 7366, Segment: 14 out of 21 segments

MP3: Found 12-bit sequence. Pos: 7495, Segment: 14 out of 21 segments

MP3: Found 11-bit sequence. Pos: 7666, Segment: 14 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8031, Segment: 15 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8164, Segment: 15 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8195, Segment: 16 out of 21 segments

MP3: Found 11-bit sequence. Pos: 8427, Segment: 16 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8497, Segment: 16 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8634, Segment: 16 out of 21 segments

MP3: Found 11-bit sequence. Pos: 8716, Segment: 17 out of 21 segments

MP3: Found 11-bit sequence. Pos: 8907, Segment: 17 out of 21 segments

MP3: Found 12-bit sequence. Pos: 8973, Segment: 17 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9279, Segment: 18 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9474, Segment: 18 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9761, Segment: 19 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9776, Segment: 19 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9777, Segment: 19 out of 21 segments

MP3: Found 12-bit sequence. Pos: 9778, Segment: 19 out of 21 segments

MP3: Found 11-bit sequence. Pos: 9795, Segment: 19 out of 21 segments

MP3: Found 11-bit sequence. Pos: 9952, Segment: 19 out of 21 segments

MP3: Found 12-bit sequence. Pos: 10264, Segment: 20 out of 21 segments

MP3: Found 12-bit sequence. Pos: 10265, Segment: 20 out of 21 segments

MP3: Found 12-bit sequence. Pos: 10407, Segment: 20 out of 21 segments

MP3: Found 11-bit sequence. Pos: 10422, Segment: 20 out of 21 segments

MP3: Found 12-bit sequence. Pos: 10657, Segment: 20 out of 21 segments

Segment 0

512 Bytes

Segment 1

512 Bytes

Segment 2

512 Bytes

Seg 20

512 Bytes

Seg 19

512 Bytes

Seg 18

512 Bytes

Segment No Detected

0 Found

2 Found

...

20 Found

Found in all segments

Track258.mp3
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Modifying the lsb

189 41 50

‘h’ - 68h – 0110 1000

189 41 51

189 41 51

189 41 50

189 41 51

189 41 50

189 41 50

189 41 50

Modify the least significant 

bit (audio)
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Hiding in message blocks

// Format for GIF header
//Offset   Length   Contents
//  0      3 bytes  "GIF"
//  3      3 bytes  "87a" or "89a"
//  6      2 bytes  <Logical Screen Width>
//  8      2 bytes  <Logical Screen Height>
// 10      1 byte   bit 0:    Global Color Table Flag (GCTF)
//                  bit 1..3: Color Resolution
//                  bit 4:    Sort Flag to Global Color Table
//                  bit 5..7: Size of Global Color Table: 2^(1+n)
// 11      1 byte   <Background Color Index>
// 12      1 byte   <Pixel Aspect Ratio>
// 13      ? bytes  <Global Color Table(0..255 x 3 bytes) if GCTF is one> RR GG BB
//         ? bytes  <Blocks>
//         1 bytes  <Trailer> (0x3b)
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Hidden printer codes

EFF cracked date, time, and 

printer serial number in a Xerox 

DocuColor color laser output

Hidden dots in print-outs
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Analysis

File Allocation Table:

1.txt

2.doc

Test.doc

-Delete.gif [deleted]
Simple search for a graphic 

file will not find the deleted 

file

Deep scan of the

Disk (byte-by-byte)

GIF89
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File Analysis

Change name from:

Mypic.gif

To

Mypic.dllMypic.gif

REVOLVERBALLROOM

Prof. PLUM

Mypic.dll Prof. PLUM

GIF89a….
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File signature

Sig File ext File type
0x474946  *.gif  GIF files
GIF89a  *.gif  GIF files
0xFFD8FF  *.jpg  JPEG files
JFIF  *.jpg  JPEG files
0x504B03  *.zip  ZIP files
0x25504446  *.pdf  PDF files
%PDF  *.pdf  PDF files
0x0A2525454F460A *.pdf  PDF file

.%%EOF. *.pdf  PDF file
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File signature

Sig File ext File type
0x006E1EF0  *.ppt  PPT
0xA0461DF0  *.ppt  PPT
0xECA5C100  *.doc  Doc file
0x000100005374616E64617264204A6574204442  

*.mdb  Microsoft database
Standard Jet DB  *.mdb  Microsoft database            
0x2142444E  *.pst  PST file
!BDN  *.pst  PST file
0x0908100000060500 *.xls  XLS file
0xD0CF11E0A1B11AE1 *.msi  MSI file
0xD0CF11E0A1B11AE1 *.doc  DOC
0xD0CF11E0A1B11AE1 *.xls  Excel
0xD0CF11E0A1B11AE1 *.vsd  Visio
0xD0CF11E0A1B11AE1 *.ppt  PPT
0x504B030414000600  *.docx  Microsoft DOCX file
0x504B030414000600  *.pptx  Microsoft PPTX file
0x504B030414000600  *.xlsx  Microsoft XLSX file
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File signature

Sig File ext File type
0x465753  *.swf  SWF file
FWS  *.swf  SWF file
0x494433  *.mp3  MP3 file
ID3  *.mp3  MP3 file
0x4C00000001140200  *.lnk  Link file
0x4C01  *.obj  OBJ file
0x4D4D002A  *.tif  TIF graphics
MM  *.tif  TIF graphics
0x000000186674797033677035

*.mp4  MP4 Video
ftyp3gp5  *.mp4 MP4 Video
0x300000004C664C65 *.evt  Event file
LfLe  *.evt Event file
0x38425053  *.psd Photoshop file
8BPS  *.psd Photoshop file
0x4D5A  *.ocx Active X
0x415649204C495354  *.avi AVI file
AVI LIST  *.avi  AVI file
0x57415645666D7420 *.wav  WAV file
WAVEfmt  *.wav  WAV file
Rar!  *.rar RAR file
0x526172211A0700 *.rar RAR file
0x6D6F6F76  *.mov  MOV file

moov  *.mov  MOV file
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File name changing (JPEG)

Change name from:

Mypic.gif

To

Mypic.dllMyphoto.jpg

REVOLVERBALLROOM

Prof. PLUM

Myphoto.dll Prof. PLUM

….JFIF...

Header: FFD8
Length: <2 bytes>
Next: 4A,46,49,46,00 (“JFIF”)
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File name changing (JPEG)

Graphic has been 

imported into 

PowerPoint

(cookie_transpare

nt_32colors.gif)

Meta-data

Is still 

stored in 

file

(but 16-bit 

character 

format)
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File name changing (ZIP)

Change name from:

Mypic.gif

To

Mypic.dllMyzip.zip

REVOLVERBALLROOM

Prof. PLUM

Myzip.doc Prof. PLUM
00     ZIPLOCSIG   HEX  04034B50    ;Local File Header Signature 
04     ZIPVER      DW   0000        ;Version needed to extract 
06     ZIPGENFLG   DW   0000        ;General purpose bit flag 
08     ZIPMTHD     DW   0000        ;Compression method 
0A     ZIPTIME     DW   0000        ;Last mod file time (MS-DOS) 
0C     ZIPDATE     DW   0000        ;Last mod file date (MS-DOS) 
0E     ZIPCRC      HEX  00000000    ;CRC-32
12     ZIPSIZE     HEX  00000000    ;Compressed size 
16     ZIPUNCMP    HEX  00000000    ;Uncompressed size
1A     ZIPFNLN     DW   0000        ;Filename length
1C     ZIPXTRALN   DW   0000        ;Extra field length 
1E     ZIPNAME     DS   ZIPFNLN     ;filename 
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Author: Prof Bill Buchanan

Using scalpel

c:\SMALL_~1>scalpel.exe "nps-2010-emails (1).raw" -o out5

Scalpel version 2.0

Written by Golden G. Richard III and Lodovico Marziale.

Multi-core CPU threading model enabled.

Initializing thread group data structures.

Creating threads...

Thread creation completed.

Opening target "c:\SMALL_~1\nps-2010-emails (1).raw"

Image file pass 1/2.

nps-2010-emails (1).raw: 100.0% |***********************|   10.0 MB    00:00 ETA

Allocating work queues...

Work queues allocation complete. Building work queues...

Work queues built.  Workload:

jpg with header "\xff\xd8\xff\xe0\x00\x10" and footer "\xff\xd9" --> 19 files

Carving files from image.

Image file pass 2/2.

nps-2010-emails (1).raw: 100.0% |***********************|   10.0 MB    00:00 ETA

nps-2010-emails (1).raw: 100.0% |***********************|   10.0 MB    00:00 ETA

Processing of image file complete. Cleaning up...

Done.

Scalpel is done, files carved = 19, elapsed  = 1 secs.

case size header footer

       jpg     y       5000:100000     \xff\xd8\xff\xe0\x00\x10        \xff\xd9

 avi y 50000000 RIFF????AVI

mov y 10000000 ????moov

fws y 4000000 FWS

       mp3 y       8000000 \xFF\xFB??\x44\x00\x00

Maximum 

carve size
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Huffman Coding/XOR
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Letter:             'b' 'c'   'e'  'i'  'o'  'p'

No. of occurrences: 12    3    57   51   33   20

Huffman Coding

 Letter: 'e'  'i'   'o'   'p'   'b'   'c'

 No. 57   51    33    20    12     3

‘e’ 57 ---------------------  57 [1] 108 [1]
‘i’ 51 ---------------------- 51 [0] 
‘o’ 33               33 [0]       ->  68 [0]
‘p’ 20     20 [1]  35 [1]
‘b’ 12 [1] 15 [0]
‘e’ 3  [0]

'e'  11   'i'  10

'o'  00   'p'  011

'b'  0101 'c'  0100

0110011
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Author: Prof Bill Buchanan

String
ASCII 
(Result)

Hex (Result) Hex (Base-64) Hex (Binary)

Input napier 6E6170696572 bmFwaWVy 01101110 01100001 01110000 01101001 01100101 01110010 

Key tttttt 01110100 01110100 01110100 01110100 01110100 01110100 

Encode
d

1A15041D1106 GhUEHREG 00011010 00010101 00000100 00011101 00010001 00000110 
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Lempel-Ziv/RLE
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Lempel-Ziv and RLE

00000 ‘ ‘

00001 The

00002 boy

00003 stood

00004 on

00005 the

00006 burning

00007 deck

00008 .

00009 end

The boy stood on the burning 
deck. The end.

00001 00000 00003 00000 00004 00000 00005 
00000 00006 00000 00007 00008 00000 00001 
00000 00009 00008

1 1 1 1

1 2 1 1

1 1 1 2

1 1 1 1

00001 00001 00001 00001
00001 00002 00001 00001
00001 00001 00001 00002
00001 00001 00001 00001

000001{4} 00002 00001{5} 00002 00001{4}Run Length Encoding

(RLE)
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Zero-knowledge
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Zero-knowledge

Two billionaire problem: How can 

the billionaires discuss without 

revealing how much they have and 

reveal the one with most money?
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Port Knocking
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Port knocking

Connect port 99?

Connect port 199?

Connection
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Secret Shares
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Secret sharing

[n,k] - Any k from n shares

k – Threshold, n - shares

X marks the spot (2 from 4):

000/EJk2GcZ70S1xLxr/UyWWg==
001jc+Y9wIejQkDhRFjA1R0Yw==
002H1mchq0XK97ZR+b2AX1SpQ==
003btRgqcgQSZNvBkv+/2WwnA==
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Tor Onion Routing

Bob

Alice

Data

Data
Data Data
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IPv4ID –Authoritative 

definition - Monitoring traffic

http://www.mossad.gov.

il

Network Traffic 

Oscilloscope
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MS Windows –
http://www.covertchannels.org

SUN Solaris – http://www.ebay.co.uk OpenBSD – http://www.openbsd.org

Linux 2.4.x
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Real Covert channel based on IPv4ID

Webwall - http://www.dstl.gov.uk Reverse Proxy Server –

http://test.dstl.info

Unknown
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Steganography
 Some methods.

 Discriminators.

 Covert channels.

 Port knocking.

 Onion Routing.

 Dictionary.


