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Coverage:

1. Formats: Hex, Base64 and Big Integers.
2. Symmetric Key: Block Stream and AEAD.
3. Hashing.

4. HMAC and HKDF.

5. Public Key: RSA, ElIGamal and ECC.

6. Digital Signatures: ECDSA and EdDSA.
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Outline:

go get github.com/test
go build

g0 run main.go



Cybersecurity actors

Mallory

Eve listens to the
communication between Mallory direcly attacks
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Communications

Bob trusts Trent
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to me
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Binary Representation — Hex and Base64

Plaintext (Character values)

Hex format Base-64 format
{ A, BLCTD } 5e 20 e6 aa XiDmqg

010000001 01000010 01011110 00100000
01000011 010001000 11100110 10101010

Ciphertext

Byte values

https://asecuritysite.com/golang/go base
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Binary Representation — Hex

S W
®)

W
For hex convertion, take the
Bob bit stream, and split into
groups of four bits

Value Bit value
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

Bit stream

0101 1110 0010 0000 1110 0110 1010 1010

5e20ebaa

Bytes

MTMUOWPOONOUINWNREO

https://asecuritysite.com/golang/go base
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Binary Representation — Base64

For Base-64, we take the bit
stream and convert into
groups of six bits

Bit stream

01100110 01110010 01100101 01100100

011001 100111 001001 100101 011001 00

Baseb64

https://asecuritysite.com/golang/go base

Val EncVal EncVal EncVal Enc

0 A 16 Q
1'8B 1Ff R
2 C 18 S
3D 19T
4 E 20 U
2 21 ¥
6 G 22 W
7 H 23 X
8 I 24°Y
9 J| 2 Z
10 K 26 a
1 L 27 b
12 M 28 ¢
13 N 29 d
14 O 30 e
o a1 &

32
33
34
35
36
37
38
39
40
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42
43
44
45
46
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48
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Binary Representation — Base64

>

Bit stream

01100110 01110010 01100101 01100100

011001 100111 001001 100101 0110

Baseb64

ZnJIZA==

https://asecuritysite.com/golang/go base

For Base-64, we take the bit

groups of six bits

stream and convert into Val EncVal EncVal EncVal Enc
O A 16 Q 32 g 48 w
18 17 R 3 ' h 49 x
2 C 18 S 34 i 980y
B 15T B9 ) 9z
4 E 200 3Bk 52 0
5 F 2t % 3T 1 53 1
/\ = an 4

:= md5.Sum( [] (s))

hash2 := sha256.Sum256([] (s))

Printf("Input:\t\t\t%ss\n", s)

Printf("Input (hex):\t\t%sx\n", [] (s))

LPrintf("Input (hex):\t\t%s\n", hex.EncodeToString([] (s)))

Printf("Input (Base64):\t\t%s\n", base64.StdEncoding.EncodeToString([] (s)))
«Printf("MD5 (Hex):\t\t%x\n", hash)

.Printf|("MD5 (hex):\t\t%s\n", hex.EncodeToptring(hash[:])]

.Printf("MD5 (Base64):\t\t%s\n", base64.StdEncoding.EncodéToString(hash[:]))
Printf("SHA-256 (Hex):\t\t%x\n", hash2)

Printf("SHA-256 (hex):\t\t%s\n", hex.EncodeToString(hash2[:]))

.Printf("SHA-256 (Base64):\t%s\n", base64.StdEncoding.EncodeToString(hash2[:]))
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Binary Representation — Big Integers

Key size No of keys

16 65,536

32, 4,294,967,296

48 281,474,976,710,656

64 18,446,744,073,709,551,616

80 1,208,925,819,614,629,174,706,176

96 79,228,162,514,264,337,593,543,950,336

112 5,192,296,858,534,827,628,530,496,329,220,096

128 340,282,366,920,938,463,463,374,607,431,768,211,456

144 22,300,745,198,530,623,141,535,718,272,648,361,505,980,416

160 1,461,501,637,330,902,918,203,684,832,716,283,019,655,932,542,97 6

176 95,780,971,304,118,053,647,396,689,196,894,323,976,171,195,136,4 75,136

192 6,277,101,735,386,680,763,835,789,423,207,666,416,102,355,444,46 4,034,512,896

208 411,376,139,330,301,510,538,742,295,639,337,626,245,683,966,408, 394,965,837,152,256

224 26,959,946,667,150,639,794,667,015,087,019,630,673,637,144,422,5 40,572,481,103,610,249,216

240 1,766,847,064,778,384,329,583,297,500,742,918,515,827,483,896,87 5,618,958,121,606,201,292,619,776

256 115,792,089,237,316,195,423,570,985,008,687,907,853,269,984,665, 640,564,039,457,584,007,913,129,639,936
272 7,588,550,360,256,754,183,279,148,073,529,370,729,071,901,715,04 7,420,004,889,892,225,542,594,864,082,845,696

https://asecuritysite.com/golang/bigint



https://asecuritysite.com/golang/bigint

Binary Representation — Big Integers

Key size No of keys

16 65,536

32 4,294,967,296

48 281,474,976,710,656

64 18,446,744,073,709,551,616

80 1,208,925,819,614,629,174,706,176

96 79,228,162,514,264,337,593,543,950,336
x1 := toBigInt(vl)

112 5,192,296,858,534,827,628,530,496,329,220,096 o CR TNt (v2)

128 340,282,366,920,938,463,463,374,607,431,768,211,456 prime := toBigInt(pl)

1 22,300 198,530,623,141,535,718,272,648,361,505,980,416 e GG E LT R s )

44 ! 1745, 220 1141,535,718,272,648, 1202 4 fmt.Printf("Value 1 in decimal: %s\n",

160 1,461,501,637,330,902,918,203,684,832,716,283,019,655,932,542,97 6 fmt.Printf("Value 2 in hex: %x\n", v1)
fmt.Printf("Value 2 in decimal: %s\n", v1)

176 95,780,971,304,118,053,647,396,689,196,894,323,976,171,195,136,4 75,136

192 6,277,101,735,386,680,763,835,789,423,207,666,416,102,355,444,46 4,034,512,896 fmt.Printf("v1+v2= %s\n", new( Int).Add(x1,

208 411,376,139,330,301,510,538,742,295,639,337,626,245,683,966,408, 394,965,337,152,2 JRAA S ANt E e SN R EE RE e S
fmt.Printf("v1kv2= %s\n", new( 1t) .Mul(x1,

224 26,959,946,667,150,639,794,667,015,087,019,630,673,637,144,422,5 40,572,481,103,610 fmt_Printf("\n\n:: Now usj_ng a prime number of

240 1,766,847,064,778,384,329,583,297,500,742,918,515,827,483,896,87 5,618,958,121,606,

256 115,792,089,237,316,195,423,570,985,008,687,907,853,269,984,665, 640,564,039,457, 5 SRt TS TS JLINEIPRS SIS TS

272 7,588,550,360,256,754,183,279,148,073,529,370,729,071,901,715,04 7,420,004,889,892, = new( Int).Exp(x1, x2, prime)

https://asecuritysite.com/golang/bigint

x2).String())
x2).String())
x2).String())
28255=19F=—=N&)
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Symmetric Key

>
Plaintext Ciphertext Plaintext

Secret key Secret key



Symmetric Key — Block cipher

Secret key

https://asecuritysite.com/golang/go pad

Plaintext

;

'

Message Block
(eg 128 bits - 16
bytes)

N\ 4

Message Block
(eg 128 bits)

l

Cipher Block (eg
128 bits)

l

Cipher Block (eg
128 bits)

'

Message Block
(eg 128 bits)

i

Cipher Block (eg
128 bits)

Cipher Block (eg 128 bits)

Cipher Block (eg
128 bits)
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Sym metrIC Key Bl n:= [lbyte(msg)

fmt.Printf("Block size:\t%d bytes (%d bits)\n\n", blocksize, blocksizex8)

pkcs7 := pad.NewPKCS7(blocksize)
padl := pkcs7.Pad(m)
fmt.Printf("PKCS7 Pad:\t%x", padl)
. res, _ := pkcs7.Unpad(padl)

¢ fmt.Printf("\n Unpad:\t%s", res)

Message Block
(eg 128 bits - 16
bytes)

Secret key l

Message Block
(eg 128 bits) (eg 128 bits)

l i

Cipher Block (eg Cipher Block (eg Cipher Block (eg Cipher Block (eg

128 bits) 128 bits) 128 bits) 128 bits)

Message Block

Cipher Block (eg 128 bits)

https://asecuritysite.com/golang/go pad
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Symmetric Key — Stream cipher

Plaintext (0010 1100 ...)

Stream ciphers: Faster than block ciphers, and also
near real-time. Examples: RC4, ChaCha20 and AES
GCM

Pseudo infinite keystream
\ v L (1011 0110 ....)

J< Secret key ?

EX-OR gate

Cipherstream (1001 1010 ...)

https://asecuritysite.com/golang/go chacha

]\ﬁ(random seed)
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Symmetric Key - Modes

Mode:

A salt  *AEAD. St
L\ J » Block (CBC). /2N

« CFB (Stream)

Plaintext Plaintext

o r
PBKDF2

Secret key Secret key

Ciphertext, Salt

Password
PBKDF2

AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).

AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR
(Counter), GCM (Galois Counter Mode).

https://asecuritysite.com/golang/go symmetric
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Symmetric Key — Electronic Code Code (ECB)

ECB (Electronic Code Book)

Message Block ]

Message Block } ____________ = Message Block ]

—> 4> 4>

i i i

C; - Cipher Block

C, - Cipher Block Juiniuiiiii g C, - Cipher Block

AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).

AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR
(Counter), GCM (Galois Counter Mode).

https://asecuritysite.com/golang/go symmetric
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Symmetric Key — Cipher Block Chaining (CBC)

Message Block ______________ i

M;

Salt (random seed)
m@ R
-

Secret key
C; - Cipher Block C, - Cipher Block | g C, - Cipher Block

AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).

AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR
(Counter), GCM (Galois Counter Mode).

https://asecuritysite.com/golang/go symmetric

Message Block
Mn

Message Block ]
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Authenticated Encryption with Additional Data (AEAD)

Additional Data j-\ \
Decrypt - >
Ciphertext + salt

Additional Data,
eg Session ID,
TCP Port, etc

Plaintext Stream:

AEAD (Authenticated
Encryption with
Additional Data)

Secret key Secret key

AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).

AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR
(Counter), GCM (Galois Counter Mode).

https://asecuritysite.com/golang/go symmetric
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Symmetric Key GCM (Galois Counter Mode)

Mode:
A Salt  *AEAD. Salt
L\ « Block (CBC) L\
@ * CFB (Stream)

Ciphertext, Salt

Plaintext Plaintext

pwsalt := getSalt(12)
key := pbkdf2.Key([]byte(passwd), pwsalt, 10000, size, sha256.New)

block, _ := aes.NewCipher(key)
Password——-»

PBKDF2

salt []byte
plain []byte
ciphertext []byte

Secret key

plaintext := []byte(msg)

if mode == "gcm" {

salt = getSalt(12)

aesgcm, _ := cipher.NewGCM(block)

ciphertext = aesgcm.Seal(nil, salt, plaintext, nil)
https://asecuritysite.com/golang/go symmetric plain, _ = aesgcm.Open(nil, salt, ciphertext, nil)
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Symmetric Key — Block Cipher (CBC)

Mode:
A Salt  *AEAD. Salt
L\ * Block (CBC).
@ l * CFB (Stream) J

Plaintext Ciphertext, Salt Plaintext

else if mode == "cbc"
Password——» } {
PBKDF2

plain = make([lbyte, (len(plaintext)/16+1)*aes.BlockSize)

Secret key ciphertext = make([]lbyte, (len(plaintext)/16+1)xaes.BlockSize)
salt = getSalt(16)

pkcs7 := pad.NewPKCS7(aes.BlockSize)

padl := pkcs7.Pad(plaintext)

blk := cipher.NewCBCEncrypter(block, salt)
blk.CryptBlocks(ciphertext, padl)

blk = cipher.NewCBCDecrypter(block, salt)
blk.CryptBlocks(plain, ciphertext)

https://asecuritysite.com/golang/go symmet plain, _ = pkcs7.Unpad(plain)
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Symmetric Key — Stream Cipher (CFB)

Mode:
« AEAD.

i Salt
L - Block (CBC).
@ l * CFB (Stream)

Plaintext Ciphertext, Salt

Password——»

PBKDF2

Secret key

https://asecuritysite.com/golang/go symmetric

Salt

|

Plaintext

} else if mode == "cfb" {

salt = getSalt(aes.BlockSize)
plain = make( [] , len(plaintext))

ciphertext = make([] , len(plaintext))

stream := cipher.NewCFBEncrypter(block, salt)
stream.XORKeyStream(ciphertext, plaintext)
stream = cipher.NewCFBDecrypter(block, salt)
stream.XORKeyStream(plain, ciphertext)
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Hashing

Data Hashing

uHellou —= s T (MDS)

| Hashed password

Bob: AF5597C29467A96523A70787C319F4DB
Encrypted hash

Hashed password with salt (hellozj8n)
AF5597C29467A96523A70787C319F4DB Bob: zj8n:51A7C663A3BDCD0O6D6CE21E2BCB2ADSA

https://asecuritysite.com/golang/gohash
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Hashing — MD5 (128-bit)

MD5 Hash
(128-bit hash)

Hex

‘ hello | 5p41402ABC4B2A76B9719D911017C592

‘ Hello R 8B1A9953C4611296A827ABF8C47804D7

04E35EB3E4FCB8B395191053C359CAOE

{ How are you? A

‘ Napier BN gF-33571F9324AE4E23D773753055C7B6

Base64
hello XUFAKrxLKna5cZ2REBfFkg==

Hello ’ iXqZUSRhEpaoJ6vaxHgE1w==

How are you? | BONes+T8uLOVGRBTwW1nKDg==

Napier JANXH5Mkrk4j13N1MFXHtg==

https://asecuritysite.com/golang/gohash
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Hashing — SHA-1 (160-bit)

\ hello

>

‘ Hello

-

{ How are you?

|—

‘ Napier

>

hello

Hello

How are you?

—

Napier

&

e

https://asecuritysite.com/golang/gohash

SHA-1 Hash
(160-bit hash)

Hex
AAF4C61DDCC5E8A2DABEDEOF3B482CD9AEA9434D

F7FFOESB7BB2E09B70935A5D785E0CC5D9DO0ABFO

3031897E282167593FBB4DBE81DC48EBBE9A002D

BF81B135A5687766F4F464764EAC38CASA4EBABA

|\

Base64

BNy TGHdzF6KLavt4PO0gs2a6pQ00=

- 9/+ei3uy4JtwklpdeF4AMxdnQq/A=

MDGJfighZ1k/u02+gdxl676aACO0=

v4GxNaVod2b09GR2Tqgw4yopOuro=


https://asecuritysite.com/golang/gohash

Hashing

MD5 Hash
(128-bit hash)

There are two kinds of cryptography in
this world: cryptography that will stop
your kid sister from reading your files,
and cryptography that will stop major
governments from reading your files.
Cryptography is typically bypassed, not
penetrated. Security is a process, not a
product. Beware of Snake Oil

Cryptography. )

14375C20F07A9DF2EBDE78F063C5AD7C

FDdcIPB6nfLr3njwY8WtfA==

There are two kinds of cryptography in
this world: cryptography that will stop
your kid sister from reading your files,

Cryptography is typically bypassed, not
penetrated. Security is a process, not a
product. Beware of Snake Oil

Cryptography. J

i i L U e 1 74F3AB19D8047DAE398CE620407B60B
governments from reading your files. 1

F086sZ2AR9rimM5iBAe2Cw==

https://asecuritysite.com/golang/gohash
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Hashing

@ ; ——
@
Bob MD5 Hash

(128-bit hash)

C )
There are two kinds of cryptography in
this world: cryptography that will stop
your kid sister from reading your files,
and cryptography that will stop major . mEs A A A sarm A o
governments from reading your files. 14375C20F07A9DF2EF s := "abc"
Cryptography is typically bypassed, not :
penetrated. Security is a process, not a
product. Beware of Snake Oil FDdcIPB6nfLr3r .

hl := md4.New()
Cryptography. )

h2 := md5.Sum([]
There are two kinds of cryptography in h3 := shal.Sum([]
this world: cryptography that will stop
your kid sister from reading your files, h4 := sha256.Sum256 (
and cryptography that will top major — .
governments from reading your files. 174F3A819D8047 DAE := sha512.Sum512|(
Cryptography is typically bypassed, not hé := ripemd160.New
penetrated. Security is a process, not a H .
sl el e it FO86SZ2AR9rmN h7 := sha3.Sum256([]
(Cryptography. ) h8 := sha3.Sum512( []

h9 := blake2b.Sum256([]

h10 := blake2b.Sum512([]

https://asecuritysite.com/golang/gohash
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Hashing and OpenSSL

@ . —
@
Bob MD5 Hash

(128-bit hash)

\

There are two kinds of cryptography in
this world: cryptography that will stop
your kid sister from reading your files,

sisleli lo i Bt 14375C20F07A9DF2EBDE78F063C5AD7C
Cryptography is typically bypassed, not

penetrated. Security is a process, not a z

product. Beware of Snake Oil FDchPBanLr3anY8Wth==
Cryptography. )

There are two kinds of cryptography in

this world: cryptography that will stop
your kid sister from reading your files, Linux command: echo -n "Hello" | openssl dgst -md5

Sy e G e windows command: echo | set /p = "Hello" | openss1 dgst -md5
governments from reading your files.
Cryptography is typically bypassed, not
penetrated. Security is a process, not a Message: Hello
product. Beware of Snake Ol
Cryptography. Mode: md5
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MD5, SHA-1, SHA-2, SHA-3 and XOF

128-bit hash 160-bit hash 256-bit hash 512-bit hash

SHA-2

Collision highly likely Collision possible
Blake2b 256 Blake2b 512

Hashing methods (fixed

|
|
length hash) |
|
|
/

s

XOF (Variable length) SHAKE128 |
v |

SHAKES512
Blake2xs
Blake2xb
eXtendable-Output

Function (XOF)

https://asecuritysite.com/golang/circl xof
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MD5, SHA-1, SHA-2, SHA-3 and XOF

128-bit hash 160-bit hash 256-bit hash 512-bit hash

__vos B |

Collision highly likely Collision possible

Blake2l if meth == "SHAKE128" {
xof.SHAKE128.New()

== "SHAKE256" {

(

|

Hashing methods (fixed i
length hash) | xof.SHAKE256.New( )

|

|

]

T ' == "BLAKE2XB" {
xof.BLAKE2XB.New()

XOF (Variable length) SN SHAKE128 '

xof.BLAKE2XS.New()

A\
Blake2xs _ = X.Write([Ibyte(v))
eXtenldabIe-Output fmt.Printf("Input: %s\n", v)
Function (XOF) fmt.Printf("Method: %s\n", meth)

fmt.Printf("Size: %d bytes\n", length)
xof_out := make([] , length)

_, _ = X.Read(xof_out)
https://asecuritysite.com/golang/circl xof fmt.Printf("\nHash: %x\n", xof_out[:length])
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HMAC (Key Hash Message Authentication Code)

Secret

v key

Compare
Eal HMAC

54686520717569636b2062726f776€20666178206a756d7073206f76657220746865206c617a7920646f67

HMAC-SHA256
Secret

key

https://asecuritysite.com/golang/go hmac
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HMAC (Key Hash Message Authentication Code)

secretKey, _ = hex.DecodeString(key)

"Hello" message :

fmt.Printf("Message: %s\n", m)
fmt.Printf("Key: %x\n", secretKey)

hash := hmac.New(sha256.New, [lbyte(secretKey))

Secret hash.Write|(message))
key

54686520717569636b2062726f776e20666f78206a756d7073206f76657220746865206c617a7920646167
fmt.Printf ("\nHMAC-Sha256: %x'", hash.Sum(nil))

hash = hmac.New(sha512.New, [lbyte(secretKey))

hash.Write(message)

https://asecuritysite.com/golang/go hmac fmt.Printf("\n\nHMAC-sha512: %x", hash.Sum(nil))
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HKDF (HMAC Key Derivation Function)

Secret Secret

HKDF (HMAC key
SHA-256) .

B SHA-256)

https://asecuritysite.com/golang/go hkdf
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HKDF (HMAC Key Derivation Function)

e

Data
e G - D i :
{ "Hello" } ot Lot := hkdf.New(hash, secret, salt, info)

keyl := make([]byte, 16)

= io.ReadFull(kdf, keyl)

Secret Hl;?_'l;(glsl\g/)\c fmt.Printf("Secret: %s\n", s)
—_— -
fmt.Printf("Salt: %x\n", salt)

fmt.Printf("\nHKDF 16 byte key: %x\n", keyl)

key2 := make[|[1byte, 32)]
_» _ = io.ReadFull(kdf, key2)

fmt.Printf("HKDF 32 byte key: %x\n", key2)

https://asecuritysite.com/golang/go hkdf
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Golang and Crypto — Public Key

Key pair

’Mate

key

|
|
|
|
|
|
|
|
y




Golang and Crypto — Public Key

Pick p and g (two large primes)

N=p.q

PHI = (p-1)(9-1)

Pick e (no factors with PHI)
d = InvMod(e,PHI)

Public: (e,N)
Private: (d,N)

C = Me (mod N)
P = Cd9 (mod N)

https://asecuritysite.com/golang/go elgamal

Public Key

Pick random value x, generator
(9) and prime (p)

Y = g*(mod p)

Public key: (Y,p)

Private:

(x,p)

Pick random value sk and curve (a,
b, G, p, 0). G is the base point on
curve, p is a prime number, and o is
the order of the curve).

For example: y2=x3 + ax + b (mod p)
Pk = sk.G

Public key: Pk
Private key: sk


https://asecuritysite.com/golang/go_elgamal

Golang and Crypto — RSA

Pick p and g (two large primes) Pick random value sk and curve (a,

rand.Prime(rand.Reader, psize)

N=p.q , :
rand.Prime(rand.Reader, psize)

PHI = (p-1)(9-1)

Pick e (no factors with PHI)

new(big.Int).SetString(Mval, 10)

new(big.Int).Mul(p, q)
d = InvMod(e,PHI)

_ new(big.Int).Exp(M, e, N)
Public: (e,N)

- : Pick ran
Privates i) (EULE Pminusl := new(big.Int).Sub(p, new(big.Int).SetInt64(1))
C = Me (mod N) Qminusl := new(big.Int).Sub(q, new(big.Int).SetInt64(1))
P = Cd (mod N) Y e PHI := new(big.Int).Mul(Pminusl, Qminus1)
Public k := new(big.Int).ModInverse(e, PHI)
Private:

o Plain := new(big.Int).Exp(C, d, N)
https://asecuritysite.com/golang/go elgamal
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Golang and Crypto — ElIGamal

Initially Bob creates his public key by selecting a g value and a prime number (p) and
then selecting a private key (x). He then computes Y which is:

Y =g (mod p)

His public key is (Y, g, p) and he will send this to Alice. Alice then creates a message
(M) and selects a random value k). She then computes a and b:

a=g‘ (mod p)

b =y*M (mod p)

Bob then receives these and decrypts with:
M=% (mod p)

This works because
VM

"

&M
&5

a—bx (mod p) = (mod p) =

https://asecuritysite.com/golang/go elgamal
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Golang and Crypto — ElIGamal

Initially Bob creates his public key by selecting a g value and a prime number (p) and
then selecting a private key (x). He then computes Y which is:

Y =g (mod p)

His public key is (Y, g, p) and he will send this to Alice. Alice then creates a message
(M) and selects a random value k). She then computes a and b:

a =gk (mod p)
b = ykM (mod p) func Encrypt(random io.Reader, pub *PublicKey, msg [lbyte) (a, b *xbig.Int, err error) {
Bob then receives these and decry

M=% (mod p)

k, _ := rand.Int(random, pub.P)

This works because m :=new(big.Int).SetBytes(msg)

M
(ykk)x (mod p) = Int).Exp(pub.G, k, pub.P)
5 .Int).Exp(pub.Y, k, pub.P)
= s.Mul(s, m)
.Mod(b, pub.P)

a—bx (mod p) =

return
https://asecuritysite.com/golang/go elgamaj
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Golang and Crypto — Elliptic Curve

7 l

EllipticCurve = collections.namedtuple('EllipticCurve', 'name p a b g n h')

curve = EllipticCurve(
'secp256kl’,
# Field characteristic.
571" ) P4 i 2 P 7 7 B P L 2 L 7 e
# Curve coefficients.
a=0,
b=7,
# Base point.
5 5 5 g=(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798,
—A e : @x483ada7726a3c4655da4fbfc@el108a8fd17b448a68554199¢c47d08ffb10d4b8),
5 5 # Subgroup order.
—4 —2 0 n=0xffffffffrrfffffffrrrfffffffffffebaaedce6af48a@3bbfd25e8cdd364141,
# Subgroup cofactor.
h=1,




Golang and Crypto — Elliptic Curve

A: 0

B: 7

Prime number: 37
Elliptic curve is:

Finding the first 20 points

(3,16)(4,16)(5,13)(6,1)(8,1)(
012)(12,12)(13,13)(16,12)(17,€
(18,17)(19,13)(22,6)(23,1)(24
17)(30,16)(32,17)(35,6)(37,9)
40,16) (41,16 [Link]

18

16

14}

12|

10 +

Elliptic curve is: y* =2 + 7(mod37)

10 15 20 25 30 35 40

45


https://asecuritysite.com/encryption/ecc_pointsv

Golang and Crypto — Elliptic Curve Types

Curves Signatures Key exchange

Curve 25519 =W_. X25519
secp256kl >m_. ECDH
j A

| vm;W“ pES )
Curve 448 Ed448 Ed25519

https://asecuritysite.com/ecc/ecc types
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Golang and Crypto — Elliptic Curve Types

y2=x3+ax+b (mod p)

I b Sk (private key)
Basic operations:

_4 Base Pint (G) - 2 - 4 e Point add.

 Point double.

https://asecuritysite.com/ecc/ecc types
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Golang and Crypto:
Digital Signatures

Prof Bill Buchanan OBE
https://asecuritysite.com/golang




Golang and Crypto — Digital Signatures

-
Ciphertext Plaintext

| L P
Compare
e hashes
——————— >
Encrypted hash — — —- TV CL R E T
I
Public S P SO —
key
J/

Key pair




Golang and Crypto — ECDSA

Message

Private
key (sk) /'

Key pair

o)

Public
key
(pk)

Signature

-
Signature
J valid?

r=k.G
s=k1(H(M)+r.sk

c=s1 (mod N)
ui=H(M).c (mod N)
uz=r.c (mod N)
P=u1.G+u,.pk

Prove r==P (mod N)

World-leading Collaboration between
Blockpass IDN and Edinburgh Napier University



Golang and Crypto — ECDSA

Message

pubkeyCurve := getCurve(curveType)
m := [Ibyte(msg)
digest := sha256.Sum256(m)

privatekey, _ := ecdsa.GenerateKey(pubkeyCurve, rand.Reader)

pubkey := privatekey.PublicKey

Private o) ]

ey (sK) £ o

(r,SS) r, s, _ := ecdsa.Sign(rand.Reader, privatekey, digest[:])

fmt.Printf("=== Message ===\n")

fmt.Printf("Msg=%s\nHash=%x\n", msg, digest)
. fmt.Printf("\n=== Private key ===\n")
FDlJt)h(: fmt.Printf("Private key=%x\n", privatekey.D)

fmt.Printf("Curve=%s\n", privatekey.Curve.Params().Name)

key r=k.G
P(EE Eiir —- fmt.Printf("\n=== Public key (X,Y) ===\n")

- y p (pk) S_k l(H(M)+r‘Sk fmt.Printf("X=%s Y=%s\n", pubkey.X, pubkey.Y)

fmt.Printf(" Hex: X=%x Y=%x\n", pubkey.X.Bytes(), pubkey.Y.Bytes())
fmt.Printf("\n=== Signature (R,S) ===\n")

fmt.Printf("R=%s S=%s\n", r, s)

fmt.Printf(" Hex: R=%x S=%x\n", r, s)

-

rtn := ecdsa.Verify(&pubkey, digest[:]1, r, s)

if rtn {

https://asecuritysite.com/golang/ecdsa rs2 fut. Printf(*Signature verifies")
} else {

https://asecuritysite.com/golang/ecdsa rs }

fmt.Printf("Signature does not verify")



https://asecuritysite.com/golang/ecdsa_rs
https://asecuritysite.com/golang/ecdsa_rs2

Golang and Crypto — EADSA

With Ed25519, Bob first generates a 256-bit random number for his private key (priv) and then create the public key
with:

pub = H(priv)[: 32] - B

and where B is the base point on the curve, and where H() is a hash function (SHA-512). In this case we take the lower
32 bytes of the SHA-512 hash. Normally we just define this as the y co-ordinate of the point. The public key is thus 32
bytes long (256 bits). To compute the signature, we generate:

r = Hy,;(H(priv)[32:] || M) (mod I)

and where H;,;() is a hash function (SHA-512) and converted to an integer value. In this case we take the upper 32
bytes for the calculation. The value of [ is the order of the curve. Then M is the byte value of the message. With "||" we
append the bytes together. We then convert this to a point on the curve with:

R=r-B

Next, we compute:

h = Hin(R || pub || M) (mod [)

and:

s = Hi(priv))[: 32]

S=@r+h-s) (mod I)

The signature is then (R, S). Bob sends M, R, S and pub to Alice. Alice then computes:
k=HR|| pub || M) (mod I)

Pir=S-B

P, =R+ k- pub

and if Py is equal to P, the signature verifies. This works because:
Pir=S-B=(r+h-s (mod )) - B=r-B+h-s-B=R+h-pub=P,

https://asecuritysite.com/golang/ed25519
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Golang and Crypto — EADSA

With Ed25519, Bob first generates a 256-bit random number for his private key (priv) and then create the public key
with:

pub = H(priv)[: 32] - B
and where B is the base point on the curve, and where H() is a hash function (SHA-512). In this case we take the lower

32 bytes of the SHA-512 hash. Normally we just define this as the y co-ordinate of the point. The public key is thus 32
bytes long (256 bits). To compute the signature, we generate:

r = Hy,;(H(priv)[32:] || M) (mod I)

and where H;,;() is a hash function (SHA-512) and converted to an integer value. In this case we take the upper 32
bytes for the calculation. The value of [ is the order of the curve. Then M is the byte value of the message. With "||" we
append the bytes together. We then convert this to a point on the curve with:

R=r-B
Next, we compute:
h = Hiu(R || pub || M) (mod )

publ, priv, _ := ed25519.GenerateKey((nil))

m := []lbyte(msg)

and: digest := sha256.Sum256(m)

s = Hin(priv))[: 32]

S=@F+h-s) (mod I) sig := ed25519.Sign(priv, digest[:])

The signature is then (R, S). Bob sends M, R, S and pub to Alice. Alice then co .

k= HQR || pub || M) (mod ) fmt.Pr}ntf(“::: Message ===\n") |
fmt.Printf("Msg=%s\nHash=%x\n", msg, digest)

Py=5-B fmt.Printf("\n=== Private key ===\n")

P, =R+ k- pub fmt.Printf("Public key=%x\n\n", publ)

and if P; is equal to P, the signature verifies. This works because: fmt.Printf("Private key=%x\n\n", priv[0:32])

Pi=S-B=(+h-s (mod )) - B=r-B+h-s-B=R+h-pub=P, fmt.Printf(“Signature: (%x,%x)\n\n", sig[0:32], sig[32:64])

https://asecuritysite.com/golang/ed25519 rtn := ed25519.Verify(publ, digest[:], sig)
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Coverage:

1. Formats: Hex, Base64 and Big Integers.
2. Symmetric Key: Block Stream and AEAD.
3. Hashing.

4. HMAC and HKDF.

5. Public Key: RSA, ElIGamal and ECC.

6. Digital Signatures: ECDSA and EdDSA.
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1. Shamir Secret Shares (SSS).

2. Verifiable Secret Shares (VSS).
3. Threshold signatures.

4. Crypto Pairs.

5. Zero Knowledge Proofs.

6. Homomorphic Encryption.



