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Threat Hunters

• Collect and process data. This is a continual process and involves collecting data 
from internal systems - such as from SIEM generated data - and also from external 
sources. 

• Establish a hypothesis. This defines the basic reason for the hunting and will 
match to a business-oriented goal and which is relevant to the company. For 
example, a hypothesis could be that "A known threat actor could pay an insider to 
get access to our company and plant a backdoor Trojan on the network."

• Hunt. This then backs up the hypothesis, and the hunter will go and try to find the 
required information to either corroborate or dismiss the hypothesis.   

• Identify threats. The proving of a hypothesis will then lead to a possible threat 
being identified. An organisation must then understand the scope of this threat, 
and whether it is real or not. 

• Respond. If a real threat is identified, it is important to create the required 
response and to put in place plans to further investigate, or create mitigation 
plans.  
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Open Source 
Intelligence

• Social networks. This includes sources such as Facebook and 
Twitter and where individuals consent for their data to be seen 
either in a public space (such as with Twitter) or for their trusted 
contacts (as with Facebook). 

• Crowd-sourced content. Within crowd-sourced sites, groups of 
people come together to debate topics and/or answer questions. 
Typical crowd-source sites include Reddit and Stack Overflow. In 
fact, Reddit is now one of the top Web sites in the world.

• Wikis. This includes sites which have been shared as Wikis. These 
can include publicly sourced information from sites such as 
Wikipedia, or less publicly-facing Wikis, such as FANDOM. The 
open-source information could contain information around 
company locations, key company employees, and links to sensitive 
company publications. The problem with less publicly available 
Wikis is that they are often created for sharing within a given 
project, but are still publicly scannable. 

• Google Hacks (aka Google Dorking). This involves using extensions 
within the Google search engine, and often target sites and 
document types.
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• Organisational web site. A typical source of intelligence might be from an 
organisation's Web site such as for key staff, organisational structure, 
locations, telephone numbers, and so on. 

• Job sites. Job postings can reveal information around the technologies 
that are used within an organisation, along with other information on the 
structure of the organisation and their locations. For example, a posting 
for an Oracle database designer might thus reveal some information 
around the type of data architecture that the company is using. 

• Business databases. This includes government sites which publish details 
of companies. One example of this in the US is the EDGAR database, and 
which reveals information about publicly trading companies.  

• Photographic sites. One of the largest growth areas within on-line content 
is in the hosting of photographs from users. Instagram, Flickr and 
Pinterest are three key sites which are popular for uploading photographs 
and short videos. Typically the location information within the EXIF data is 
stripped from the content. 
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• Music information, services such as Spotify support the publishing of playlists to 
friends.

• Video. The viewing of video information and likes/dislikes are normally kept 
private, but the posting of comments on videos, such as within YouTube, may 
reveal information into an open environment. 

• Interest sites. Sites of special interest are often good sources of open source 
intelligence, as users typically use a pseudo-ID and which can be linked to their 
core identity. The sites, too, are normally moderated for fake users, and for those 
who are abusing the terms and conditions of the site. LinkedIn is one site which 
requires users to define their proper name and often to provide their job history. 
Those who abuse the terms and conditions of the site are likely to be spotted, and 
removed from the site. 

• Location-based services. For some, the natural extension of sharing information on 
social media is to share location information on sites such as Foursquare. In a 
public space, it is typically associated with either a lifelogging - and where users 
document their life to others from their travels - or for swarm activities, and where 
users aim to swarm together. A swarming activity might relate to a political 
demonstration, and where activists aim to find other activists.
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• Influence. There are a number of sites which aim to measure the impact of things like 
users, brands and organisations. They typically gather federated access for a key social 
media account related to the user, and then measure their impact. A popular site is Kred
and which publishes impact metrics, such as the number of followers that a user has, and 
the number of retweets that they gain. These metrics are then used by other sites, in order 
to publish league tables of key influencers. 

• Blogs. These sites include Tumblr and Medium, and are often sources of opinion pieces.

• Collaboration. These types of sites support collaboration, and they typically constrain the 
open data to a range of trusted users. A typical service is Doodle.

• Dark Web. While not quite open source, as it is not possible to access the  Web 
infrastructure on the Dark Web,  we can use the Tor protocol to  connect to a Web server 
in the Dark Web, and scan for content. While the Tor project is useful for protecting 
privacy, the Dark Web has often  been used for malicious purposes. A Tor browser can be 
used to connect  to the open Web, and where the IP address which is defining in the log of 
the Web accesses will be defined with the IP address of the exit node of the Tor network. A 
full end-to-end encrypted connection can also be implemented onto a .onion site. It should 
be noted  that a .onion site is not an automatic identifier that a site could have criminal 
activities.
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Photo information

• Photographic sites can be used to build up timelines of 
activity, or at least build up a picture of the life of someone. 
In 2012, a hacker known as "w0rmer," broke into a number 
of law enforcement sites. He then posted a photograph on 
Twitter of a woman holding a sign taunting investigators. 
Unfortunately for him, the photograph contained EXIF 
metadata, and which included the GPS data of the location 
where the photograph was taken. Investigators traced it 
down to a house in Wantirna South, Australia. Increasingly, 
though, the GPS coordinates are stripped off online pictures 
by the service provider, but where the  serial number of the 
camera is still defined. A sample of the metadata contained 
within a photograph is:



Photo information

• Exif Image Size: 200x200

• Make: samsung

• Camera Model Name: M-G965F

• Orientation: Horizontal (normal)

• Modify Date: 2019:07:27 10:08:09

• Y Cb Cr Positioning: Centered

• Exposure Time: 1/100

• F Number: 2.40

• Exposure Program: Program AE

• ISO: 125

• Exif Version: 0220

• Date/Time Original: 2019:07:27 10:08:09

• Create Date    2019:07:27 10:08:09

• Aperture Value: 2.39

• Brightness Value: 3.58

• Image Size: $512 \times 288$

• Software: G965FXXU5CSF2

• Shutter Speed Value: 1/100

• Max Aperture Value: 1.5

• Focal Length: 4.3 mm

• Image Unique ID: I12LLKF00SM

• Compression: JPEG (old-style)

• Resolution: 72 pixels/inch

• Thumbnail Length: 13,528
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Social Networks



Twitter (User search)

Search



Twitter (Search keyword)

Search



Reddit
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Google Hacks

“fletype:xls
"site:bobco”
“inurl:passwords" 
"intext:bob". 
"intitle", and "daterange".

Search
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Wayback

Search
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Shodan

Search



Censys



BuiltWith

Search
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