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Intrusion Patterns

Kill	Chain	graphic:	https://en.wikipedia.org/wiki/Kill_chain
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Author: Prof Bill Buchanan

Running Snort

Alert.ids
(in \log)

alert tcp any any -> any any (content:"the"; msg:"The found ....";)

Snort -v -c bill.rules -l /log

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.286762 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x169
192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774 IpLen:20 
DgmLen:347 DF
***AP*** Seq: 0xF842A9D3  Ack: 0x3524EE7B  Win: 0x4321  TcpLen: 20

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.287084 0:3:6D:FF:2A:51 -> 0:60:B3:68:B1:10 type:0x800 len:0x198
192.168.0.20:3554 -> 192.168.0.22:445 TCP TTL:128 TOS:0x0 ID:1086 IpLen:20 
DgmLen:394 DF
***AP*** Seq: 0x3524EE7B  Ack: 0xF842AB06  Win: 0x42E4  TcpLen: 20

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.290026 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x5D
192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:775 IpLen:20 
DgmLen:79 DF
***AP*** Seq: 0xF842AB06  Ack: 0x3524EFDD  Win: 0x41BF  TcpLen: 20

16 January 10:27pm
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Author: Prof Bill Buchanan

Payload detection

Version Header len. Type of service
Total length
Identification

0 D M Fragment Offset
Time-to-live (TTL) Protocol

Header Checksum

Source IP Address

Destination IP Address

TCP Source Port
TCP Destination Port

Sequence Number

Acknowledgement Number

Data Offset Flags/Reserved
Window

Checksum
Urgent Pointer

Src MAC 
address

Dest. MAC 
address Type Length IP 

header
TCP 

header Data

IP header TCP header

Ethernet frame

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.286762 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x169
192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774 IpLen:20 DgmLen:347 DF
***AP*** Seq: 0xF842A9D3  Ack: 0x3524EE7B  Win: 0x4321  TcpLen: 20
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Author: Prof Bill Buchanan

Payload detection

Version Header len. Type of service
Total length
Identification

0 D M Fragment Offset
Time-to-live (TTL) Protocol

Header Checksum

Source IP Address

Destination IP Address

TCP Source Port
TCP Destination Port

Sequence Number

Acknowledgement Number

Data Offset Flags/Reserved
Window

Checksum
Urgent Pointer

Src MAC 
address

Dest. MAC 
address Type Length IP 

header
TCP 

header Data

IP header TCP header

Ethernet frame

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.286762 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x169
192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774 IpLen:20 DgmLen:347 DF
***AP*** Seq: 0xF842A9D3  Ack: 0x3524EE7B  Win: 0x4321  TcpLen: 20

Protocol
1 ICMP
6 TCP
8 EGP
41 IPv6 over IPv4
46 RSVP
50 ESP
51 AH
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Payload detection

Version Header len. Type of service
Total length
Identification

0 D M Fragment Offset
Time-to-live (TTL) Protocol

Header Checksum

Source IP Address

Destination IP Address

TCP Source Port
TCP Destination Port

Sequence Number

Acknowledgement Number

Data Offset Flags/Reserved
Window

Checksum
Urgent Pointer

Src MAC 
address

Dest. MAC 
address Type Length IP 

header
TCP 

header Data

IP header TCP header

Ethernet frame

[**] [1:0:0] The found .... [**]
[Priority: 0] 
01/16-22:27:35.286762 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x169
192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774 IpLen:20 DgmLen:347 DF
***AP*** Seq: 0xF842A9D3  Ack: 0x3524EE7B  Win: 0x4321  TcpLen: 20
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An example
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Rules

PCAP



Port sweep



Ping sweep



Login sweep



Login sweep

PCAP



Login sweep

PCAP
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FTP Detection

Web



FTP Detection

Web



Telnet Detection

Web



File type Detection

Web



Credit Card Detection

Web



ICMP Detection

Web
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Port scanning



In-line/out-of-line



Honeypot



Honeypot
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