Lab (Part A): Malware Analysis

You will be split into groups, and allocated an XP instance with Production -> DLP ->
Group_xx. Malware can be a considerable cause of data loss. This lab is in two parts. The
first part analyses the malware, and the next part looks at the forensic footprint.

1 Details

Aim: To provide a foundation in understanding malware.

A demo of this lab is here: http://youtu.be/t_P71kJn748

2 Analysing Malware

L1.1 We are going to investigate a variant of Worm.Win32.Dorkbot.

Go to virustotal.com and search for a hash of:
82968586a463cf84f6dfc18980f2f69d

What are the key elements of the malware:

L1.2 You will be assigned groups. Run the Windows XP image for your group.

L1.3 Now try and connect from Windows XP to the Internet from a browser, and MAKE
SURE YOU CANNOT CONNECT.

L1.4 Examine your IP address with IPCONFIG ... MAKE SURE YOUR ADDRESS IS
10.0.0.1 AND THAT YOU DO NOT HAVE ANY PUBLIC IP ADDRESSES.

Can you verify that you are not connect to the Internet?

L1.5 Open up a command line console, and using DIR, you should see that you have a file
named DQ.EXE.

L1.6 One of the first things we must do is to capture the hash signature of the malware.

Use openssl to determine the hash signature, such as:
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http://youtu.be/t_P7IkJn748

openssl md5 dg.exe

Outline the MD5 and SHA signature

How many characters does MD5 signature have:

How many characters does SHA signature have:

L1.7 Start Wireshark and examine the basic flow of network traffic. There should be very
little that is interesting in the traffic.

L1.8 Run RegMon, so that you can monitor the changes to the registry.
L1.9 Run ProcMon, so that you can monitor the changes to processes (reset all the filters).

L1.10 Run the DQ.EXE program from the command console.

What can you observe from running the program:

L1.11 Stop RegMon (Ctrl-E).
L1.12 Stop ProcMon (Ctrl-E).

L1.13 Go to the c:\recycler folder. Can you find the malware:

What is the c:\recycler folder normally used for:

How did you find the malware?

Run the attrib *.* command, and determine the attributes on the malware files in
c:\recycler folder:

Which command do you need to delete the files:

Make sure you have deleted them ... check with dir /ah. Are they gone?

L1.14 Go to the registry with REGEDIT.EXE. Now go to:

HKCU\Software\Microsoft\Windows\CurrentVersion\Run
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Where is the malware located within the Registry:

What does the registry entry do on the system:

L1.15 Examine the Wireshark trace.

What can you observe from the trace that the malware has done:

L1.16 Using HexWin, examine the memory of DQ.EXE. Can you determine anything that
you could produce a fingerprint of the malware with:

Possible fingerprint signs:

L1.17 With RegMon, can you find the change of the registry which enabled the malware to
sustain itself on the system:

Outline the update:

L1.18 With RegMon, and determine:

The update to the registry to sustain the malware:

The creation of the malware on the file system:

The process running on the system:
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4 Clean up virtual machine and restore

L1.19 Now clean up the VM:

Did you manage to delete the files in c:\recyler:
Did you manage to delete the registry key:

After you clean up, reboot the VM, and check that malware is not present:

L1.20 Restore the VM to its original state using VM->Restore Snapshot. Lab (Part B):
Forensics
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Part B (Forensic Analysis)

Analysing a computer using forensic software

When a computer is forensically analysed by what is referred to as “dead” forensics the analyst
is examining the contents of the storage devices once the computer has been turned off. Within
this lab we will use, as our example, the Windows XP machine that was infected as part of an
early lab on Host Analysis. In this case the computer has been “seized” and a forensic image
has been taken of the internal hard drive. It is this forensic image that will be examined by the
forensic software.

Log onto the EnCase virtual machine associated with your group number.
Username: napier, Password: psnapier

Start the EnCase application and click yes when/if you are asked about permissions.
Create a new case based on the Windows XP forensic image that has already been taken.

In the main EnCase browser window select “New Case”.

CASE FILE

MNew Case
= Open
At this point you will be presented with the “New Case” dialog. Select a name for your new
case (I have chosen ISACA Malware). The rest of the options can be left with their defaults.
We will not be looking at these here. Once completed your “New Case” dialog should have
the values shown overleaf:

When you click OK you will be asked if you wish to disable the backups. Select Yes.
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Options

Templates Name and location
> #1 Basic Name
o =2 Forensic
U #3 Basic (UK ISACA Malware
I _# =4 Forensic (UK Full case path
2 None C:\Users\napier\Documents\EnCase\Cases\ISACA Malware\ISACA Malware, Case

Base case folder

I C:\Users\napier\Documents\EnCase\Cases l—]

Evidence cache locations

| Use base case folder for primary evidence cache

Case information -

Ul = [L] split Mode » |*F Edit ) New J*  ~

C-\Users\napier\Documents\EnCase\ Cases\ISACA Malware\EvidenceCache

Secondary evidence cache

I Mame _ Value
1 | @) Case Number <Define Value> E]
2._11. Examiner Name <Define Value>
3 ) Description <Define Value> Backup settings

Maximum case backup size (GB)
50 =

Backup location

C:\Users\napier\Documents\EnCase\CaseBackup Q

I oK [ Cancel

Add the forensic image.

SEARCH

<4 Search Search vour case for matching items
EVIDEMNCE
s Add Evidence Add items to the

1
@ Processor Manager

Next select “Add Evidence File”.
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FILE

““¥ Add Local Device

&% Add Network Preview
Z¥ Add Evidence File

54 Add Raw Image

I Acquire Smartphone

&% Add Crossover Preview

Select the file XP Malware Disk.Ex01 which is located within the folder C:\Images

[E] Add Evidence File o)
O_(:) | .. » Computer » Local Disk (C:) » Images - [ +y | | Search Images R [t
Organize v New folder =~ 0 @
X Favorites Name £ Date modified Type Size
Bl Desktop 2% %P Malware Disk.Ex01 03/11/2014 16:55 EnCase Evidence F... 2,098,079 KB |

& Downloads

=. Recent Places

4 Libraries
_~ Documents
JW Music

= Pictures

B Videos
/& Computer
&, Local Disk (C)

ca Local Disk (H:)

“" MNetwork

File name: XP Mahware Disk. 01 ~ [ Al Evidence Files ("£01;"E:01" ~ |

[ open |v] | conce |

Once you select Open you will be presented with the evidence window.
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B EnCase Forensic Training [E=RE=a

W~

~ Raw Search All = [ Process Evidence ~ ., Bookmark ~

55 Table | £3 Timeline

&+ 4] » J Selected0/1 -
Primary Evidence| Extra | Index Actual Target File
blame Fath Paths | Paths | Ex File Date Date Integrity
[ 1| @ XP Malware Disk C:\mages\XP Malware Disk Ex01 True  False c ien\D: ... 03/11/14 16:50:47 03/11/1416:50:48 Verifying
[} Fields | |_| Report ] Console 3 EvidencePaths | ExtraPaths ] Acquisiionlnfo  § ReadErors  § Missing Sectors  § CRCEmors ] Evidence ProcessorLogs |/ Credentials 52, Subjects (*, Sources s Partitions | | Lock
|~ =
Name Value

S HName & XP Mahware Disk
s Primary Patn C:\Images\P Malware Disk.Ex01
/5 Evidence Paths True

Extra Paths False

8b0e31 4163023850961 €01 5018¢

C:\Users\napier\Dacuments\EnCase\Cases\ISACA 5C018C Lot
03/11/14 16:50:47

03/11/14 16:50:43

Verifying
.- Acquisition MDS 7te67chal bfaS33¢l eB40C06dc908361
- Verification MD5
7.09.03
i Ermor Granularity 64
£ Acquisition info False
eabee S —

The evidence we have loaded is listed at the top of the window. The information about the
evidence item is shown in the lower half of the window.

Next click on the evidence item we just loaded so that it scanned by the software.
During the opening process EnCase scans the hard drive and performs some pre-processing.

This includes looking for easily recoverable files that have previously been deleted. This
windows looks like:

[El EnCsse Forensic Training [E=R 8~
Case (SACA Malware) » &3 View + % Took » 45 EnScript » 5 Add Evidence = -
[il Home | /3 Evidence * |

Q © 7 Viewing (Entry) v [ SplitMode + (= Condition ~ 7 Filter v - Tags v ) Review Package v & Raw Search Selected v 3, Bookmark = [#] Go to file | @) Find Related v = Entries v £ Acquire v 23 Process g Device = gi = ~
4 O] ‘g Entries - || =5 Table | €5 Timeline [E Gallery
. :_"% K-chlwarznlsk B 8-l L seeautnzus §
o st Buow - == £ :
O Iy SECYQEm | 1 | @) % Matware Disk | 0
o) bin
o0 ). Documents and Settings
ol ) flasm
clde MSI1895¢.tmp =
o) openss
G0 Phoeni2
ol ). Program Files
cOW RECYCLER
o ) Snert
o0 System Volume Information
o) testing 4
D WiNDOWs
o] ) winhex Mg
[} Fields | | Report []Text [23Hex jjij Decode  &|Doc | Transcript [E Picture ] Console Gie File Extents 3 Pemmissions |2i| HashSets .} Attributes Flock
4~ v
Name Value
5 Name (@l XP Malware Disk I
s Tag
S FileExt
i Logical Size 0
i Category Folder
i Signature Analysis
s File Type
S Protected
i Protection complexity
FE Last Accessed
(i File Created
:EE Last Written

() BACA Malware\XP Mabware Disk -
E@ d., ol @ ‘ ‘ < b3 vl w;n.tf:m -

The contents of the evidence item can be seen on the top left (tree) pane. Whatever is
highlighted in this window is displayed in the top right (list) pane. Finally whatever is
highlighted in the list pane is displayed within the lower (view) pane.
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Get used to the interface by answering the following questions:
How many files are present within the Administrators account My Documents folder?

How many folders are present within the Administrators account My Documents folder?

Next we will look at the dg.exe executable which was the malware file we looked at in the
earlier lab. This is located within the C:\ folder.

4 Oz Entries
4 GLI @) ¥ Malware Disk
jca €

“ | ¥ Table | 45 Timeline [E Gallery
7 i v 3l v ) Selected 0/21893
sExtend —
O] & SRECYCLESIN
bin
Documents and Settings
Administrator

Buoe a los 3
=/ J 11 1) dgmm mm 30342
] 12| bootini ini a1
] 13| daq.db idb 409,756
Application Data 114 ] faiv.exe exe 84784
Cookies 115/ dg.exe exe 30342
Desktop J 16|} da.exe exe 30342
O]y Favorites 17| tciveerr err 1,576
Local Settings ] 18 |[) NTDETECT.COM com 47,564
¥y Dacuments ] 19| SRECYCLEBIN BIN 328
7] 20| () AUTOEXEC.BAT BAT 0
J21|() 1bat bat 126
12213 sBitman 655096

), NetHood
O[] ), Printtood
Recent

SendTo

Why do you think there are two different listings for the dg.exe file?

Next we will take a look at the file that was located within Recycle Bin.

Can you find the file within the recycle bin?

Why do you think there is both a Recycler folder and a $SRECYCLE.BIN folder?

Next we will take a look at the information we previously found within the registry. We
know that original location was: HKCU\Software\Microsoft\Windows\CurrentVVersion\Run

We know (from the lecture) that the Software Key which is located within the Current User
hive is actually stored within the file NTUSER.DAT located within the folder C:\Document
and Settings\Administrator.

e e N
1 1 |[] ntuser.dat.LOG LOG 1,024
| 2 |_] NTUSER.DAT DAT 237,568
J 3 Desktop 43
Fi Favorites 43
Jd s Local Settings 4,096
| 6 My Documents 48
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Select the hex tab in the lower pane. This will show us the hexadecimal representation of the
contents of the file. The beginning of these contents is shown here:

0000000FH €5 €7 66
000004700 74 00 74
0000034 75 00 73 00
10000141 00 00 00 00
(0000188 00 00 00 00
10000235 00 00 00 00
0000282 00 00 00 00
1000032900 00 00 00
0000376 00 00 00 00
000042300 00 00 00
(0000470 00 00 00 00
000051700 00 00 00
(0000564 00 00 00 00
0000611 00 00 00 00
0000688 00 00 00 00
10000706 00 00 00 00
10000752 00 00 00 00
000078900 00 00 00
000084600 00 00 00
(0000893 00 00 00 00
10000940 00 00 00 00
(0000987 00 00 00 00
0001034 00 00 00 00
000108100 00 00 00
0001128 00 00 00 00

55 03 00

00
&5

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 O
00 00 00 00 00 00 00 00 ¢
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 O
00 00 00 00 00 00 00 00

00 95 03 00 00 €8 A0 83
€9 00 6T 00 67 00 73 00
00 72 00 2E 00 64 00 61
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00 00 00

sc
00
00

00
00
00
00
00

44
00 41
74 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

75 F7 CF 01 01 00
00 €4 00 €D 00 69
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00700 00 00
00 00 0090 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

00 00 03 00 00 00 00 00 00 00 OL
00 6E 00 €9 00 73 00 74 00 72 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 90 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00
61

00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

00
00

0 00 00 00 00 00 00 00 00 00

00 00 20 00 00 00 00 AO OC 00 01 00 00
00 74 00 6F 00 72 00 5C 00 6E 00 74 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00
00 00 00 00 4C 32 3A 23 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00

» 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Begge -~ h fust e SRR
t-tin-gs\-Administrator\nt
u-s-e-r-.-d-a-t-: el

We can see from the above (or from the interface) that the first 4 characters are “regf”. This is
the file signature of the registry file type. Internally it has a complicated structure but we can
get EnCase to decode it. This is done by right clicking on the software entry and selecting
Entries->View File Structure.

(7 1 | ) ntuser.dat.LOG

0 2|0
.‘J 3:
Hd 2 |k

.-355
O 6
Fl-

4|

|Dnc _| Trans

=

. 3D R
| 00 BC 00
| 74 00 00
| o0 00 00
| 00 00 0O
| 00 00 D0
| 00 00 00
| 00 00 00

An AN nn

NTU[ .
[5@ Copy
Desk

Fav:fé 34 Bookmark

»
Locd [B] Go to file
M;rl.'ilﬂ_l Eind Related ¢
Entnies
m | :
iﬁfl Acquire L4
T4 Process...
e @ Device L4
44
00
00| &l Open With 2
T TR s s s
00 00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0O
L T B W B T T T B U S T O o W B W N Ty )

| 7 |0 et

Name

Ctrl-C

E‘LJ Copy Files...
Y Copy Folders...

Create Results...

]
o

| Go to Linked File

. View File Structure
Add to hash library...
Hash'\5ig Selected...
Go To Overwriting File

File

LOG
DAT

_I| Hash Sets . Attributes

00 00 00 00 00 00
00 00 00 00 OO 00

AR AR AR AR AR AR

0 20 00 00 00 OO0 S0 03 00 01 OO 0O
3 00 65 00 72 00 BC 00 6E 00 74 00
0 00 00 00 0O OO0 OO 00 00 00 OO0 00
0 00 00 00 OO OO OO0 OO OO0 00 OO OO
0O o0 00 00 OO OO0 OO0 OO0 00 00 OO0 00
0 00 00 Q0 00 QOO0 QO OO0 00 QO 00 00
od 00 o0 00 0O 00 00 OO0 00 OO0 00 00 Q0 00 00
o0 o0 0O 00 0O OO0 00 OO OO OO OO OO0 00 OO0 OO0
AM AR AN AA AR AR AA AR AR AN AR AR AN AR AN

A progress bar will appear at the lower right hand side of the screen. Once that is complete
the software entry within the tree view will turn blue. This indicates that it is now a link to
additional information and can be selected. If you select this now it will show you contents of

the file.
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{3 Home | /2 Evidence x|

9 Viewi - ~ [{= Condition = | Filter ~ ) Tags ~ ) Review Package =  Raw Search Selected v .5 Bookmark = 2] Gotofile | &} Find Related ~ 2. Entries = % Acquire = - Process (@ v &1~ ~
S
o-0Us" NILSERDS = Table | €2 Timeiine [E Gallery
a0 ") $SSPROTO.HIV o
G AppEvents W 3~ 31~ [ Selected 0Bl . =
Ol Console | Name s s B0 i e - B =
O3 Comtrol Panel J 1|k SssPROTOMIV | Hv 12
D(J )4 Environment
O J) Mentities
O] i Keyboard Layout
> D] ), Printers
O[] . Seftware
0] J, UNICODE Program Graups
(i ’
() Fields .| Report ] Text (2% Hex | jii Decode +)Doc | | Transcript [E Picture 7 Console ofs FileExtents ) Permissions |l Hash Sets .y Attributes A lock 3
) Options "3 Codepage ~ A, TextStyle ~ 34 Find 3 | ™ 2] | = CompressedView | [ [ -
oom 24 24 S0 52 4F 54 4F IE 48 49 56 &SWU.HI‘I

Verify that the malware discovered in the earlier lab is present in this version of the
registry:
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