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Coverage: 

1. Formats: Hex, Base64 and Big Integers.
2. Symmetric Key: Block Stream and AEAD.
3. Hashing.
4. HMAC and HKDF.
5. Public Key: RSA, ElGamal and ECC.
6. Digital Signatures: ECDSA and EdDSA.
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Outline: 

go get github.com/test
go build
go run main.go



Cybersecurity actors
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Binary Representation – Hex and Base64
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Binary Representation – Hex
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Binary Representation – Base64
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Binary Representation – Base64
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Binary Representation – Big Integers
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Binary Representation – Big Integers
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Symmetric Key



Symmetric Key – Block cipher

https://asecuritysite.com/golang/go_pad
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Symmetric Key – Block cipher
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Symmetric Key – Stream cipher
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Symmetric Key - Modes

AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).
AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR 
(Counter), GCM (Galois Counter Mode).  

https://asecuritysite.com/golang/go_symmetric

https://asecuritysite.com/golang/go_symmetric


AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).
AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR 
(Counter), GCM (Galois Counter Mode).  

Symmetric Key – Electronic Code Code (ECB)
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AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).
AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR 
(Counter), GCM (Galois Counter Mode).  

Symmetric Key – Cipher Block Chaining (CBC)

https://asecuritysite.com/golang/go_symmetric
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AES Block cipher modes: ECB (No salt), CBC (Cipher Block Chaining).
AES Stream modes: CFB (Cipher Feedback), OFB (Output Feedback), CTR 
(Counter), GCM (Galois Counter Mode).  

Authenticated Encryption with Additional Data (AEAD)
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Symmetric Key – GCM (Galois Counter Mode)
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Symmetric Key – Block Cipher (CBC)
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Symmetric Key – Stream Cipher (CFB)
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Hashing
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Hashing – MD5 (128-bit)
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Hashing – SHA-1 (160-bit)
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Hashing
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Hashing
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Hashing and OpenSSL
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MD5, SHA-1, SHA-2, SHA-3 and XOF

https://asecuritysite.com/golang/circl_xof
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MD5, SHA-1, SHA-2, SHA-3 and XOF
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HMAC (Key Hash Message Authentication Code)

https://asecuritysite.com/golang/go_hmac
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HMAC (Key Hash Message Authentication Code)
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HKDF (HMAC Key Derivation Function)

https://asecuritysite.com/golang/go_hkdf
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HKDF (HMAC Key Derivation Function)
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Golang and Crypto – Public Key



Golang and Crypto – Public Key
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Golang and Crypto – RSA
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Golang and Crypto – ElGamal
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Golang and Crypto – ElGamal

https://asecuritysite.com/golang/go_elgamal

https://asecuritysite.com/golang/go_elgamal


Private key:
0xc9f4f55bdeb5ba0bd337f2dbc952a5439e20ef9a
f6203d25d014e7102d86aaeeL
Public key:
0xc44370819cb3b7b57b2aa7edf550a9a5410c234
d27aff497458bbbfec8b6a327, 
0x52a1a3e222cd89cbd2764b69bd9b0ea5c4fd6ca
28861e1f2140eeff9c2e76487

G: 
(506626302227734366957871889516853432625
0603453777594175500187360389116729240L, 
3267051002075881697808308513050704318447
1273380659243275938904335757337482424L)

Golang and Crypto – Elliptic Curve



A:  0
B:  7
Prime number: 37
Elliptic curve is: y2=x3+ 7
Finding the first 20 points

( 3 , 16 ) ( 4 , 16 ) ( 5 , 13 ) ( 6 , 1 ) ( 8 , 1 ) ( 9 
, 12 ) ( 12 , 12 ) ( 13 , 13 ) ( 16 , 12 ) ( 17 , 6 ) 
( 18 , 17 ) ( 19 , 13 ) ( 22 , 6 ) ( 23 , 1 ) ( 24 , 
17 ) ( 30 , 16 ) ( 32 , 17 ) ( 35 , 6 ) ( 37 , 9 ) ( 
40 , 16 ) ( 41 , 16 ) [Link]

Golang and Crypto – Elliptic Curve
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Golang and Crypto – Elliptic Curve Types
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Golang and Crypto – Elliptic Curve Types
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Golang and Crypto – Digital Signatures



Golang and Crypto – ECDSA



Golang and Crypto – ECDSA
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Golang and Crypto – EdDSA

https://asecuritysite.com/golang/ed25519
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Golang and Crypto – EdDSA
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Coverage: 

1. Formats: Hex, Base64 and Big Integers.
2. Symmetric Key: Block Stream and AEAD.
3. Hashing.
4. HMAC and HKDF.
5. Public Key: RSA, ElGamal and ECC.
6. Digital Signatures: ECDSA and EdDSA.
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Coverage: 

1. Shamir Secret Shares (SSS).
2. Verifiable Secret Shares (VSS).
3. Threshold signatures.
4. Crypto Pairs.
5. Zero Knowledge Proofs.
6. Homomorphic Encryption.


