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MIRACL
Multi-precision Integer and Rational 
Arithmetic Cryptographic

• https://github.com/miracl/core
• go get github.com/miracl/core
• $GOPATH/src/github.com/miracl/core/go
• go build test.go -> test.exe



Pair-based cryptography

• G1 and G2 be additive abelian groups.  written additively.
• Let GT be a multiplicatively cyclic group of order n.
• Pairing is e: G1 x G2 -> GT.

Bi-linearity:
• e(P,S+T) = e(P,S)e(P(T)  P ∈ G1, S,T ∈ G2
• e(aP,bQ) = e(bP,aQ) a, b ∈ Zn, P ∈ G1, Q ∈ G2 

• e(aP,bQ) = e(abP,Q) a, b ∈ Zn, P ∈ G1, Q ∈ G2
• e(aP,bQ) = e(P,Q)ab a, b ∈ Zn, P ∈ G1, Q ∈ G2

• e(-P,Q) = e(P,Q)-1 = e(P,-Q) P ∈ G1, Q ∈ G2
• e(P,0) = e(0,Q) = 1 P ∈ G1, Q ∈ G2



Pair-based cryptography 
e(aU,bV) = e(abU,V)



Pair-based cryptography 
e(aU,bV) = e(U,V)ab



Pair-based cryptography 
e(U1+U2,V) = e(U1,V) e(U2,V)



Pair-based cryptography 
e(aU1,bV) = e(bU,aV)



ID-based AKE 
(Authenticated Key Exchange) 
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