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So what?

The major problem with the Bitcoin network, is that the amount of a 
transaction and the sender and receive of the funds are not private, and 
someone who knows someone's address can trace their transactions. 
This is the case because the blockchain needs to check that the sender 
has enough funds to pay the recipient. Thus many cryptocurrencies are 
looking for ways of anonymising the transaction.
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So what?

• The method proposed by Rivest et al uses RSA is not efficient for modern 
systems.
• Thus Greg Maxwell’s defined an elliptic curve methods as a new way of 

creating the ring signature: the Borromean ring signature [paper]. 
• The cryptocurrency Monero adopted the method for anonymising 

transactions.
• Since migrated to a new method: Multi-layered Linkable Spontaneous 

Anonymous Group signature. This method hides the transaction amount 
and the identity of the payer and recipient [paper]. It is now known as 
RingCT (Ring Confidential Transactions), and was rolled-out in January 2017 
and mandatory for all transactions from September 2017.

https://github.com/Blockstream/borromean_paper/blob/master/borromean_draft_0.01_9ade1e49.pdf
https://eprint.iacr.org/2015/1098.pdf
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