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Say Hello To RSA

• Two	primes	p,	q.	
• Calculate	N	(modulus)	as	p	x	q	eg	3	
and	11.	n=33.	

• Calculate	PHI	as	(p-1)x(q-1).	PHI=20	
• Select	e	for	no	common	factor	with	
PHI.	e=3.	

• Encryption	key	[e,n]	or	[3,33].	
• (d	x	e)	mod	PHI	=	1	
• (d	x	3)	mod	20	=	1	
• d=	7	
• Decryption	key	[d,n]	or	[7,33]



Say Hello To RSA

• Encryption	key	[e,n]	or	[3,33].	
• Decryption	key	[d,n]	or	[7,33]	
• Cipher	=	Me	mod	N	
eg	M=5.	
• Cipher	=	53	mod	33		=	26	
• Decipher	=	Cd	mod	N	
• Decipher	=	(26)7	mod	33	=	5



RSA

Square Square Square

Binary	value	of	12	is:	0b1100		
Bit	Result		
2	:	25	(square)		
2	:	125	(multiply)		
3	:	15625	(square)		
4	:	244140625	(square)		
Result:	244140625	

58	x	5	=	59

1 - Square and multiply 
0 - Square

Link

AxAy=Ax+y	

(Ax)y=Axy	

(Ax)2=A2x	

https://asecuritysite.com/encryption/sqm?val1=5&val2=128


RSA

Link

0	(S),	1(SM),	1(SM),	0(S),	1SM	,	0(S),	0(S),	1(SM),	1(SM),	1(SM),	0(S),	1(SM).	We	
have	now	revealed	virtually	all	of	the	bits	in	the	key:

Understanding	Cryptography:	A	textbook	for	students,	Page	197.

https://asecuritysite.com/encryption/sqm?val1=5&val2=128


RSA

LinkSamsung	Galaxy	Centura	SCH-S738C	smart	phone,	an	Alcatel	
Ideal	smart	phone,	and	an	A13-OLinuXino	board	(Figure	3).
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RSA

Link
In	Montgomery	reduction	we	add	multiples	of	N	in	order	to	
simply	the	multiplication.

https://asecuritysite.com/encryption/mont_m
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