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Symmetric Key with Tink Link
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https://asecuritysite.com/encryption/tink01

AeadConfig.register(); Link
try {KeysetHandle keysetHandle =
KeysetHandle.generateNew(AeadKeyTemplates.AES128 GCM);
Aead aead = AeadFactory.getPrimitive(keysetHandle);

String plaintext="napier",; S
String aad="qwerty123"; =0
System.out.printIn("Text:"+plaintext); ,
byte[] ciphertext = aead.encrypt(plaintext.getBytes(), aad.getBytes()); ‘
—_—

System.out.printIn("Cipher:"+ciphertext.toString()); Secret key used to
byte[] decrypted = aead.decrypt(ciphertext, aad.getBytes()); _~) encrypt/decrypt

String s = new String(decrypted);
System.out.printin("Text:"+s);.getBytes()); Plaintext
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AeadConfig.register(); Lin
try {KeysetHandle keysetHandle =

KeysetHal Text: hello123

Aead aea(password: gwerty )
Type: 1

String plalgnc type: 128-bit AES GCMCipher: AQbLoEOino8ofgrvuSSLOKTaYjdPc/

String aac ovwWznuMeYfjP+TO1lfc6cn7DE=Cipher:

System.ou4151624C6F4530696E6F386F666772767553534CAFAB5461596A6450632F6F

byte(] cip! 7677577A6E754D6559666A502B544F31666336636E3744453DDecrypted:

hello123
System.out.printin{"Cipher: +ciphertext.toString()J; _J Secretkey used to
byte[] decrypted = aead.decrypt(ciphertext, aad.getBytes()); _~) encrypt/decrypt
String s = new String(decrypted); V

System.out.printin("Text:"+s);.getBytes()); Plaintext
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AeadConfig.register(); Li
try {KeysetHandle keysetHandle =

KeysetHal Text: hello123
Aead aea(password: qwerty

N

Strin 1
Strin "primaryKeyId": 1525489658,
Syste "key": [{
byte| "keyData": {
"typeUrl": "type.googleapis.com/google.crypto.tink.AesGcmKey",
Syste "keyMaterialType": "SYMMETRIC",
byte| "value": "GhAmZA23Todsp2JPRj7u8130"
Strin },
Syste "outputPrefixType": "TINK",

"keyId": 1525489658,
"status": "ENABLED"

3]
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Signing a Message with Tink
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KeysetHandle keysetHandle = Lin
KeysetHandle.generateNew(MacKeyTemplates. HMAC_SHA256_128BI|
TTAG); ' \
Mac mac = MacFactory.getPrimitive(keysetHandle); m
byte[] tag = mac.computeMac(plaintext.getBytes());
mac.verifyMac(tag,plaintext.getBytes());
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KeysetHandle keysetHandle = Lin
KeysetHandle.generateNew(MacKeyTemplates. HMAC_SHA256_128BI|

TTAG); ,
Mac mac = MacFartarv setPrimitivel(kevsetHandle): m
byte[] tag  Text: hello123

mac.verify
orrareu I MAC: ASJFEIAQEqk9MvGalsJyKcLiN2iw ired

private k(MAC: 41534A464549415145716B394D76476149734A794B634C694E326977 sate key

"

Message
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KeysetHandle keysetHandle = Lin
KeysetHandle.generateNew(MacKeyTemplates. HMAC_SHA256_128BI|

TTAG);
Mac r)nac = MacFactorv setPrimitivelkevsetHandle): m
bvtell tao ‘Text: hello123 ‘
n MAC: {
"primaryKeyId": 574951552,
| "key": [{
"keyData": {
"typeUrl": "type.googleapis.com/google.crypto.tink.HmacKey",
"keyMaterialType": "SYMMETRIC",
"value": "EgQIAxAQG1AU/p@/1SEV+01WE/fvQufi7z+rxQOWocJleRtgHHtgMQg=="
¥s
"outputPrefixType": "TINK",
"keyId": 574951552,
"status": "ENABLED"
3]


https://asecuritysite.com/encryption/tink02

Cryptography with
Google Tink: Digital
SIgning

\ J
Prof Bill Buchanan OBE, The Cyber Academy
http://asecuritysite.com

%| CYB




Signhing With Tink e

Bob’s Public (~o& R Bob’s Public
key key
Allce checks the
{ - ‘ | S . S ol ™ _ 17 _
"primaryKeyId": 835639698,
"key": [{
"keyData": {

"typeUrl": "type.googleapis.com/google.crypto.tink.EcdsaPrivateKey",
"keyMaterialType": "ASYMMETRIC_PRIVATE",
"value": "EkwSBggDEAIYAhogafr30IVO5SpchlZv]fQeChyWxhNIVSjpmztk]J+wYRusiIHC14fYPSpuISdC18N90hWQ9jZvky6B
QytnL97HqafbrGiEAxJzrrM7H30N1zTRMdoPwW]/PwkaQ2rCsUK513wGZMZQ="
}’
"outputPrefixType": "TINK",
"keyId": 835639698,
"status": "ENABLED"

3]


https://asecuritysite.com/encryption/tink03

KeysetHandle privateKeysetHandle = Link
KeysetHandle.generateNew(SignatureKeyTemplates.ECDSA_P256); o

PublicKeySign signer = . Bob’s Public
PublicKeySignFactory.getPrimitive(privateKeysetHandle); key
byte[] signature = signer.sign(plaintext.getBytes());

Alice checks the
‘ | P . O T DU o Y DR AN

"primaryKeyId": 835639698,
"key": [{
"keyData": {
"typeUrl": "type.googleapis.com/google.crypto.tink.EcdsaPrivateKey",
"keyMaterialType": "ASYMMETRIC_PRIVATE",
"value": "EkwSBggDEAIYAhogafr30IVO5SpchlZv]fQeChyWxhNIVSjpmztk]J+wYRusiIHC14fYPSpuISdC18N90hWQ9jZvky6B
QytnL97HqafbrGiEAxJzrrM7H30N1zTRMdoPwW]/PwkaQ2rCsUK513wGZMZQ="
}’
"outputPrefixType": "TINK",
"keyId": 835639698,
"status": "ENABLED"

3]


https://asecuritysite.com/encryption/tink03

KeysetHandle privateKeysetHandle = Link
KeysetHandle.generateNew(SignatureKeyTemplates.ECDSA_P256); o

PublicKeySign signer = . Bob’s Public

byte[] signature|Text: hello

PublicKeySignFactory.getPrimitive(privateKeysetHandle); key sﬂﬁ

'Sig (Baseb64):

ATHO2ZIWRAIgd+/V6SOMO8i01AFsrGR8JLenLDWtPKzoWUDRh4tBqC8 "ecks the -
{
"primaryKeyId": 835639698,
"key": [{
"keyData": {

"typeUrl": "type.googleapis.com/google.crypto.tink.EcdsaPrivateKey",
"keyMaterialType": "ASYMMETRIC_PRIVATE",
"value": "EkwSBggDEAIYAhogafr30IVO5SpchlZv]fQeChyWxhNIVSjpmztk]J+wYRusiIHC14fYPSpuISdC18N90hWQ9jZvky6B
QytnL97HqafbrGiEAxJzrrM7H30N1zTRMdoPwW]/PwkaQ2rCsUK513wGZMZQ="
}’
"outputPrefixType": "TINK",
"keyId": 835639698,
"status": "ENABLED"

3]
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