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Audit Compliance



Surrogate identifiers
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Tokenization with currency



Tokenization with data



Tokenization with data



Visa Best Practice for Tokenization



Token Mapping
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Token Mapping
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Pseudonymization

10-digit CHI number, and 
which is the basis of the 
identity of health records).  

Patient’s date of birth 
(DDMMYY), and then two 
random digits and then 
two digits for their gender 
at birth (odd for male, and 
even for female). At the 
end we have a check digit.  

Thus the CHI number of a 
male born on 5 Feb 2016 
can be: 0502160510. This 
number should NEVER be 
revealed on the database, 
but we need something 
that looks like it. In this 
way FPE can replace the 
actual CHI number.



Ledger approach



Feistel structure
The Feistel cipher applies a 
symmetric key infrastructure 
and was named after Horst 
Feistel. His work at IBM led 
to the creation of the Lucifer 
and DES ciphers.
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FFX

h = hmac.new(self.key, key + 
struct.pack('I', i), 
self.digestmod)

c = self.add(radix, a, 
self.round(radix, i, b))
a, b = b, c

c = self.sub(radix, a, 
self.round(radix, i, b))
a, b = b, c

NIST have thus defined a standard known as SP 800–
38G 

Format-preserving, Feistel-based encryption 

For FF1 we have 10 rounds and for FF3 we have eight 
rounds 

Radix - number of characters in the output
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Honey Encryption

Table 1
‘prefix’: [numRandom, cardLength,  probWeight]:

'604646': [0, 16, 1], 
‘519293’: [0, 16, 1], 
‘519290’: [0, 16, 1], 
‘479293’: [0, 16, 1], 
‘435744’: [0, 16, 1], 
‘421323’: [0, 16, 1], 
‘377441’: [0, 15, 1] …

}
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