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Academic

Lab/Tutorial

1 1 Oct 1: Radio Wave Fundamentals
2 8 Oct 2: Wireless Fundamentals Intro to Wireless LANs Lab 1/2: Access Point Tutorial 1
(T)
3 15 Oct | 3: Ad-hoc and Infrastructure IEEE 802.11 and NICs Lab 3: Ad-hoc Networks
Networks
4 22 Oct | 4: Encryption Wireless Radio Technology Lab 4: Infrastructure Networks
5 29 Oct 5: Authentication Wireless Topologies Lab 5: Remote Connections
6 5 Nov 6: Antennas Access Points Lab 6: Encryption/Authen
7 12 Nov | 7: Filtering/8. VLANSs Bridges Lab 7: Filter
8 19 Nov Antennas Lab 8: VLAN
9 26 Nov Security Lab 9: VLAN/802.1Q
10 3 Dec Cisco Academy/Additional Material Applications Lab 10: IP Routing
11 10 Dec | Cisco Academy /Additional Material Site Survey Lab 11: RADIUS
12 17 Dec | Cisco Academy /Additional Material Troubleshooting Lab 12: SNMP
Holidays
13 7 Jan Revision/Cram (Cisco Exam) Emerging Technologies Coursework/Practical (50%)
14 14 Jan | Revision/Cram (Cisco Exam) Cisco Exam (10%)
15 21 Jan
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Wireless connections ... which technology?

Areas covered:

Filtering.
ACLs.
MAC address filtering.

Prof W Buchanan - Centre
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Application
program
makes contact

Presentation

with network Convert data Session
application for into a form
e-mail which can be Contact

transmitted remote system

and request a
transmission

application

program Fred.

To: Fred TranSport
c" From: Bert

Hello. HELO sys.com _

Fred. FOR Fred Negotiate data
To: Fred transfer and
E"‘I’T: Bert split data into
ello.
Fred. segments

Start | Addr |[Seg 1| End

[
-
2 T Start | Addr [Seg 2| End Network —
< 0 Start | Addr [Seg 3| End €g
@ Seg 2
Lw _
_I‘E": Data link Add source Seg 3
w S S and
7 2 Physical Data packet dzztmatlon
Peb! 3 ysica converting into a adaresses
(4w .
i The data frame is form which can Addr |Seg 1
4 b T - be transmitted
= - converted into
T : over the network Addr |Seg 2
- — = binary form and
; o= transmitted over a Addr [Seg 3
a o physical connection




Ethernet
Data frame

ata packets (IP)
Internet

1i\‘

g Data segments (TCP)
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IP and TCP ... The
Greatest of the Protocols!




IP and MAC Addresses

A

@ IP Src:  IP1
== IP Dest: IP8

= MAC Src: MAC1
MAC Dest: MAC2 The IP addresses stay the

MAC1,
e same but the MAC address
MAC?2, IP2 Changes

IP Src: IP1
|P Dest: IP8
MAC Src: MAC3
v MAC Dest: MAC4

MACS3, IP3

MAC4, IP4

MAC7, IP7 MACS, IP§ —,
MACS6, IP6 %

' MACS5, IP5 o : ° q%;;€>
' PSP P Src:  IP1
' IP Dest: IP8 IP Dest: IP8

MAC Src: MACS MAC Src: MAC7

- MAC Dest: MAC6 MAC Dest: MACS8



A

IP and TCP

IP address is used to

7%\ route data around the TCP, Part allows
applications to
N w :

Internet ]
communicate over the

N
N\
> N
Y e ~
(@)

Data Link

+Physical !



IP and MAC Addresses k

[Gateway is the port of the router]

S\
MAC1! \
IP1

@’fy
S

Each network segment

| determines MAC addresses
of gateways by sending

"""" and ARP broadcast.

MACS3, IP3

MAC4, IP4 MAC7,IP7 MACS,IP8 —,
Jncs s MACE, IPS X | %
, < > ((§%>
ARP broadcasts

A =2R

9 %
&




IP header .
Data

P Higher-level protocol/data

Packet
I~ Protocol (8
<t Version |Header length Type of service bits).
— Total length Different
N transport
B |ldentification protocols
0 (D|M Fragment Offset can be used
O 5 on the
i Time-to-Live Protocol datagram.
= Header Checksum The 8-bit
5 protocol field
Source IP Address defines the
N type to be
$ used. E.g. 1
St Destination IP Address — ICMP and
QL 6 — TCP.
I—Eg
2 3/4|5|6|7|8|9|10/11]12|13]14]15|16




Synchronization and acknowledgement

Client Server

(@)
]
Synchronize i—

\

Negotiate connection

A
v

Acknowledgement

Connection
established

Data transfer

A
v
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Windowing

Transmitter B _\_/y_i_r_l_d_(_)_v_v_ _ql_e_fi_r]_e_gl_ as _t_h(_e_e_:__ Receiver
@ =
=2 @)
= ]
[—=|

= I Data [S=1]
- . X[SZZ]; Q

Ack [R=4]

Data [S=4]
X[SZS]»

Ack [R=7]
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TCP operation

Client uses a unigque
local software port for

Client makes a connection with
its own local port and the

the connection L
'Jm DD l destination port of the server

Server listens on a given port.
Every client who wants this
service connects to this

port

Wireless LAN - CO72047
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TCP operation

The binding of the local and
destination port, and the local
and destination addresses

'Jm DD l creates a unigque socket

Sockets allow application
programs to send data to a
socket interface

Wireless LAN - CO72047
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Port =80 (HTTP)
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Example

A

Port = 1001

Port = 1000 J

' Port = 80 (HTTP)

Port = 1000

Port =80 (HTTP) WWWW

If the device communicates with server
the same server, it must create
a new port (in this case, 1001)

Wireless LAN - CO72047
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Example

A

Port = 1001

Src port=1001
Dest port=80
Port = 1000 J @ P

' Port = 80 (HTTP)

Port = 1000

Port =80 (HTTP) WWWW

. . . server
If the device communicates with

the same server, it must create
a new port (in this case, 1001)

Wireless LAN - CO72047
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Example

A

Port = 1001

Src port=80
Dest port=1001
Port = 1000 J @ P

' Port = 80 (HTTP)

Port = 1000

Port =80 (HTTP) WWWW

server

If the device communicates with
the same server, it must create
a new port (in this case, 1001)

Wireless LAN - CO72047

Prof W Buchanan - Centre
for Dist. Computing and Security



TCP header .
P TCP Higher-level protocol/data
Data
Source port Source and
D destination port
Destination port number — which

are 16-bit values
that identify the
local port number
(source number
and destination
Acknowledgement number port number or

destination port).

Seguence number

Data offset Reserved/Flags
Window
Checksum

UrgentPtr

Wireless LAN - CO72047




TCP header

IP TCP Higher-level protocol/data Data
Packet

I Sequence number -

which identifies the current
Source pOI’t sequence number of the

_ _ data segment. This allows
Destination port the receiver to keep track of
the data segments received.
Any segments that are
Sequence number missing can be easily
identified. The sequence
number of the first data byte
in this segment (except
when SYN is present). If
SYN is present the sequence
number is the initial
sequence number (ISN) and
the first data octet is ISN+1.

Acknowledgement number

Data offset Reserved/Flags
Window
Checksum
UrgentPtr

7

Wireless LAN - CO72047




TCP header

P TCP Higher-level protocol/data

Data

V Packet

Source port Acknowledgement

] ] number — when the ACK
Destination port bit is set, it contains the
value of the next sequence
number the sender of the
Seguence number packet is expecting to
receive. This is always set
after the connection is
made.

Acknowledgement number

Data offset Reserved/Flags
Window
Checksum
UrgentPtr

Wireless LAN - CO72047




TCP header

A

P TCP Higher-level protocol/data

—

Data
Packet

Source port Flags — the flag field is
] ] defined as UAPRSF, where U
Destination port is the urgent flag (URG), A

the acknowledgement flag
(ACK), P the push function

Sequence number (PSH), R the reset flag (RST),

S the sequence synchronise
flag (SYN) and F the end-of-
transmission flag (FIN).

Acknowledgement number

Data offset Reserved/Flags
Window

Checksum {ﬁ

UrgentPtr

Wireless LAN - CO72047
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Examples of Data Exchange

Originator Recipient
1. CLOSED LISTEN
el 2. SYN-SENT — <SEQ=999><CTL=SYN> SYN-RECEIVED
b~ gl 3. ESTABLISHED <SEQ=100><ACK=1000><CTL=SYN,ACK> <« SYN-RECEIVED
D 4., ESTABLISHED — <SEQ=1000><ACK=101><CTL=ACK> ESTABLISHED
(9 B 5 ESTABLISHED - <SEQ=1000><ACK=101><CTL=ACK><DATA> ESTABLISHED
N~
O Originator
o Recipient
' 1 CLOSED LISTEN
2 SYN-SENT — <SEQ=999><CTL=SYN>
Z E (duplicate) N <SEQ=900><CTL=SYN>
< 4 SYN-SENT <SEQ=100><ACK=901> <CTL=SYN,ACK>« SYN-RECEIVED
1 5 SYN-SENT — <SEQ=901><CTL=RST> LISTEN
—l . (packet 2 received) -
v 7. SYN-SENT <SEQ=100><ACK=1000><CTL=SYN,ACK>«-SYN-RECEIVED
8. ESTABLISHED — <SEQ=1000><ACK=101><CTL=ACK><DATA> ESTABLISHED
N o=
D52
O
a©
=z
=
0. w=



g
Server

SYN
SYN, ACK
ACK

Client
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‘€ (Untitled) - Ethereal

‘Eile Edit View Go Capture Analyze Statistice Help

HEEx®E Qe*»DFIQRQAEQ B R

| &

EII:Er:J > Expression... Clear Apply

No. - Time Source Destination Protocol | Info
59 9.271160 192.168.1.101 Sqm. msn. com HTTP  cContinuation or non-HTTP traffic
60 9.469300 sgm.msn. com 192.168.1.101 TCP http > 4212 [Aack] segq=1 Ack=433 win=8192 Len=0
61 9.470127 sqgm.msn.com 192.168.1.101 HTTP HTTP/1.1 100 Continue
62 9.493518 sgm.msn. com 192.168.1.101 HTTP HTTP/1.1 200 OK
63 9.493559 192.168.1.101 sgm. msn. com TCP 4212 > hrtp [ACK] Seq=1061 Ack=266 win=17375 Len=0
64 9.493701 sqgm.msn.com 192.168.1.101 TCP http > 4212 [FIN, ACK] Seq=266 Ack=1061 Win=64475 Len=0
65 9.493726 192.168.1.101 Sqm. msr. com TCP 4212 > http [ACK] 5eq=1061 Ack=267 win=17375 Len=0
66 9.494057 192.168.1.101 Sqm. msr. com TCP 4212 > http [FIN, ACK] 5eq=1061 Ack=267 Win=17375 Len=0
67 9.683109 sqm.msn.com 192.168.1.101 TCP http > 4212 [ack] Seq=267 Ack=1062 Win=64475 Len=0
68 9.980194 192.168.1.101 resolver2.svr.pol. DNS standard query PTR 255.1.168.192.1in-addr.arpa
69 10.005697 resolver2.svr.pol. 192.168.1.101 DNS standard query response, No such name
g g £a0 g Al a gue A A napie

. 503727 resolver2.svr. . 192.168.1.101 Standard query respénse A 146.176.1.188
.512705 192.168.1.101 www.napier. ac. 4213 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1260
g g g RBAD AP I LY. i Q) Q

74 14.553506 www.napier.ac.uk 192.168.1.101 TCP http > 4213 [5YN, ACK] 5eq=0 Ack=1 win=16384 Len=0 M55=1352
75 14.553533 192.168.1.101 www.napier.ac.uk TCP 4213 > http [Ack] Seg=1 Ack=1 Win=17640 Len=0
76 14.553687 192.168.1.101 www. napier.ac. uk HTTP GET / HTTP/1.1

| Frame 72 (62 bytes on wire, 62 bytes captured)

+ Ethernet II, Src: 00:15:00:34:02:f0, bst: 00:0c:41:f5:23:d5

Internet Protocol, Src Addr: 192.168.1.101 (192.168.1.101), Dst Addr: www.napier.ac.uk (146.176.1.188)
= Transmission Control pProtocol, src Port: 4213 (4213), Dst port: http (80), seq: 0, Aack: 0, Len: O
Source port: 4213 (4213)

Destination port: http (80)

sequence number: 0 (relative sequence number)

Header length: 28 bytes

Flags: 0x0002 (5YN)

window size: 16384

Checksum: 0x3cOc (correct)

# options: (8 bytes)

SEE

&

(N[00 Oc 41 f5 23 d5 00 15 34 02 f0 08 00 Eoficiicce cCloccoc
0010 00 30 &7 51 40 00 80 06 34 Td <O a8 01 65 92 bo .000@. .. 4... 5
0020 01 bc 10 75 00 50 af c2 0 d9 00 00 00 QO 70 02 S oUEHESS S S
0030 40 00 3c Oc 00 00 02 04 04 ec 01 01 04 02 Cooc

Wireless LAN - CO72047
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SYN, ACK

@ (Untitled) - Ethereal

IEI|E Edit View Go Capture Analyze Statistics Help

D EExWE REsRTLRAQ BD

E\ter:l ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info
59 9.271160 192.168.1.101 sqgm. msn. com HTTP  Continuation or non-HTTP traffic
60 9.469300 sgm.msn.com 192.168.1.101 TCP http > 4212 [ACK] Seg=1 Ack=433 Win=8192 Len=0
61 9.470127 sgm.msn.com 192.168.1.101 HTTP  HTTP/1.1 100 Continue
62 9.493518 sgm.msn.com s vt e HTTP HTTP/1.1 200 OK
63 9.493559 192.168.1.101 Sqm. msn. com TCP 4212 > http [ACK] Seq=1061 Ack=266 Win=17375 Len=0
64 9.493701 sqgm.msn.com 192.168.1.101 TCP http > 4212 [FIN, ACK] Seq=266 Ack=1061 Win=64475 Len=0
65 9.493726 192.168.1.101 sqQm. msn. com TCP 4212 > http [Ack] s5eq=1061 Ack=267 Win=17375 Len=0
66 9.494057 192.168.1.101 Sqm. 5. Com TCP 4212 > http [FIN, ACK] Segq=1061 Ack=267 Win=17375 Len=0
67 9.683109 sqgm.msn.com 192.168.1.101 TCP http > 4212 [ACK] Seq=267 Ack=1062 Win=64475 Len=0
68 9.980194 192.168.1.101 resolver2.svr.pol. DNS standard query PTR 255.1.168.192.in-addr.arpa
69 10.005697 resolver2.svr.pol. 192.168.1.101 DNS standard gquery response, No such name
70 14.477532 192.168.1.101 resolver2.svr.pol. DNS standard guery A www.napier.ac.uk
71 14.503727 resolver2.svr.pol. 192.168.1.101 DNS standard query response A 146.176.1.188
72 14.512705 192.168.1.101 wwwi.napier.ac.uk  TCP 4213 > http [S¥N] Seg=0 Ack=0 win=16384 Len=0 M55=1260
73 14.515118 192.168.1.1 192.168.1.255 SNMP TRAP-V1 SNMPv2-SMI::enterprises.3955.1.1.0
74 T4.553506 www.napier.ac.uk  192.168.1.101 TCP ATIp > 4713 |5YN, ACK] 560=0 ACK=1 Win=16384 Len=0 M55=1352
75 14.553533 192.168.1.101 wvivi.napier.ac.uk  TCP 4213 > http [ACK] Seg=l Ack=1 Win=17640 Len=0
. 2 5 B L+ 8 www.napier.ac.uk  HITP  GET / HITP/1.1

® Frame 74 (62 bytes on wire, 62 bytes captured)

¥ Ethernet II, Src: 00:0c:41:f5:23:d5, Dst: 00:15:00:34:02:f0

# Internet Protocol, Src Addr: www.napier.ac.uk (146.176.1.188), Dst Addr: 192.168.1.101 (192.168.1.101)
= Transmission Control Protocol, Src Port: http (80), Dst Port: 4213 (4213), sSeq: 0, Ack: 1, Len: 0
source port: http (80)

Destination port: 4213 (4213)

Sequence number: 0 (relative sequence number)

Acknowledgement number: 1 (relative ack number)

Header length: 28 bytes

Flags: 0x0012 (SYN, ACK)

window size: 16384

Checksum: 0xa97c (correct)

% options: (8 bytes)

= sEn/ack analwsis]

5

00 15 00 34 02 T0 00 Oc 41 f5 23 d5 08 00 45 00 ...4.... A.#...E

00 30 9c 28 00 00 Ge 06 5a 26 92 b0 01 bc c0 a8  .0.(..n. Z&. .....

0l 65 00 50 10 75 7d f8 14 2a af c2 f0 da 70 12 .e.P.u}. .*....p

40 00 ad 7c 00 00 02 04 05 48 01 01 04 02 @.].... .H..
[File: (Untitled) 241 KB 00:00:25 [Pr413D: 413 M:0

Wireless LAN - CO72047
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(Untitled) - Ethereal

IEiIe Edit Miew Go Capture Analyze Statistics Help

B EExRE R+ DTL RAAQ #DHE X

EIter:J ~ Expression... Clear Apply
No, - Time Source Destination Protocol | Info
59 9.271160 192.168.1.101 Sqm. msr. com HTTP  continuation or non-HTTP traffic
60 9.469300 sqgm.msn. com 192.168.1.101 TCP http > 4212 [Ack] Seg=1 Ack=433 win=8192 Len=0
61 9.470127 sqm.msn.com 192,168.1.101 HTTP  HTTP/1.1 100 Continue
62 9.493518 sqm.msn. com 192168 1. 101 HTTP HTTP/1.1 200 OK
63 9.493559 192.168.1.101 sQm. msn. com TCP 4212 > http [ACK] Seq=1061 Ack=266 Win=17375 Len=0
64 9.493701 sqm.msn. com 192.168.1.101 TCP http > 4212 [FIN, ACK] Seq=266 Ack=1061 Win=64475 Len=0
65 9.493726 192.168.1.101 Sqm. Msr. Com TCP 4212 > http [ACK] Seq=1061 Ack=267 Win=17375 Len=0
66 9.494057 192.168.1.101 Sqgm. msr. Com TCP 4212 > http [FIN, ACK] Seq=1061 Ack=267 Win=17375 Len=0
67 9.683109 sqm.msn.com 192,168,.1.101 TCP http > 4212 [ACK] Seq=267 Ack=1062 Win=64475 Len=0
68 9.980194 192.168.1.101 resolver2.svr.pol. DNS Standard query PTR 255.1.168.192.1in-addr.arpa
69 10.005697 resolver2.svr.pol. 192.168.1.101 DNS. standard guery response, No such name
70 14.477532 192.168.1.101 resolver2.svr.pol. DNS standard query A www.napier.ac.uk
71 14.503727 resolver2.svr.pol. 192.168,1.101 DNS standard query response A 146.176.1.188
72 14.512705 192.168.1.101 www. napier.ac.uk TCP 4213 > http [SYN] Seq=0 Ack=0 win=16384 Len=0 M55=1260
73 14 515118 192 168 1 1 192 168 1. 255 SHME IBAP -] SNMEV?—WT"PI‘!TP!"E!I"'!":P': 3955 1. 1.0

74 14.553506 www.napier.ac.uk 1952.168.1.101 TCP http > 4213 [5¥YN, ACK] Seq=0 Ack=1 Win=16384 Len=0 M55=1352

75 14.553532% 192.168.1.101 Www. napier.ac.uk  TCP 4713 > http |ACK] Seg=l Ack=1 Win=17640 Len=0
76 14,553687 102,168,1.101 www, napier.ac.ulkk  HITP GET Jf HITP/1.1

Frame 75 (54 bytes on wire, 54 bytes captured)
| Ethernet II, Src: 00:15:00:34:02:f0, Dst: 00:0c:41:f5:23:d5
+# Internet Protocol, Src Addr: 192.168.1.101 (192.168.1.101), Dst Addr: www.napier.ac.uk (146.176.1.188)
= Transmission Control Protocol, Src Port: 4213 (4213), Dst Port: http (80), seq: 1, ack: 1, Len: 0O
Source port: 4213 (4213)
Destination port: http (80)
Sequence number: 1 (relative sequence number)
acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
# Flags: 0x0010 (ACK)
wWindow size: 17640
Checksum: OxdOec (correct)
# [sEq/acK analysis]

eless LAN - CO72047

!

[

l

w
s

for Di

0000 00 Oc 41 f5 23 d5 00 15 00 34 02 f0 08 00 45 00 ..A.#... .4....E.
0010 00 28 6f 53 40 00 80 06 35 03 c0 a8 01 65 92 b0 . (05@... 5....€..
0020 01 bc 10 75 00 50 af c2 f0 da 7d f& 14 2b 50 10  ...u.P.. ..}..+P.
0030 44 e8 d0 ec 00 00 Devuw

i

[File: (Untitled) 241 KB 00:00:25 [Fra13D: 413 M: 0

Prof
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Layer filtering

Application

Application

Transport

Internet

CrN7INAT

Wireless LAN
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Firewalls

Screening Firewalls and
Proxies:

Proxy - isolates local network

from untrusted networks Application
(AKA: Application gateway)
-
3
Transport |

i

o _ Internet
Screening firewall: Filters for source

and destination TCP ports

F -~ >
=
|

i

Screen firewall: Filters for source and
destination IP addresses

/”
A

Internet model

Prof W Buchanan - Centre
for Dist. Computing and Security
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Firewalls and Proxies

Screening Firewalls and
Proxies:

Proxy - isolates local network

from untrusted networks

(AKA: Application gateway)
=T

<.

Application

Transport

o Internet
Screening firewall:

Advantages:
- Simple. &

- Low costs

Disadvantages:

- Complexity of rules.

- Cost of managing firewall.
- Lack of user-authentication. Internet model

Wireless LAN - CO72047
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Access

Distribution

Proxies/ Public access servers
s Sl —

DMZ (Demilitarized Zone)

I

Core

\ -
_’/@3
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A

Proxies/ Public access servers

N

&=

__________________ .

DMZ (Demilitarized Zone)

O\ .
‘S Defines security

O rules

Distribution

Access

Wireless LAN-C

Prof W Buchanan - Centre
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A

Proxies/ Public access servers

Core

___________________________________________________________________

DMZ (Demilitarized Zone)

Screening firewall.
Filters packets, based
on source/destination IP

addresses and TCP ports b—on P~ P N

= /
< - g

Distribution

A

______________________________________________ _
/

Access

Wireless LAN - CO72047
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A

Proxies/ Public access servers

Core

MAC filtering. *-.. -' Access

IP filtering. -
000000

NAT.

Wireless LAN - CO72047
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Screening Firewall

For example the firewall may
block FTP traffic going out of
the network.

-~
< ~
”z ~
.
.
.
s

Router with
firewall

—

A port on a router can be setup with ACLs
to filter traffic based on the network address or

the source or destination port number

Wireless LAN - CO72047

Prof W Buchanan - Cer/:
for Dist. Comp-iting a /



Wireless LAN - CO72047
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MAC address.

Source IP address. The address that the data
packet was sent from.

Destination IP address. The address that the data
packet is destined for.

Source TCP port. The port that the data segment
originated from. Typical ports which could be blocked
are FTP (port 21), TELNET (port 23), and WWW
(port 80).

Destination TCP port. The port that the data
segment is destined for.

Protocol type. This filters for UDP or TCP traffic.



MAC address
filtering
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N

access-1ist [<700-799> | <1100-1199>] [deny | permit] [source
ac] [source mask] [dest mac] [dest mask]

For example to disallow the node with the mac address of 0090.4b54.d83a access to
0060.b39f.cael.:

(config)# access-1list 1101 deny 0090.4b54.d83a 0.0.0
0060.b39f.cael 0.0.0

(config)# access-1list 1101 permit 0.0.0 ffff.ffff.ffff 0.0.0
frff.ffff.ffff

(config)# int dO
(config-if)# 12-filter bridge-group-acl
(config-if)# bridge-group input-address-1ist 1101

Wireless LAN - CO72047
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Standard ACLSs
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Standard ACLS

A

Router# access-1ist access-1list-value {permit | deny} source source-mask

Router# access-1list 1 deny 156.1.1.10 0.0.0.0

Router# access-1Tist 1 deny 156.1.1.0 0.0.0.255

Standard ACLs

filter on the
Router# access-1list 1 deny 156.1.1.0 0.0.0.255 source |P
Router# access-1list 1 permit ip any any

address

Router (config)# interface EthernetO
Router (config-if)# ip address 156.1.1.130 255.255.255.0
Router (config-if)# 1ip access-group 1 1in

Wireless LAN - CO72047

Prof W Buchanan - Centre
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Standard ACLS

x< ______________ ! 156.1.1.2 156.1.1.2
EO & 4 DO

il 00000 iy

156.1.1.130

. i

Traffic from any address
rather than 156.1.1.0 can 161.10-11.12 161-10.11.13
pass Match this part

Router# access-1list 1 deny 156t1.1 0 0.6.0.255
Router# access-1ist 1 permit any i

A Ignore this part

Router (config)# interface DO
Router (config-if)# ip address 156.1.1.130 255.255.255.0
Router (config-if)# 1ip access-group 1 1in

Wireless LAN - CO72047

Prof W Buchanan - Centre
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Standard ACLS

156.1.1.2 156.1.1.2

161.10.11.12 161.10.11.13

' interface EO
! ip address 120.11.12.13 255.255.255.0

ip access-group 1 in
!

access-1list 1 deny 156.1.1.0 0.C ©~ °°°
access-1list 1 permit any

Standard ACLs are applied as

near to the destination as possible,
so that they do not affect

any other traffic

omputing z

Tiﬂl[

Wireless LAN - CO72047
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(config)#ip access-1ist standard ?

<1-99> Standard IP access-1ist number

<1300-1999> Standard IP access-1ist number (expanded range)

WORD Access-11st name
where WORD 1is the name of the access-1list is be defined.

(config)#ip access-1list standard Test

(config-std-nacl)#?
Standard Access List configuration commands:

deny Specify packets to reject
exit Exit from access-1ist configuration mode
no Negate a command or set its defaults

permit  Specify packets to forward
and to define a standard access-1list:
s | (config-std-nacl)#deny 156.1.1.0 0.0.0.255
(config-std-nacl)#permit ?
N Hostname or A.B.C.D Address to match

AN - CO72047

:{; any Any source host

?J host A single host address
30

Lmd

-—g.ﬂ

3‘59
ol

A

For example:



(config-std-nacl)#permit ?
Hostname or A.B.C.D Address to match
any Any source host

host A single host address

(config-std-nacl)#permit any ?
Tog Log matches against this entry
<Ccr>

(config-std-nacl)#permit any

It can then be applied with:
(config)#int e0
(config-if)#ip access-group ?

<1-199> IP access 1list (standard or extended)
<1300-2699> 1IP expanded access 1list (standard or extended)

WORD Access-1ist name
(config-if)#ip access-group Test ?

in inbound packets

out outbound packets
(config-if)#ip access-group Test in

Wireless LAN - CO72047
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Extended ACLs
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Extended ACLs

Router# access-1ist access-list-value {permit | deny} {test-conditions

Router(config)#access-1ist 100 deny 1ip host 156.1.1.134 156.70.1.1 0.0.0.0
Router(config)#access-1ist 100 permit ip any any

Router(config)#access-1ist 100 deny 1ip 156.1.1.0 0.0.0.255 156.70.1.0
0.0.0.255
Router(config)#access-1list 100 permit ip any any

Router(config)#access-1ist 100 deny 1ip 156.1.1.0 0.0.0.254 host 156.70.1.1
Router(config)#access-1ist 100 permit ip any any

Router (config)# interface EthernetO
Router (config-if)# ip address 156.1.1.130 255.255.255.192
Router (config-if)# 1ip access-group 100 1in

Wireless LAN - CO72047

Prof W Buchanan - Centre
for Dist. Computing and Security



Extended ACLs

x< ______________ 156.1.1.2 156.1.1.2

o dpo
y O0000 oo
M~ 156.1.1.130
<t
Q S R e R T T — —
N
e~ 161.10.11.12  161.10.11.13
8 from to
'l (config)#access-1list 100 deny 1p|host 156.1.1.2| |70.1.2.0 0.0.0.255
2 (config)#access-1list 100 permit ip any any \
< § Denies traffic from 156.1.1.2 to
Lw the 70.1.2.0 network
o S
o
(config)#access-1ist 100 deny 1ip 156.1.1.0 0.0.0.255 70.1.2.0 0.0.0.255
ab (config)#access-Tist 100 permit ip any any \\\

Denies traffic from any host on
156.1.1.0 to the 70.1.2.0 network

Prof W Buch
for Dist. Co
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Example of an Extended ACL

Traffic blocked
to the barred site

x< ________ 156.1.1.2 156.1.1.2

N~ All other traffic
can flow

161.10.11.12 161.10.11.13

%nterface DO
ip address 156.1.1.130 255.255.255.0
ip access-group 100 1in
!
access-1list 100 deny 1ip 156.1.1.0 0.0.0.255 140.5.6.7 0.0.0.255
access-1list 100 permit ip any any

Extended ACLs are applied as
near to the source as possible,
as they are more targeted

Wireless LAN - CO7204
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Extended ACLs filtering TCP traffic

An extended ACLs can also filter for TCP/UDP traffic, such as; __, OPtonal field

% in brackets

. . . «— 4
Router(config)#access-1list access-1list-value { permit | deny } {tcp | udp
| igrp} source source-mask destination destination-mask {eq | neq | 1t |
gt} port

access-1list 101 deny tcp 156.1.1.0 0.0.0.255 eq any host 156.70.1.1 eq telnet
access-1list 101 permit ip any any

No Telnet
Access to 156.70.1.1

______________ 156.1.1.2

161.10.11.12 161.10.11.13

Wireless LAN - CO72047
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Open and closed firewalls

access-list 101 permit ... 156.1.1.2
access-list 101 deny i1p any any
@ EO-' DO

@ L 3 3
A closed firewall, permits some things, and 7

denies everything else

access-list 101 deny ... 156.1.1.2
access-list 101 permit ip any any
\ 1/ EO- DO

156.1.1.130
An open firewall, denies some things, and

permits everything else

161.10.11.12 161.10.11.13

Prof W Buchanan - Centre
for Dist. Computing and Security
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