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0

Wireless
access point

\I Centralised
- RADIUS or Tacacs+
server
S @ I Authenticator
Authenticator server

Supplicant
(@)
Wireless
Q gccess point
Windows
Domain
Authentication Integrity server

0 Encryption WEP: OAS, SKA WEP: Checksum
3 WEP: 40-bit RC4 WPA: 802.1x, EAP (RADIUS)  WPA: MIC (64-bit)
EJ WPA: 128-bit RC4 WPAZ2: 802.1x, EAP, RSNA WPA2: CBC-MAC
E WPA2: AES
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Wireless

Radio jamming signal
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Wireless

Deprivation of
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\ Continual
download
N
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Denial-of-service Connect?
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Connection Wireless access

requests
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Wireless
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Valid wireless
Access point
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// Problems:

e Connecting to strongest
access point.

¢ Valid sounding SSID.

Spoof Wireless
access point
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SSID: opennet
(broadcasted)

If the SSID is not
broadcast, the
users must know
its name, and
manually connect
to it

Q
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" Interference
— zones

(config)# dotll ssid test
(config-ssid)# max-assoc 10
If organisations use the (config-ssid)# exit
same radio channel (such (config)# int dO
‘as Channel 1) it causes (config-if)# power Tlocal ?
interference for others on <1-50> one of: 1 5 20 30 50
the same channel maximum Set local power to allowed maximum
This problem can be (Coni! g_-! E)z power -I(.?(.:a-l 3g
reduced with shielding, and (config-if) powel." clrEme ¢
by reducing the power <1—$O> One O'F- 15 20 30 50 .
levels of the clients and the maximum Set client power to allowed maximum
e s e (config-if)# power client 10

(config-if)# ssid test
]

Layer 1 Problems — Power output

Wireless




To reduce interference, and

allow mobility, organisations

normally use channels 1, 8
and 13
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Unfortunately, because of spread
spectrum, others channels interfere
with these channels, eg channels 2, 3
and 4 interfere with Channel 1

Wireless

Author: Prof Bill Buchanan
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Wireless

WEP:
Eve listens for several
hours, and can then
crack the encryption
key

TKIP:

Much more difficult to
crack as the session
key is regenerated
after a given time

Wireless
Access point
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Wireless

Wireless  ~.

. ~N
Access point ~ Phd
- Wireless

P Access point

Bob can be tracked
when it is known
which access point he
connects to (cellular)

or from signal \  signal strength
strength/signal delay \ measured
(triangulation) \

Time delay or

Wireless
Access point

Author: Prof Bill Buchanan




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Authorization

. (Defines the
Accounting : services and

| (Defining logs for _ rights for the user/

i usage) ' application)

Layer 2 Issues

>
=
- S
-
O
%
7p
n
7
[
O
—

Author: Prof Bill Buchanan




Wireless

Centralised
RADIUS or Tacacs+
server

Valid MAC
address

/1 Wireless Contains a list of valid
* | access point MAC addresses

-' 40:44:32:F1:E4:02

MAC address
spoof i

# config t
(config)# dotll ssid fred
(config-ssid)# authentication open mac-address maclist

(config-ssid)# exit

(config)# aaa new-model

(config)# aaa authentication login maclist group radius
Author: Prof Bill Buchanan




Gateway: 192.168.0.1/24
()

What is the MAC
address of the
192.168.0.1?7

40:44:32:F1:E4:02

Wireless
access point
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\ ARP Reply IRl Co:54:32:E1:D1:52

Here is the MAC

Eve tells Bob
address for that e
\ IP address . that she has the

MAC address of
N < the gateway

Wireless

(config) # arp 192.168.0.1 4044.32F1.E402 }"-‘

Author: Prof Bill Buchanan
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Wireless

spoof
11.11.22.22.33.33

Real MAC address

' Valid MAC
/ i » j address
I" (@)
* i
\ 40:44:32:F1:E4:02
!
A
/1 Wireless
.~ \access point
____________ - A layer 2 access-list
control list (MAC filters)
40:44:32:F1:E4:02

certain MAC addresses,
but Eve selects a valid

|
|
l‘l
‘\| has been setup to bar
|
MAC address \
|
|
\ one
|
|
\
|

(config) # access-1list 701 deny 1111.2222.3333 ffff.ffff.ffff

(config) # access-1list 701 deny 2222.3333.4444 ffff.ffff.ffff
(config) # access-1list 701 permit 0.0.0 ffff.ffff.ffff
(config) # int dO

(config-if) # 12-filter bridge-group-acl
(config-if) # bridge-group 1 output-address-list 701

Author: Prof Bill Buchanan
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SSID: Staff
(VLAN 1)

VLAN provides logical

I
@ security between the
\ ) wireless networks, so
&) that nodes on one

‘ . . network cannot
(config)# dotll ssid Sstaff directly see nodes on

(config-ssid)# mbssid guest-mode the other VLAN
(config-ssid)# vlan 1 (unless through a
(config-ssid)# exit router)
(config)# dotll ssid Student
(config-ssid)# vlan 2
(config-ssid)# exit
(config)# int dO
(config-if)# mbssid
(config-if)# ssid Sstaff
(confi g—'i )# ssid Student Author: Prof Bill Buchanan

Wireless

Layer 2 Issues — Separating networks



Wireless

- - - \
E. Disassociation
request

A. Probe
request

B. Probe
response

C. Authentication
request

Author: Prof Bill Buchanan




Wireless

Eve detects the
small ARP
packets

(even though theyv/

ARP Request

Eve receives all
the ARP replies,
and if she has
enough of them,
she can crack the
encryption key

I L

// ARP Request
(Playback)
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Wireless

Eve sniffs for
Bluetooth signals in a
public area, and finds

a phone with

Bluetooth can gets
the phone to call a
premium rate number

Call number
0906 xxx

Call
Site
(0906)

Premium m
9

0906 xxXX XXXX

Eve sets up the call
site, and gets money
for every call

Author: Prof Bill Buchanan



http://www.youtube.com/watch?v=cZRdnQ4g4NQ
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File Edit View History Bookmarks Tools
eom

Lomsf
L customize Links [ Fres Hotmail [ | Windows Marketplacs | | Windaws Media | | Windows

Help

http: ffwww. ebay-bills. com|

|| eBay - New & used electronics, cars, ... | eBay - New & used electronics, c... [3

\ ®
& Hello! Sign infout.

All Categaries

[

=

Buy Sell My eBay Community Help

- Advanced Search

Whatever it is, . you

Specialyy Sies

Bill's aBay Expraess
Bill's eBay Maotors

Site MWap

= v Bill's aBay Stares
Study at Napiere | eBay Motors | eBay Express jlasgﬁmmv‘r“"‘é:f;ﬂ‘” [ - Hllllﬂ- 'E-ﬂ H]ﬁlllE“
- __ Duaser” Bill's Half.com
Whatever it is...you can get tond] — = — Bill's luul:l-|'ll'|II1IEII'|5 an Bill's

Specialty Sites

Create Your Space | |it

S5

Rent,com

Can

_— '

=
Bill's eBay Express . "
B ooy Poptes i Nzl Decorating Month StubHub Tickets
Bill's eBay Stores a®e
Bill's eBay Business — ° i
Bill's Half.com . '.* e Register to Bid, Buy and Save. E=IErE p—
Bill's Apartments on Bill's °
Rent.com ¢ g ° Its FREE! i
StubHub Tickets —' z
s ———— Lamps Clocks Wirrors .
i - \E‘l Event Tickets e Bay
Antiques 7 Shows, sports & more H
e § or L s Public access
gnl)yks ~ k . sel V er
00 L
Business & Industrial N / J‘c::::uo;flass pOI nt
Cameras & Photo Wallpaper Sculptures Decorative Pillows
4

Bob

Wireless

\
=
.

Eve setups up the access
point so that it uses the
poisoned DNS

eBay-bill
server

L]
=

Eve changes to DNS
record so that ebay.com
points to ebay-bill.com
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Wireless

Once a connection is made, Eve
can backtrack into the host

|

. |
/ Private |
\ space :
|

|

space

\
&
(5

N —

Eve changes the NAT
table to redirect traffic

S
§ eBay-bill
server

[ ]
=

Eve sends data to the
wrong site
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Wireless

Audit
log

Eve gets an address, and

sets up her machine with

Bob’s address (when he
is off-line)

192.168.0.1

-—_—

Bob connects, and is
allocated a valid IP
address

/

/

/

Log:

10:00:01 “Bob Machine” alice.com
10:01:50 “Bob Machine” alice.com
10:20:44 “Bob Machine” mal.com
10:30:54 “Bob Machine” mal.com

Alice.com

Mal.com

Author: Prof Bill Buchanan




Wireless

VPN Connection to
Corporate Network

—_— -

Public access
point

[
I
I
I
I
I
I
| Encrypted traffic
I

|

Corporate Network

Tunelling mode (over
untrusted connections)
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Wireless
Access
point
Sky Broadband: .
90.192.0.0 - 90.206.255.255 Typical defaults:
90.207.0.0 - 90.207.223.255 192.168.0.x
90.208.0.0 - 90.213.255.255 192.168.1.x

‘ SSID beacon
(Channel 1-13)

Network Address Firewall/Content
O— Translation (NAT) Filtering "
Ethernet

(¢
Or Phone l

Line D

i =

Connection Web Server DHCP Server
(ASDL) (Default: (Default:

192.168.1.1) 192.168.1.x)

Public Log/Auditing Private %

address address
space space

Wireless

Author: Prof Bill Buchanan
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Wireless

Sky Broadband:

Wireless
Access
point

90.192.0.0 - 90.206.255.255 Typical defaults:

90.207.0.0 - 90.207.223.25
90.208.0.0 - 90.213.255.25

O—
Ethernet

Or Phone
Line
Connection
(ASDL)

Public
address
space

[ Firefox = J

% Query the RIPE Database % | || NETGEAR Router WNR1000v2 | +

6 I http:/Swww.db.ripe.net/whoisiform_type=simple&full_query_string= &sea ~|C
—
You are here: Home = Data & Tools = RIPE Database > Whois

Query the RIPE Database

Search for BSKYB-BROADBAND ‘SearcIlJ

-.l - dns server for wireless P | | it ﬂ' T

Reset Form

By pressing the “Sesrch™ button you explicitly express your sgreement with the RIPE Dstsbsse Terms snd

:Adwanced Search Form |
Switch to the RIPE TEST Database

Match case

5

Netgear




Wireless

90.192.1.1
O

Wireless
Access
point

Network Address
Translation (NAT)

Web Server
(Default:
192.168.1.1)

Log/Auditing

Firewall/Content
Filtering

DHCP Server
(Default:
192.168.1.x)

SNMP
Service

@ 9’9‘.2 n an [P adoress automatical

Uze the following [P address:

i) Oftain DNS server address automatically

Usg the following DNS server addresses:

192.168.1.1

Public address space

Private address space

>

IP Address
Subnet mask

Default gateway

DNS Server (Primary)
DNS Server (Secondary)

Author: Prof Bill Buchanan
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Wireless

Wireless
Access
point

Sky Broadband
90.192.0.0 - 90.2
90.207.0.0 - 90.2
90.208.0.0 - 90.2

O_
Ethernet

Or Phone
Line

Connectiol

(ASDL)

> ipconfig /all

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. e e
Autoconfiguration Enabled .
Link-local IPv6é Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPv6 IAID . .
DHCPv6 Client DUID. .

DNS Servers . ..
NetBIOS over Tcpip. .

Public
address
space

Log/Auditing

: Broadcom 802.11n Network Adapter

: F8-1E-DF-E8-EC-BC

i Yes

: Yes

: Te80::44ee:8af7:4a22:be32%10(Preferred)
: 192.168.0.7(Preferred)

: 255.255.255.0

: 27 May 2011 ©6:13:58

: 30 May 2011 ©6:13:58

: 192.168.0.1

: 192.168.0.1

1 234364639

. 90-01-00-01-13-D1-E3-88-F8-1E-DF-E8-EC-BC

: 192.168.0.1
: Enabled

®©

Private
address
space

Author: Prof Bill Buchanan

Netgear




n
.9
n
-
O
S
O
LL
»
9
O
—

Authentication
(Device, ‘
User, Servers,
Connections, etc)

Confidentiality |

(Encryption)

Assurance
(Integrity)

Accounting

\ (Defining Iogs for

usage)

Q
5@

Authorization
(Defines the
services and

rights for the user/
application)

Device Configuration
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Wireless

(= | E) ]

£ Query the RIPE Database I || NETGEAR Router WNR1000v2 i

€ | http://192.168.1.1/index.htm 24 - dns serverforwireless 2 || ¢ | | E3- i-.é

4l defaults:

N E T G E A R Select Language : 158.0.x

router manager Auto - 58.1.%

N150 Wireless Router
Apply

Setup Wizard Wireless Settings
Add WPS Client

SSID beacon
(Channel 1-13)

B [l Enable SSID Broadcast
g MName (SSID): NETGEAR

Region: Europe
Logs Channel: Auto T

LI Hode: | Auto | Mbps
Block Services 01
Schedule Security Options EE
E-mail 9 MNone 04
WPA2-PSK [AES] 05
Router Status WPA-PSK [TKIP] + WPAZ CE

Wireless Network ‘

Attached Devices WPANPAZ Enterprise Cé
Backup Settings 09

i 10
Set Password Apl 11
Router Upgrade ' 12
13

Wireless Settings
Port Forwarding /

| Matgh case

Private
address
space

Author: Prof Bill Buchanan
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Domain Domain

Server Server
(ISP) | Other

{ 9

\ }

Network Address Firewall/Content 192.168.1.1 l

Translation (NAT) Filtering [il |
—

LS

DNS Request

Web Server DHCP Server (UDP Port 53) c: \wmeWS\.
(Default: (Default: System32\drivers\

192.168.1.1) 192.168.1.x) etc\hosts

Log/Auditing

~
_~“DNS Reply: IP
address
(UDP Port 53)

Wireless

Public address space Private address space Author: Prof Bill Buchanan

Netgear (DNS Settings)



Domain

Server . Server
LSy Nt A

(e
“é | U NETGEAR Router WNR1000v2 |T|
I | e

L http://192.168.1.1/index.htm

OpenDNS

A *_(2" 28 - sky dns server el 1 E ;__—\a
- |
N E T G E A R Select Language :

router manager Auto -

N150 Wiralass Router
Apply

Setup Wizard Basic Settings
Add WPS Client

Does your Internet connection require a login?
Yes

9 No

Block Sites

0
©
o]
| -
©
]
S
@
Z

Wireless

Block Services
Schedule
E-mail

Router Status
Attached Devices
Backup Settings
Set Password

Router Upgrade

Wireless Settings

Port Forwarding /
Port Triggering

WAN Setup

¥ Find:

Internet IP Address
Get Dynamically from ISP
@ Use Static IP Address
IP Address
IP Subnet Mask

Gateway IP Address

Domain Name Server (DNS) Address
Get Automatically from ISP
9 Use These DNS Servers

Primary DNS

Secondary DNS

Public auuress SpPace

Author: Prof BiII_Buchanan
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Intermet Protesol Viersion 4 (TCR/IPvE) Properties

Static address

S

Static mapping
55:44:33:22:11 -> 192.168.1.3

)

(4)
Network Address Firewall/Content Ql

Translation (NAT) Filtering
S

Web Server DHCP Server /—\D;namic

(Default: (Default: IP Address address
192.168.1.1) 192.168.1.x) allocation
(IP/Subnet/DNS/
Gateway)
Log/Auditing

Wireless

Private address space

Public address space Author: Prof Bill Buchanan

Netgear (DHCP Settings)



. .
Interet Protocol Version 4 (TCR/P) Properties ]

Gereral | Angenaibs Configuraton

wl automancaly if your network supports

_-#v.".ez#-':ev WO ol ek B B Static add ress
(o] © ot
|| NETGEAR Router WNR1000w2 + G
J | http://192.168.1.1/index.htm - _C' - sky dns server Pl B \‘;3
.
N E T G E A R Select Language :

router manager Auto -
N150 Wireless Router

[ Apply |

Basic Settings LAN Setup
Wireless Settings

Device Hame WNR1000v2
Logs
Block Sites LAN TCP/IP Setup

Block Services IP Address ) A L1

Schedule IP Subnet Mask : I .0
E-mail RIP Direction Both -

RIP Version Disabled -
Router Status

Attached Devices | Use Router as DHCP Server
Backup Settings Starting IP Address

Set Password Ending IP Address 192|168 | |1 ) \ddress
Address Reservation cation

Wireless Settings #| IP Address Device Hame MAC Address SUbnEUDNS/
Port Forwarding / 192.168.1.2 Bill 58'B0:35:F4:74:91
eway)

Port Triggeri 1( ]
“ ngglmg [ Add | [ Edit | [ Delete

LAN Sets
| Apply | | Cancel

Matgch case

Router Upgrade

javascript:leadhelpi’_lan','dhep')

Public address space Private address space Author: Prof Bill Buchanan

Netgear (DHCP Settings)



Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Bob
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Wireless

Wireless

Security
IPSec
standards for
VPNs Wireless
security
. Iliimite_d to IP standards
e Required for

public access
systems

N

Encryption

« WEP - Wireless

Encryption Protocol ~ ° EAPS - Extensible Authentication m

(RC4)

. WPA - Wireless
Protected Access
(RC4)

- IEEE 802.11i (AES)

Authentication

802.1x/EAP:

Protocol
. LEAP - Lightweight EAP
« EAP-TLS - EAP - Transport Layer
Security
EAP-TTLS - Tunnelled TLS
. PEAP - Protected EAP

Bob’s PDA

S

Author: Prof Bill Buchanan




Wireless

Security

A
RC4 Encryption/IV

AES/No IV

64-bit
Encryption
- Static key

- Manual dist

WEP
RC4

OSA, SKA

128-bit
Encryption

- Dynamic key|

WPA

TKIP/RC4

802.1x/
EAP

128, 192 or 256-bit
Encryption
- Dynamic key
802.11i
WPA 2 AES
AES/WPA
Comp. RSNA
802.1x/
EAP
-

WEP — Wireless Equivalent

Protocol

OSA — Open System Auth.
SKA - Shared Key Auth.

WPA —

Wi-Fi

Protected

Access

RSNA - Robust
Security Network
Association

AES - Advanced
Encryption Standard

Author: Prof Bill Buchanan




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

8.0 @,
1

3ltd (2
(Defines the

Accounting « services and
(Defining logs for _ rights for the user/

i usage) ) appl|cat|on)
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Wireless

Bob

‘ This layer is
vulerable
Application |

Transport

Internet Internet

Network

Network

Red layer

identifies

encrypted
content

Application

Transport

Internet

Network

Blue layer
identifieds non-

encrypted

content
Author: Prof Bill Buchanan




Wireless

Bob

Application

Transport

End-to-end tunnel

Application

Transport

Internet

Network

02000

Red layer
identifies

Internet

Network

encrypted
content

Internet

Network

Blue layer
identifieds non-

encrypted

content
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Wireless

P —

Bob

Secure socket
connection

Internet

Network

Red layer
identifies

Internet

Network

encrypted
content

Application

Transport

Internet

Network

Blue layer
identifieds non-

encrypted

content
Author: Prof Bill Buchanan




Application

Transport

Internet

Red layer
identifies

Network

I

Bob

Application layer
security (HTTPS,
FTPS, etc)

Internet

Network

encrypted
content

Wireless

Application

Transport

Internet

Network

Blue layer
identifieds non-

encrypted

content
Author: Prof Bill Buchanan




Wireless

Scope of wireless
encryption

Scope of
encryption at
Layer 3 (VPN)




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Authorization

. (Defines the
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i usage) ' application)
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Wireless

Encryption(WEP): |gapit

f+ Create Keywith FassFhrase

[

|napier[l1
" Create Keys with kManual
{

=

40-bit

Keys
(24 bits

for 1V)

o Keyl

0 Key 2

" Key 3

0 Key 4

napier1

WEP encryption key
reduces eavesdropping

It stops unauthorized
access to a Wireless
Access Point (along
with the SSID, of
course)

104-bit
Keys
(24 bits
for IV)

EncryptiontWEP): |1 2gpit

i+ Create Key with FassFhrase

/j

|napier[l1|

" Create Keys with kManual

~
-

o Kewl: |

0 Key 2 |

" Key 3 | oK |

" Keyd: | Cancel

AULtNOT. T TOT DTN JChanan




Wireless

%! Belkin 802.11g Wireless Card

Status | Configure | Security | Available Metworks | Profiles

) Mo Encryption

%) Enable WEP E ncryption

(%) Create with Pazsphraze
Pazsphrase; | cizco

{3 M anual Entry
Encryption Key [Hex 0-9 &4-F)
) Key
i Key 2
i Kep 3
i key 4

Shatiztics || % *

K.y Length
B4 Bit  w

K.ey Length

‘ Cloze

BELKIN.

H Apply ‘

| = Belkin 802.11g Wireless Card

Statuz | Configure | Securty | Available Networks | Profiles | Statistics || £ *
Metwaork S5I0 0 Signal Encryption . Channel . MAC Address
5 Mapdir a8 Ex WRA 1 00:14:63:04:FD:C
i COB&ir2 VO % Mone 3 00:00:65:72:C1:E
i T E: 3402 72ED:
i Lynksys a4 % Mone B 00:06:25:48:1C: 2
i COB&ir3 B Mone a 00:07-50:05:.BF: £
1 COB&ir a0 Mone 11 00:14:BF:02:73:2
1 COBAI Mm% Mone 11 00:14:BF:02:79:2
< >
Connect
Site Survey Status
Complete
[ |
[ Re-Scan l
BELKIN. | oo || s |

Author: Prof Bill Buchanan
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Wireless

Statuz | Configure | Secunty | Available Metworks | Profiles | Statistics | 4 #
") Mo Encryption
(%) Enable WEP Encryption
(#) Create with Pazsphraze ke Length
FPazsphraze; | cizco 128 Bt »
() Manual Entry
Encryption Key [Hex 0-9 4-F]
K.ey Length
) Key 1;
O key 2
O key 3
ke 4
BELKIN. | cese || e |

= Belkin 802.11g Wireless Card X

Statuz | Configure | Security | Available Nebworks | Profiles | Statistics | £ ¥

Metwork, 55100 Signal | Encryption Channel | MAC Address

L fred 100% WEP 96 7F:5F-1F:400:D
2 Mapdir 8% WPA 1 00:14:69:04:FD:.C
1 COBAIR2 70 Mane 3 00:00:65:72-C1:E
1 Lynksys 0% Mone G 00:06: 25:48:1C: 2
1 COBAIr3 % Mone a 00:07-50:05:BF £
i COBAIr 2% Mone 11 00:14:BF:02:73:2
L COBAir a0 Mone 1 00:14:BF:02:79:2

% ¥

Caonnect

Site Survey Status
Complete

(

[ Re-Scan

l

BELKIN.

Cloze

Author: Prof Bill Buchanan




Plaintext

Wireless

.- bADitkey .
110101 ...
/ \
| \
\ \
\ |
\ \
A \
T \
\ \
) '
Pseudo- / .
infinite | 6’
0101... key generate l
! Secret
a7 key
Initialisation Vector — |V (This is
1000 ... incremented for each data frame,

so that the same data stream will
not be coded in the same way)

Author: Prof Bill Buchanan




Wireless

64-bit key

(40-bit/24-bit IV)
Expand to

pseudo-infinite

_» RC4 | _ftream

01111010100101000101.

X-OR

Data
stream

10100101000101010101.

1101111110000001000.

64-bit key
(40-bit/24-bit V)

o,
—’ RO Data

stream

10100101000101010101.

01111010100101000101.

X-OR

Sender

g 1101111110000001000. . .

Receiver

Author: Prof Bill Buchanan




Wireless

64-bit key
(40-bit/24-bit V)

_, RC4

Expand to
pseudo-infinite
stream

01111010100101000101.

X-OR

Data
stream

10100101000101010101.

1101111110000001000.

11011111 10000001 00000000 00000000
11010101 10101010 01010101 01010111
01010101 10111010 01010101 01110111

64-bit key
(40-bit/24-bit V)

o,
—’ RO Data

stream

7\

X-OR

0001 00000000 0000000 [Eve

070 01010101 01010 e
01010101 01110 -

Author: Prof Bill Buchanan




The IV is a 24-bit value, which is sent as

cleartext.

There can only be 2** vectors (16,777,216)

I-bit key

If we use 1500 byte packets, the time to send | -

Thus, if the device is continually sending the

each packet is 150x8/11e6 = 1.1ms
\\
\

same vector will repeat after:

1.1ms 16,777,216 = 18,302.4 seconds -

\
|

|
\
\
\

| =

l

The attacker then takes the two cipertexts which have been encrypted with the (

\
which is 5 hours '
te l
same key, and performs a statistical analysis on it. /I Secret
; | «————" key
@ Initialisation Vector — |V (This is
% 1000 . incremented for each data frame,
§ so that the same data stream will

not be coded in the same way)

Author: Prof Bill Buchanan




Wireless

Ciphertext1

Ciphertext2

Ciphertext3

IV=16,777,215 Ciphertext1677215

V=0 Ciphertext1a

Ciphertext2a

V=1

—
- — —

Eve listens for a reoccurrence of the
same |V vector, and then X-OR’s
the cipher stream, and does a
frequency analysis on the result
(within five hours it is crackable)

Ciphertext1
X-OR
Ciphertext1a

Ciphertext2

X-OR

Ciphertext2a

Author: Prof Bill Buchanan




IP Header (Src and TCP Header (Src and

Destination Addresses) Destination Ports) MESSAGE Checksum

header to change S~
the destination
address

Mal.com

Eve flip bits inthe IP~ ~~_ | Mal
2

11011111 10000001 00000000 00000000 0 0010001 00000000 00000000
11010101 10101010 01010101 01010111 010101 10111010 01010101 01010 #e”
01010101 10111010 01010101 01110111 M 7071010 N -

Wireless

Author: Prof Bill Buchanan




Wireless

# config t
(config)# int dotllradioO
(config-if)# encryption ?
key Set one encrypntion key
mode encryption mode
vlian vlan
(config-if)# encryption mode ?
ciphers oOptional data ciphers
wep Classic 802.11 privacy algorithm
(config-if)# encryption mode wep optional
(config-if)# encryption key 1 size 40bit 1122334455 transmit-key
(config)# exit
(config)# int dotllradioO
(config-if)# encryption mode wep optional
(config-if)# encryption key 1 size 128bit 12345678901234567890123456
transmit-key
(config)# exit
(config)# int dotllradioO
(config-if)# encryption mode cipher tkip wepl28
(config-if)# encryption key 3 size 128bit 12345678901234567890123456
transmit-key

WEP Configuration




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Authorization
(Defines the

Accounting ! : services and
| (Defining logs for rights for the user/
' usage) ' application)

IEEE 802.111

>
d
—
-
&
(¢}
)
7
/)
Q
Q
I=

Author: Prof Bill Buchanan




Wireless

Centralised

RADIUS or Tacacs+

server

A wireless client cannot gain access to the network,
unless it has been authenticated by the access point
or a RADIUS server, and has encryption keys.

Authentication. This
is of both the client
and the authentication
server (such as a
RADIUS server).

Encryption keys.
These are dynamically
created after
authentication. They
are not common to the
whole network.

Centralized policy
control. A session
time-out generates a
reauthentication and
the generation of new
encryption keys.

IEEE 802.11i

Author: Prof Bill Buchanan




Wireless

TKIP (Temporal Key Integrity Protocol) which are AES (Advanced

enhancements to RC4-based WEP. The IV has Encryption Standard) —

been increased to 48 bits (rather that 24 bits), and enhanced encryption

the Integrity Checker has been improved. It uses a using block encryption

session key. (not based on RC4)
IEEE 802.1x

(Authentication of
both client and
access point) -
EAP

WPA . WPA-2

Author: Prof Bill Buchanan




Digital Digital
Username/ gita Certificate Sim card
password Certificate (server-side) | S
(client-side) | | 0

I
I
| |
\\\ : I/ I/
I
| | P / Layer 3
\ : // II
\ I | |
____'\\_____:______/______I ______
/ |
§ v v v Method
LEAP EAP-TSL PEAP EAP-SIM Other metho% Iayer
802.1x
___________________________ Link
Others
802.3 (?gi:n 802.11 PPP | - layer
g (Ethernet) Ring) (Wireless) (Serial)
2
=
Author: Prof Bill Buchanan




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Bob

& @ﬁ -
t

. .
3ltd (2
(Defines the

Accounting « services and
(Defining logs for _ rights for the user/

i usage) ) appl|cat|on)

Authentication

>
=
- S
-
O
%
7p
n
7
[
O
—

Author: Prof Bill Buchanan




PKI server

\' Remote
User/device <= Authentication:
cannot connect RADIUS or Tacacs+

unless it is server

authenticated @) @3
; &
Authenticator

Wireless
access point

Local
Authentication:
RADIUS

Wireless

Author: Prof Bill Buchanan
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Wireless

User Authentication:
Key size:

Encryption:

Device Authentication:
Open Standard:

User differentiation:

Certificate:

User ID and digital certificate

128 bits

RC4

Client Certificate
Yes

Group

RADIUS server/WLAN client

User/device
cannot connect
unless it is
authenticated

Ao
000000 4

Wireless
access point

EAP Method
Inner EAF kMethod

TLS “

Enable Cizco Client eXtenzions for this netwark,

0 0
P Identity: ||
Cliert Certfficate
Issued To:
lssued By:
Expiration Date:
Friendly Mame:

M Client Idertity | Bl Server Identity

L]

|| concal |

X
X PKI server
-
Advanced Wireless Configuration Utility
Metwark Marme [SSI0; link sy E]
Metwork Authentication: 2021 LY

nan




EAP-TLS (EAP-
Transport Layer
Security): EAP-TLS -> PKI server
Digital Certificate is Authenticates client

sent to Access Point But certificate

to authentication the required for client
client

Certificate [2J&d

General | Detals | Certification Path

Centralised
RADIUS or Tacacs+
server

show: [<al> v

N
-

Field Value ~

RSA (1024 6its)

[Felhetscape cert Type

ative Name
d

ent cation, SML...
[FlBasic constraints Subject Typ: Entity, -
[Fkey usage Digital Sigrature, Non-Repudia...
30 BL 89 02 BL B1 00 cB £9 7b fa o7 68 84 (( ))
38 eb lc cd b 7f Sh 3c ea 99 bb 39 Ea 48
69 0f 63 ce 31 £B 06 D0 dd Ba ab 52 7a 24
86 cb 13 dc af a1 27 bb 66 9c 98 dd 88 Se
£5 19 =d af 8a c3 66 51 De bd d4 =5 b0 df

1 8b 73 04 3¢

Authenticator
server

2
ef £1 D9 39 ec al aa 4b 24 b
7b a4 07 06 as =8 Oa 7= fa 3a 8d 6d

Sa fa 4c 40 oo 8e 60 71 93 Oc 94 62 bd 9F
c5 c3 96 de b8 3a dd 3e 3 a6 ec 47 fc 8F ¥

g \
-' Authenticator

Wireless
access point

Windows
Domain
server

S

4

Strengths: Good security.
Weaknesses: Spoof Access Point

Wireless

Author: Prof Bill Buchanan




Strengths: Good security.
Weaknesses: Spoof Client

EAP-TTLS (EAP-

Tunnel Transport e
Layer Security): = -
Digital Certificate is | S PKI server
sent from access @
point to authentication | F=™ i F
tself ‘ §§ % éé 2‘; 35 5? 4
\ Centralised
- RADIUS or Tacacs+
// server
Authenticator
P / server
Do you accept this N
. \
Certificate (Y/N)? ' Authenticator %2
Wireless %%
access point ENg
9 \
\
\
EAP-TTLS -> Authenticates Windows
access point Domain
A Certificate required for access server
% point, and a tunnel is created to @
E pass username/password &
Author: Prof Bill Buchanan




Wireless

LEAPs is open to

User Authentication: User ID and paSSWOFd - — — — — — — — — attack from a d|Ct|Onary attack
Key size: 128 bits Use strong passwords!!!
Encryption: RC4
Device Authentication: Not Supported
Open Standard: No (Cisco-derived)
User differentiation: Group N
Certificate: None Advanced Wireless Configuration Utility
Network Name (SSID) inksys [ ]
Metwark, Authentication; 802 1
EAP Method | EAP Mathod
. glgl=i (=i glnl
User/device
LEAP W
cannot connect
unless. itis Enable Cizco Clent extenzions for this nebwark.
authenticated (@)
é O M Usemame/Password | [

[]iPromgt for Usemame and Password:

[] Use Windows Usemame and Password

Wireles Domain®.semame:
access p

Passward:

Confirm Password:

Hide characters as | type




Wireless

J asleap home page - Mozilla Firefox

File Edit ‘iew History Gookmarks Tools  Help

— —
C‘V) v lﬁ? /J’} ﬂ http:ffasleap,sourceforge, nety v | (») "eap—ttls Q

W (5] asleap home page [x ]

asleap

L=z in "azleap bhehind the wheel™. Joshus Wright <jwright@hashoryg. com:

Within months, some "helpful®™ person invested their time into generating a cracker tool. Publicizing the threat was
a service to everyone, but I leave it as an exercise for readers to determine what sSatisfaction is obtained by the
authors of tools that turn threat into reality and lay waste to millions of dollars of inwvestments.

"Real 802Z.11 Zecurity®™, William irbaugh and Jon Edney

Laying waste to millions of networks since epochi)

Update: 2004-12-17
HNew wersion of Asleap released that, awong other things, adds support for recovering passwords frowm PPTP transactions.
Lpparently, lots of people use PPTP for securing their wireless networks.

I contacted Microsoft on 12/2/2004 to give them an early copy of Asleap and to give them the opportunity Lo Ccontact cCusStomers
to alert them to the risks of using PFTP. Here is what they said:

... we do not have any plans for proactive comounication at this point beyond the best practice guidance we already

hawve out there.”

Jee the list of new features below. Click here to download.

Jcreenshot:
Lzleap PPTF password recovery

asleap: (what it is)

I'm not one for HTHML [(as you have have already noticed), so I'm going to keep this simple. I wrote asleap while
researching weakhesses in the Cisco proprietary LEAP protocol afrter I discowvered that LEAP uses a modified MS-CHALPwZ
exchange to authenticate users. MI-CHAPvE is wvery had.

The first wversion of asleap simply read in an ASCIT file of dictionary words and associated MD4 hashes of those
wmords and tried to brute-force the LELP challenge and response exchange. It worked fairly well, so I set about
making sowething chat would do it hetcter.

The new wersion of asleap haszs s bunch of interesting features:

* Recovers weak LEALP passwords (duhb) .

* Can read live frow any wireless interface in RFMON mode.
Dane

e 1




Wireless

Certificate

8=

General | Detals | Certfication Path

v

Show: | <All>
Field Value fad
Elsuject w ac.uk, 0
RSA (1024 Bits)

URL=http:funw.dekart. com/.
[cRL ist U

Subject Type=]

Sa fa dc 40

30 81 89 02 81 81 00 c& 19 7h fa c,

38 eb 1c od b0 7f 5b 3c ea 99 bb

69 0f 63 e= 31 £8 06 00 di Ba a6 f2 7a 24
af al 27 bl

0
7b a4 07 06 aa &8 0a 7e fa 3a BA 6d £3 Of
cc B E
c5 c3 96 de b8 3a dd 3s =9 a6 gc 47 fc BE (V)

Certificate
issued to the
user/device

PKI server

Authenticator
checks validity

Certificate of certificate

Passed to
Authenticator

Centralised
RADIUS or Tacacs+
server

Authenticator

server

y

%9
Wireless %%
access point N
2\
\\
Windows
Domain
server
S
Author: Prof Bill Buchanan
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Outer
Authentication

Certificate
General | Details | Certfication Path
show: [ <all> v
Field value -~
[Fsubect w.buchanan @napier.ac. Lk, 0.
“Hpublic key RSA (1024 Bits)
a

Digitsl Signature, Non-Repuda... |%

30 81 89 02 BL 81 00 c8 {9 7b fa c? 68 84 |~
38 eb 1c cd b0 7f Sb 3c ea 99 bb 39 Sa 48
69 0f 63 ee 31 £8 06 00 d4 8a a6 52 7a 24
26 cb 19 4c af al 27 bb 66 9c 98 dd 88 Se
£5 19 =d af Ba =3 66 51 0= bd d4 =5 b0 df
ef £1 b9 39 ec al aa 4b 24 bl Bb 73 04 36
7b a4 07 06 aa 8 Da 7e fa 3a 8d 6d £3 Of
Sa fa d4c 40 cc Be 6c 71 93 Oc 94 62 bd 9f
ot o3 96 de b8 3a dd e e9 af ec 47 fc Bf

Edit Properties... Cop: e

Inner
Authentication

Wireless

Certificate from
network

PKI server

Authenticator
checks validity
of certificate

Centralised
RADIUS or Tacacs+
server

Authenticator
server

Tunnel created for secure
passing of details

Windows
Domain
server

PEAPVO/EAP-MSCHAPvV2
PEAPV1/EAP-GTC
(Generic Token Card). No
support in Windows.

S

Author: Prof Bill Buchanan




Cisco Aironet 1200
192.168.1.240/24 /?’

Wireless 192.168.1.112/24 192.168.1.111/24
node

192.168.1.115/24

(config) # dotll ssid NapierSsSiD

(config-ssid) # authentication network-eap eap_methods
(config-ssid) # exit

(config) # interface DotllRadioO

(config-if) encryption key 1 size 40bit AAAAAAAAAA transmit-key
(config-if) encryption mode ciphers wep40

(config-if) ssid NapiersSSiD

(config-if) channel 1

(config-if) guest-mode

(config-if) station-role root

(config-if) exit

(config) # interface BVIl

(config-if) # ip address 192.168.1.240 255.255.255.0

Wireless




Wireless

Cisco Aironet 1200
192.168.1.240/24 /?’

Wireless 192.168.1.112/24 192.168.1.111/24

node
192.168.1.115/24

ap#show dotll assoc

802.11 Client Stations on DotllRadioO:
SSID [NapierSSID]

MAC Address IP address Device
State

0090.4b54.d83a 192.168.1.115 4500-radio
AssocC

Oothers: (not related to any ssid)

Name

Parent

self EAP-

Author: Prof Bill Buchanan




Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

Authorization
. (Defines the
Accounting : services and

(Defining logs for _ rights for the user/
usage) ' application)

Conclusions

>
=
- S
-
O
%
7p
n
7
[
O
—
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Authentication

(Device, ‘ Confidentiality Assurance
User, Servers, (Encryption) (Integrity)

Connections, etc)

?

Authorization
(Defines the

Accounting services and
| (Defining logs for rights for the user/
' usage) application)

Q
&

>
d
—
-
&
(¢}
)
7
/)
Q
Q
I=
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WY WEP key

If RC4(k,IV) are the same
then:

C]_@ CZ =P1 @ Pz

A 4

Plain text

RC4
RC4(k,IV)
<
P
ICV

Bkl

Statistical attack/dictionary attack

VI

Cipertext (C)

A 4 A 4

IV Cipertext

IV sent in plain-text

INAFIENK UNIVERKDI1I
EDINBURGH



A 4

Cipertext

16 bits . 128 bits 48 bits
Packet IV Temporal key Tx Addr
X . 12:34:56:78:90:12
Sequence v Rt Y
number Key mix
Per Packet Key " Temporal key
, RC4 has a certain lifetime
128 bits
RC4(k,IV)
First 24-bits Cipertext (O)
@ ipertex
P
PPK (24-bits)
Plain text ICV 4

Q)

1
/
1
/

Added for compatibility

NAPIER UNIVERSITY

EDINBURGH




P
<«

Master
key >

shared secret-key
(generated for each session)

A

Temporal key

shared secret-key
(generated for each session)

Used to pass Wireless
encryption keys

Access
« Point

l

Temporal key

4+ --—-—-—-=-=-=--

(sending) (sending)
Temporal key Temporal key
(receiving) (receiving)
J—— Master key must be
) refreshed every 216 packets
16 bits " 128 bits 48 bits
Packet IV | Temporal key Tx Addr
S EDINBURGH



(config-if)# encryption mode ?
ciphers oOptional data ciphers
wep Classic 802.11 privacy algorithm
(config-if)# encryption mode ciphers ?
aes-ccm WPA AES CCMP
ckip Cisco Per packet key hashing
ckip-cmic Cisco Per packet key hashing and MIC (MMH)
cmic Cisco MIC (MMH)
tkip WPA Temporal Key encryption
wepl28 128 bit key
wep40 40 bit key
(config-if)# encryption mode ciphers tkip ?
aes-ccm WPA AES CCMP
wepl28 128 bit key
wep40 40 bit key
<Ccr>
(config-if)# encryption key 1 size
128 12345678901234567890123456 transmit-key

( ) NAPIER UNIVERSITY
S EDINBURGH
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> enable
# config t
(config)# dotll ssid texas

(config-ssid)# wpa-psk ascii napieruniversity
(config-ssid)# exit

(config)# int dO

(config-i1f)# ssid texas

EX
File Edit Mew Favorites Tools Help l';'
@Ea[k - \_) \ﬂ \g h /,_\’ Search \;1:( Favorites e} <]~ "_g ‘5
address |g‘| hittps {152, 168.1, 240 apply.cai V| Go o Links ¥

LiInksYSs®

A Division of Cisco Systems, Inc. Firmware “rsion: 1.01.03
Wireless G ADSL Home Gateway WAG354G

Wireless

Security Mode: Fre-Shared Key

Shared Key: hapieruntsersity

( ) &) ® Internet
S EDINBURGH



> enable
# config t

(config)# dotll ssid texas
(config-ssid)# wpa-psk ascii napieruniversity

(config-ssid)# exit

(config)#
(config-if)# ssid texas

int dO

Q)

=! Belkin 802.11g Wireless Card
Statuz | Configure | Secunty | Available Networks | Profiles | Statistics | 4 #
() N Encryption
@ Enable WHA Encryption
() Enable \WEP Encryption

Encryption Key [Hex 0-9 A-F]

BELKIN.

Security Type: | WPA-PSK % | Enciyption Type: | TKIF hd

Pre-Shared Key

Enter your WP Pazsphraze. The minimum length is 8 characters.

napieruniversity
E4F Selection

EAP

Figure 2: WPA-PSK (client)

NAPIER UNIVERSITY

EDINBURGH




> enable
# config t
(config)# dotll ssid texas

(config-ssid)# wpa-psk ascii napieruniversity

(config-ssid)# exit
(config)# int dO
(config-if)# ssid texas

4=

Configure Wireless Settings - linksys

e Security Settings
= Be
o7 Select the appropriate zecurnity settings for pour wirgless network, vour network
administrator can help with these settings.
Hetwork, Authentication; |WF‘.& - Perzonal [v]
Data Encryption: | TEIP [v]
Pazzword

Wireless Security Pazsword [Encryption Key):
napieruniversity

Figure 2:

Q)

The Security Faszword must be the same value uzed by the Wireless
Arcess Point. [t can be 8-63 characters or 64 hexadecinal values long.

Help? << Back ][ Neat > ] [

| [ cancel




Security

A
802.11i
WPA 2 AES
WPA AIE:S/WPA RSNA
WEP omp-
TKIP/RC4 802.1x/
RC4 AP
802.1x/EAP
OSA, SKA
o
WEP — Wireless Equivalent Protocol WPA — Wi-Fi Protected RSNA - Robust Security
OSA - Open System Auth. Access Network Association
SKA — Shared Key Auth. AES - Advanced
() NAPEER-UNEMERSITY
e EDINBURGH




Security AES/No IV
A

. 128-bit, 192-bitand |
. 256-bit encryption
RC4 EncrleV - Dynamic key
. 64-bit | 128-bit
" Encryption |i Encryption i
. -Static key | 'Ey”am'c 802.11i
- ist.i: Key
. -Manual dlst.i | — AES
WPA A%S/WPA RSNA
WEP ' omp-
TKIP/RC4 802 1/
| JAX
RC4 N N
11 802.1xEAP | {i|  EAP
| OSA, SKA | i 1 :
e ——————————————————————— - . >
WEP — Wireless Equivalent Protocol WPA — Wi-Fi Protected RSNA — Robust Security
OSA - Open System Auth. Access Network Association
SKA — Shared Key Auth. AES - Advanced
() NAPEER-UNEVERSITY
e EDINBURGH




Security AES/No IV

A I'"""""""_ """"""""""""""" |
. Integrity: |
. CBC-MAC i
RC4 Encry/IV L |
' Integrity: | Integrity: i
' CRC i MIC g |
5 : | 802.11i
§ § : IEAI2 AES §
| wea ARSIVEA RSNA
i WEP | ! o omp 5
| il TKIP/RC4 | i} 802 1/ |
i RC4 | i T TEa i
| 802.1xEAP | |  EAP ;
.| OSA,SKA | ! | §
— e ————
WEP — Wireless Equivalent Protocol WPA — Wi-Fi Protected RSNA — Robust Security
OSA - Open System Auth. Access Network Association
SKA — Shared Key Auth. AES — Advanced
( ) NAPTERUNTVERSITY
e~ EDINBURGH




Areas covered:

Authentication methods

Ways?

LEAP, PEAP, EAP, and so on

Methods and weaknesses.

Configurating authentication on an Aironet
A simple example with local Radius




IEEE 802.11 Frame Format

1110111

110101 N




Preamble

PLCP

MAC Data Frame

10101010 ... 10101 1010 0000 1100 1011 1101

((9)




2 Byte; 2 6 6 6 2 6 0-2312
Frame | Duration/ | Add 1 Add 2 Add 3 | Sequence Add 4 Frame EC
control ID (Dest.) (Src) (SSID) control body )
XX XX XXX%( XX X X XX XX |
A A ﬂk A A A A

Subtype I
Management:
0000 — Association Request Order
0001 — Association Response O Not ordered
0100 — Probe request (0x4) WEP
1011 — Authentication (OxB) 0 — No WEP
Control: 1 - WEP
1011 — RTS
1100 - CTS MoreData
1101 - ACK 0 No more data

Frame type ToDS PowerManagement

00 Management Frame (0x0) Ret

01 Control FromDS etry

10 Data

Protocol version MoreFrag

00 (0x0)




2 Byte;

2

6

6

2

0-2312

Frame
control

Duration/
ID

Add 1
(Dest.)

Add 2
(Src)

Add 3
(SSID)

Sequence
control

Add 4

Frame
body

FC:<

XXXX XX X X XX XX |

A +- G- Frame 195 (1153 bytes on wire, 1152 bytas capturad)
- “Ei_ Ethernet 11, Src: LinksysG_T5:23:d5 (00:0c:41:f5:23:d5), Dst: Gwc_b7:5b:5a (0:c0:ad:b7:5h: 5

XX XX

Subtype

Management: "E‘_ Type: IEEE 802,11 [Centrins pramiscuaus) (02452
0000 — Associati |z % 1eee s02.11
0001 _ ASSOCIatI T Type/Subtypa: Data [22)

0100 — Probe ret| =

Control: 7= BSS Id: LinksysG_38:9b:a4 [00:0c:41:38: 9h:ad)
1011 _ RTS :i Source address: LinksysG f5:22:d5 (00:0c:41:f5:23:d5)
100 CTS T Fragment number: 0
- T Se
1 " quence number: 2921
11 01 - ACK T Logical-Link Control
F t $7 DSAP: SNAP (0xaa)
rame ype T 1G Bit: Individual

1011 — Authentic

00 Management Frame

00 (0x0)

01 Control riviiuo “ae gy
10 Data
Protocol version MoreFrag




Frame | Duration/ | Address | Address | Address |Sequence| Address | Frame FCS
control ID 1 2 3 control 4 body
2 Bytes 2 6 6 6 2 6 0-2312 4

Frame control. This contains control information.

Duration/ID. This contains information on how long the data frame will
last.

Address fields. This contains different types of address, such as an
individual address of group addresses. The two main types of group
addresses are broadcast and multicast.

Sequence control. This identifies the sequence number of the data
frames, and allows the recipient to check for missing or duplicate data
frames.

Frame body. This part contains the actual data. The maximum
amount is 2312 bytes, but most implementations use up to 1500
bytes.

FCS (Frame Check Sequence). This is a strong error detection code.




Frame | Duration/ | Address | Address | Address |Sequence| Address | Frame

co\ntrol ID | 1 2 3 control 4 body FCS

2 Bytes | 2 6 6 6 2 6 0-2312 4

bl

& \Jacketyzer - [Capture
: le Edit Session Ytilities Vfindow Help

B = H &S |Q seection ~ 3 ERadiE=ZE [

Decode | Protocols | Comrections|| Statistics | wireless | Capture Filter

ion [Capturing]]

B |E|E | || Received: 350 Pazsed Filter: 360 Memony: 0.7%
+ Frame 195 (1153 Rytes pn wire, 1153 bytes captured) Num Source Address Dest Address Summ_ary _ ; .
= T Ethernet I1, Src: L nks;/:c_fs:zz:ds (00:0c:41:f5:23:d5), Dst: Gwc_b7:5b:5a (00:c0:a8:b7:5b:5a) =3z 80.239.149.111 192.168.1.102 TCP: 3724 » 1315 [PSH, ACK] Seq=91363 Ack=27
+ i Destination: G E_If7=5h=53 {00:c0:a8:h7:5h:5a) | 333 152.168.1,102 80.239,149,111 TCP: 1315 » 3724 [ACK] Seq=2724 Ack=91638 W
+ Source: LinksyfGJf5:23:d5 (00:0c:41:f5:23:d5) 334 80.239.149.111 192.168.1,102 TCP: 3724 > 1315 [PSH, ACK] Seq=91638 Ack=27
Type: IEEE 80F.J1 (Centrino promiscusus) [0x2452) 335 80.2359.145.111 192.168.1.102 TCP: [TCP Previcus segment lost] 3724 > 1215 [PS
=l 3~ TEEE 802.11 336 192.168,1.102 80.239.149.111  TCP: 1315 > 3724 [PSH, ACK] Seq=27 24 Ack=93¢
T Type/Subtype: Yata (32) 237 192.168,1.102 20,239.149,111  TCP: [TCP ACKed lost segment] 1315 > 3724 [ACK
+ Frame Control: @=0208 (Nermal) 338 80.2359.145.111 192.168.1.102 TCP: 3724 > 1315 [PSH, ACK] 52q=93665 Ack=27
Duration: 44 339 192.168,1.102 80,239.149,111  TCP: [TCP ACKed lost segment] 1315 = 3724 [ACK
Destination address: Gwec_b7:5b:5a (00:c0:a8:b7:5b:5a) 340 192,168.1,102 80,229.149.111 TCP: 1215 > 3724 [PSH, ACK] S2q=27 34 Ack=943
BSS Id: LinksysG_38:9b:a4 (00:0c:41:38:5hb:a4) 241 80.229.149.111 192.168.1.102 TCP: 3724 > 1315 [PSH, ACK] Seq=94374 Ack=27
Source address: LinksysG_f5:23:d5 (00:0c:41:f5:23:d5) 342 80.239.149.111 192.168.1,102 TCP: 3724 » 1315 [PSH, ACK] Seq=94608 Ack=25
Fragment number: O 243 192.168,1,102 20,229.145.111 TCP: [TCP ACKed lost segment] [TCP Pravicus segr
777 Sequence number: 3321 344 80.2359.145.111 192.168.1.102 TCP: 3724 > 1315 [PSH, ACK] 52q=95275 Ack=2¢
=} 3~ Logical-Link Control 345 192,168,1,102 80,229,145,111 TCP: [TCP ACKed lost segment] [TCP Previous segn
DSAR: SNAP [Oxaa) 245 20.239.143.111 192,168.1,102 TCP: 3724 > 1315 [PSH, ACK] 529=97 87 2 Ack=2S
IG Bit: Individual 347 i52.168.1.102 80.239.149.111 TCP: [TCP ACKed lost segment] [TCP Previcus segr
SSAP: SNAP [0xaa) 348 80.239.143.111 192,168.1,102 TCP: 3724 > 1315 [PSH, ACK] Seq=98785 Ack=25
CR Bit: Command ra 1]
+ Contral field: U, func=UT [0x03] 0o00: DO COAE BF 5B SA 00 OC 41 F5 23 DS 24 52 08 02 TIE. . ALEUSR. .
Organization Code: Encapsulated Ethernet (0x000000) 0010: 2C 00 00 CO AE BF 5B SA 00 OC 41 38 9B A4 00 OC e [Z..AB....
7 Type: IP (0x0800) D020: 41 F5 23 D5 10 F5 AA AA 03 00 00 00 08 00 45 00 AE. E.
—}- %~ Internet Protocol, Src: 80.239.149.111 (80.239.149.111), Dst: 192.168.1.102 (192.168.1.102) ggig; g: sﬁz ;E :2 :2 gg i; 2: ii gi (5:2 i:: :Z :; EE ’:: :@@::QPOD
Version: 4 D050: 48 B7 AB 31 00 00 77 E2 1F 84 C7 BF 07 51 05 FO  H..1..W..
Header length: 20 bytes D060: 42 4B Bl 44 DA 82 88 €5 1E E2 C9 41 2A €D AF 17 BKaDuvnusss .
+ Differentizted Services Field: 0%00 [DSCP 0x00: Default; ECN: 0x00) 0070: 00 00 01 00 00 32 09 00 00 03 00 00 00 08 58 B3 - T
Total Length: 1107 0080: 44 18 DB 88 C5 1C E2 €9 41 31 FO BE FF OB ES BF DeveveneAlivanns
Identification: 0x408d (16541) 0090: FF 2B 4B C9 BC 48 04 00 00 78 01 63 67 00 01 F6 S U O 1« P
) DOAD: FB 2E BC 94 60 16 32 €1 82 CC 19 1C 6C 46 30 33
* Flags: 0x04 [Don't Fragment) DOED: DB F7 2ZE 17 03 BA 96 79 70 38 89 18 57 1C EF &7
Fragment offset: 0 DOCO: OF 64 FD CO 06 54 CA 81 4D F3 52 1D 2E AD AF F2 .
Time to live: 53 0O0DO: 66 €7 03 7D E5 80 4D €1 A0 12 4B 02 B9 86 BS DI Foobo Mo Kooo..
Protocol: TCP (0x06) DOED: 6D 48 38 36 19 E4 58 F& D4 15 D1 40 D7 36 80 D&

- n ONEN®. 22 44A E4 BPY N2 9N 7 NE 9& BN N2 FE A EF& 49 EIY
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WEP

also allows for
authentication
using a secret key
(shared key) or an
open system.

-~

Advanced Wireless Configuration Utility

Metwark, Mame [S5I00; lik.zys D

Mebwaork Authentication: Open ™

Open
EAR Method
e Irrner EAP kefahared

a0z 1=
W PA-E nterprize
W PA-PerzonalP5E)

CCEM
Enable Cizco Client ektenszions for this neTHmmE,

B Network Key | [ = m

7 The netwaork password (WEP) can be entered as 5 or 13 ascii characters or
_.:J 10 or 26 hexadecimal characters.

Metwaore Key:
Corfirm Metwor Key:
Hide characters as | type

.

Key Index (advanced): |1 =)

Ok || Cancel |




WEP

also allows for
authentication
using a secret key
(shared key) or an
open system.

o

Advanced Wireless Configuration Utility

B Networ| | E4P Method
Ihner EAP Method
i
")

Enable Cigco Client extensions for this netwark,

W Network Key | [ o m
£ The network password (WEF) can be entered as 5 or 12 ascii characters or
",j 10 or 26 hexadecimal characters.

Metwork Key: |
Confirm Metwork Key:

Hide characters as | type

Key Index (advanced): |1 E:%

| ok || camcel |

Metwark, Mame [S5I00; lik.zys D
Mebwaork Authentication: Open L
EAF Method Advanced Wireless Configuration Utility
Metwork Mame [5510); lik sy E]
Enable Cizco Clig
Metwark Authentication: Shared [v]




Probe request

\

Probe response

<«

Authentication

%"
Q Authentication 5 Wireless
<J : i

response . Access
o . Point
Association !
%‘
Association

<

response



Probe request

\

Probe response

<«

Authentication

%@ ~ Authentication W|reless
~ response . Access

Point

Device is Association
always allowed

request
access to the \
network

Association
response

<




Probe request

\

Probe response

@ Authentication
Key: ABCDEF %‘

~ Authentication § Wireless
~ response ' Access
" Point
WEP data :
frame
Shared WEP \,
key is used
to authenticate the
client

Key: ABCDEF



J

Key: ABCDEF

Probe request

\

Probe response

<«

Authentication
000000
Authentication Wireless
response (Challenge) . Access
L . Point

Authentication :

request (Encrypted

challenge)

\

Authentication
response (success) Key: ABCDEF




FPlain-text challenge (ABCDE)

“ABCDE”
WEP
RC4 Encrypted challenge
Random key | (Z%DDII::)
The man-in-the-middle -
EX-OR’s the two sniffed ABCDE"

strings, and determines
the random key

“#@D.F”




Probe request

\

=

<
<«

Authentication
response (success)

MAC address
is sent to RADIUS

server
\

|
-'
-

L RADIUS-

. Wireless

| accept

. Access

. Point

RADIUS
server



Probe request

=

Spoofed MAC
address

Authentication

response (success)

. Wireless
. Access
. Point

MAC address
is sent to RADIUS
server

\
RADIUS- ‘
accept

RADIUS
server



Start

v

Request ID
~ ) y 7
%@\/ : ~ D ;
) RADIUS serveriauthenticates the client ‘

Client authenticétes the RADIUS server

A\ 4

A

‘Broadcast key RADIUS

server

Key length




Authenticating using a
Digital Certificate




“fred”

Some
data Encrypted
| Encrypted data
T authentication
Private
key
Sender Receiver




E— -_——
- ~o

S,
3.

Some
data

Encrypted “frad’”

Encrypted [—¥,
data

authentication
rCertiﬁc ate ﬁ ' H
28 Public key
General | Details | Certification Path : .
o . is used to
Digital : :
Field val ~ / d eCrypt /
" il alue / . .
Ce rtlflcate ESubject w.buchanan@napier.ac.uk, 0... ’,/, aUthentlcatlon ,/l
[=TPublic key RSA (1024 Bits) e L7
o Issuer Alternative Name URL=http: //www.dekart.com/... .7 -
v CRL Distribution Points [1]CRL Distribution Point: Distr...
Enhanced Key Usage Client Authentication (1.3.6.1....
Neiscape Cert Type 551 Client Authentication, SML...
Basic Constraints Subject Type=End Entity, Pat...
ﬁK&y Usage Digital Signature, Non-Repudia... ¥

30 81 89 02 81 81 00 B £9 7b fa o7 B8 B4 |a
38 eb lc od b0 7f Sb 3c =a 99 bb 39 GLa 48
69 0f 63 e= 31 £8 06 00 dd4 8a ab &2 7a 24
86 cb 19 4c af al 27 bb 66 9z 98 dd 88 Ge
f5 19 =d af 8a 3 66 51 0= bd d4 =5 b0 df
ef f1 b9 39 ec al aa 4b 24 bl 8b 73 04 3k
7b a4 07 06 aa =8 0a 72 fa 3a 8d e6d £3 0f
Ba fa 4c 40 oo 8= 6o 71 93 Oc 94 62 bd 9f
5 =3 96 de b8 3a dd 3s &9 ab ec 47 fc 8f ¥

Edit Properties. .. ] [ Copy to File... ]




Certificate
issued to the
user/device

PKI server

Authenticator
Certificate

g checks validity
Certificate | of certificate

Field Value [~]

T Passed to
o oo ror o H Authenticator

Centralised

- [
RADIUS or Tacacs+

30 51 65 02 51 61 00 o6 {5 7b fa o7 66 84 |a

38 b0 7f Sb 3c ea 93 3 Sa 48 [

69 0f 63 == 31 £8 05 00 d4 8a a6 42 7a 24 server

86 cb 15 dc af al 27 bb 66 9 95/dd 80 Se |

f5 19 ed af 8a 3 66 51 Oe bd d4f e5 b0 df |~

of EL b3 29 o a0 s d4b 24 Bl O 73 04 26

Fb ai 07 06 aa o8 0a 7= fs 3= Ofi 6 £3 0f

Authenticator
server

Sa fa 4c 40 oc 82 6c 71 33 Oc 94 €2 bd 91
5 c3 96 de b8 3a dd 3o =9 a6 fo 47 Ec 8¢ (V] (( ))
it Properties.

' Authenticator

Wireless
access point

Windows
Domain
server

S



EAP
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Author: Bill Buchanan



EAP provides centralized authentication and dynamic key distribution.

It has been developed by the IEEE 802.11i Task Group as an end-to-
end framework and uses 802.1X and EAP.

This is:

Authentication. This is of both the client and the authentication
server (such as a RADIUS server).

Encryption keys. These are dynamically created after authentication.
They are not common to the whole network.

Centralized policy control. A session time-out generates a
reauthentication and the generation of new encryption keys.

A wireless client cannot gain access to the network, unless it has been
authenticated by the access point or a RADIUS server, and has
encryption keys.



There are many versions of EAP, including:

 LEAP - Lightweight EAP ... EAP-FAST (Flexible
Authentication Secure Tunnelling).

EAP-TLS - EAP-Transport Layer Security.
PEAP - Protected EAP.

EAP-TTLS - EAP-Tunnelled TLS.

EAP-SIM - EAP-Subscriber Identity Module.
EAP-MD5 — Simple authentication.



PKI server

Remote
User/device Authentication:
cannot connect RADIUS or Tacacs+
unless itis server

authenticated ((f) /

Wireless
access point

8

Local
Authentication:
RADIUS




1. Client associates with the access point.
2. Client provides authentication details.

3. RADIUS server authenticates the user.
4. User authenticates the RADIUS server.

5. Client and RADIUS server derive unicast WEP key.
6. RADIUS server gives broadcast WEP key to access point.
7. Access point sends broadcast WEP key to client using unicast WEP key.

User/device
cannot connect
unless it is

authenticated

Wireless
access point

Local
Authentication:
RADIUS

Remote
Authentication:
RADIUS or Tacacs+
server



Client details:

User ID and password.

Or

User ID and digital certificate

Or

On-time passwords

J/

authenticated

Wireless
access point

Authenticator

Local

RADIUS

Authentication:

S

PKI server

Remote
Authentication:
RADIUS or Tacacs+
server



User Authentication:
Key size:

Encryption:

Device Authentication:
Open Standard:

User differentiation:
Certificate:

User/device
cannot connect
unless it is
authenticated

User ID and digital certificate

128 bits
RC4

Client Certificate

Yes
Group

RADIUS server/WLAN client

-

Advanced Wireless Configuration Utility

Wireless
access point

g

A

Metwork Mame [S510): linkegps
Metwark. Authentication: a0z 1=
EAP Method

Irner EAP b ethod
TLS v

Enable Cizco Clent extensions for thiz network,

O O
o Idertity: ||
Client Cerificate
lssued Ta:
lssued By:
Expiration Date:
Friendly Mame:

M Client Identity | Wl Server Identity

(-]

0k || Cocel |




EAP-TLS (EAP-
Transport Layer
Security):

Digital Certificate is
sent to Access Point
to authentication the
client

Certificate
General | Detalls | Certfication Path
o
Field Value [A]
Elsubject w.buchan, Uk, 0.
[Elpcbickey RSA (1024 Bits)

[Eissuer Atterative Name URL=http: ffuww.dekart.comf.
[E)cre pistribution Points [1]CRL Distribution Point: Distr...
[Ea)Erhanced key Usage Client Authentication (1.3.6. 1.

[Ealnetscape cert Type 55L Client Authentication, SML.

[Fpasic Constraints Subject Type=End Entity, Pat...
[Pkey usage Digital Signature, Nan-Repuda... ¥

30 81 89 02 81 81 00 c8 19 7b fa o7 68 84 |~
38 eb 1c od b0 7f 5b 3c ea 99 bb 39 5a 48
69 Of 63 e= 31 {8 06 00 dd 8a a6 52 7a 24
86 cb 19 4c af al 27 bb 66 9c 98 dd 88 Se
£5 19 ed af 8a o3 66 51 Os bd dd4 oG b0 df
=f £1 b9 39 ec al aa 4b 24 Bl 8b 73 04 36
7b ad 07 06 aa 8 0a 7= fa 3a 9d 6d £3 OF

el
5a fa 4c 40 oo 8= 6o 71 93 Oc 94 62 bd 9F
8f

Strengths: Good security.
Weaknesses: Spoof Access Point

EAP-TLS ->
Authenticates client

But certificate
required for client

PKI server

S o

o5 c3 96 de b8 3a dd 3e e3 af ec 47 fc V] /
=y,

()

»

-

Centralised

server

Authenticator
server

RADIUS or Tacacs+

Authenticator %9

>
%9

Wireless
access point

Smart Card or other Certificate Properties E\E|

‘When cannecting:
O Use my smart card

Use simple certificate selection [Recommendad)
Walidate server certificate

[[] Cannect ta these servers

Trusted Root Certification Autharities:

[ ABA.ECOM oot CA -~
] AddT st E sternal CA Root

[] &mazon eCommerce

[] Autoridad Certificadora de la Asociacion Nacional del Motaria
[] Autoridad Certificadora del Colegio Macional de Correduria Pu
[1 Baltimare EZ by DST

[1 Belgacam E-Trust Primary Cé

] Gt HET SecureMet CA Class A v
< >

Wiew Certificate

[[] Use a different user name for the connection

\"4J




EAP-TTLS (EAP-
Tunnel Transport
Layer Security):
Digital Certificate is
sent from access
point to authentication
itself

y
Do you accept this

Certificate (Y/N)?

5

PKI server

Wireless
access point

Centralised
RADIUS or Tacacs+
server

Authenticator
server

EAP-TTLS -> Authenticates
access point

Certificate required for access
point, and a tunnel is created to
pass username/password

Strengths: Good security.
Weaknesses: Spoof Client

Windows
Domain
server




User Authentication:
Key size:

Encryption:

Device Authentication:
Open Standard:

User differentiation:
Certificate:

User/device
cannot connect
unless it is
authenticated

User ID and password «——— | EAPs is open to

128 bits

RC4

Not Supported

attack from a dictionary attack.

No (Cisco-derived)

Group

None

3

Use strong passwords!!!

PKI server

Advanced Wireless Configuration Utility

Wireless
access point

{77

MNetwark tWame [SS10): lirk. gy

Metwork Authentication: 8021
EAP Methad
Inner EAP Method
LELP v

Enable Cizco Client eix<tenzions for this netwark.

O M Usemame/Fassword | [

[JFrompt for Usemame and Password:

] Use Windows Ussmame and Password

DomainUsemame:

Passwaord:

Confirm Password:

Hide characters as | type

ok || cancel |




User Auth
Key size:
Encryptioy

% asleap home page - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

N - “ . {
C{/‘ x: @ ﬁ'_’ @ http://asleap. sourceforge.nety v f;\ veap-ttls Q)l !

N/ Extensible Authentication Protocal -, (%) asleap home page [x]

ack.

Device Au
Open Starn
User diffe
Certificat

asleap

ls in "asleap behind the wheel"™. Joshua Wright <jwrightfhashorg.com:

Within mwonths, sowe "helpful™ person invested their time into genersting a cracker tool. Publicizing the threat was
a service to everyone, but I leave it as an exercise for readers to determine what satisfaction is obtained by the
authors of tools that turn threat into reality and lay waste to millions of dollars of investments.

"Real 802.11 Security™, Willism Arbaugh and Jon Edney

Layihg waste to willions of networks since epochi):

Update: 2004-12-17
New wersion of Asleap released that, among other things, adds support for recovering passwords from PPTP transactions.
Apparently, lots of people use PPTP for securing their wireless networks.

I contacted Microsoft on 127272004 to give them an early copy of Lsleap and to give thewm the opportunity to contact CuStomers
to alert them to the risks of using PPTP. Here is what they said:

.. we do not have any plans for proactive communication at this point beyond the best practice guidance we already
hawve out there."

dee the list of new features below. Click here to download.

Screenshot:
Azleap FPTF password recovery

b lean: (what it is)

I'm not one for HTML (as yvou have have already noticed), so I'm going to keep this simple. I wrote asleap while
researching weaknesses in the Cisco proprietary LELP protocol after I discovered that LELP uses a modified MS-CHLPwE
exchange to authenticate users. MS-CHAPvZ is wvery bad.

The first wersion of asleap simply read in an ASCIT file of dictionsry words and associsted MD4 hashes of those
words and tried to brute-force the LEAP challenge and response exchange. It worked fairly well, so I set about
making something that would do it better.

The new version of asleap has a bunch of interesting features:

* Recovers weak LEAP passwords (duh) .

* Can read live from any wireless interface in RFMON mode.
Dane

ok

S |

|| concel |




LEAPs uses MS-CHAP (Microsoft Handshake Authentication Protocol) to
continually challenge the device for its ID. It uses a challenge-response, mutual
authentication protocol using Message Digest 4 (MD4) and Data Encryption
Standard (DES) algorithms to encrypt responses. The authenticating device
challenges the client and vice-versa. If either challenge is incorrect, the connection
is rejected. The password is converted into password hash using MDA4. It is thus
not possible for an intruder to listen to the password.

The hashed password is then converted into a Windows NT key, which has the
advantage of being compatible with Microsoft Windows systems. Normally
authentication is achieved using the Microsoft login screen, where the user name
and the Windows NT key are passed from the client to the access point.

LEAPs is open to attack from a dictionary attack, thus strong passwords should
be used. There are also many programs which can search for passwords and
determine their hash function.

... upated by Cisco with ... EAP-FAST (Flexible Authorization Secure Tunnel) so
that details are passed through a tunnel.

\




(T Vo T o - |
W

Metwork Name [S51D ||inks_vs

Thiz iz a computer-to-computer [ad hoc] network.

M ebwork Authentication: | 302 1

E&P Method

Inner EAP b ethod

[ERFERET T v

Enable Cizco Client extengsions for thiz netwark.

| B Metwork Key | B Usemame/Password | B Cliert |dentity " B Senver ldentity

Prompt for Usemame and Password
lUse Windows Usemame and Password
Include Windows Domain

DramainsU sermanme: |

Pazzword: |

Confirrn Pazsword: |

Hide characters as | type

] I| Cancel J

Author: Bill Buchanan



User Authentication:

Key size: 128 bits
Encryption: RC4
Device Authentication: Not supported

Open Standard:
User differentiation:
Certificate:

Group
Yes

User ID and password or OTP (one-time password)

Yes (dev... Cisco, Microsoft and RSA Labs)

-

Advanced Wireless Configuration Utility

M S 'C HAP v2 Metwark Mame (5510 ik sys [ ]
Gives Username/ —~__
Password ... as Napier Natmesk Authentication 8021 |
E4P Methad
|nrer EAF Method
User/device PEAP v|  |[MsTHAPw2 [v
cannot connect
unless it is Enable Ciszo Client eXtensions for this network.
authenticated

Wireless
access point

[ M Usemame/Password | [l Client Idertity | B Server Idertity

[JPrompt for Usemame and Password:

[] Use Windows Usemame and Password

Domain®Usemame:

Passward:

Confirm Password:

Hide characters as | type

|| concel |




Outer

Authentication PKI server

Wt

cotrene Certificate from
network

\@/ Authenticator

show: | <Al M
. checks validity
[Ssubject w. ac.uk, 0... .

S T—— 4 s of certificate

Centralised
RADIUS or Tacacs+
server

Authenticator
server

3% eb 1c cd b0 7f Sh 3c ea 99 bh 39 Sa 48
63 0f €3 ee 31 £8 06 00 dd Ba a6 52 7a 24
26 cb 19 4c af al 27 bb 66 9c 98 dd 88 e
£5 19 =d af 82 =3 66 Gl Os bd dd =5 b0 df
=f i1 b8 39 =c a0 as 4b 24 bl 8b 73 04 36
a 3a £3 0f
a fa 4c 40 cc Be 6c 71 93 Oc 94 62 bd 9%
of o3 96 de b8 3a dd 3= 9 ab ec 47 fo 8f

Edit Properties. .. Copy Fie

30 81 89 02 8L 81 00 cB £9 7b fa o7 68 84 |a,
7h at 07 06 aa =8 0a 7e fa 3a Bd &d

Tunnel created for secure

passing of details \
Windows

Domain
server

PEAPVO/EAP-MSCHAPV2 o~

Inner PEAPV1/EAP-GTC ~
Authentication  Generic Token Card). No =
support in Windows. \&/




Configuration —
Local RADIUS server




00

192.168.1.240/24

Wireless 192.168.1.112/24 192.168.1.111/24
node

192.168.1.115/24



00

192.168.1.240/24 //_—’_'\/’

o
o

(config) # dotll ssid NapierSSID
(config-ssid) # authentication network-eap eap_methods
(config-ssid) # exit

(config) # interface DotllRadioO

(config-if) encryption key 1 size 40bit AAAAAAAAAA transmit-key
(config-if) encryption mode ciphers wep40
(config-if) no ssid tsunami

(config-if) ssid NapierSSib

(config-if) channel 1

(config-if) guest-mode

(config-if) station-role root

(config-if) exit

(config) # interface BVIl

(config-if) # ip address 192.168.1.240 255.255.255.0
(config-if) # exit

(config) # 1ip http server




hostname ap
aaa new-model
aaa group server radius rad_eap
server 192.168.1.240 auth-port 1812 acct-port 1813

exit
aaa group server radius rad_mac
aaa group server radius rad_acct
aaa group server radius rad_admin
aaa group server radius dummy
server 192.168.1.240 auth-port 1812 acct-port 1813
exit
aaa group server radius rad_pmip
aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local
aaa authorization exec default Tocal
aaa authorization ipmobile default group rad_pmip
aaa accounting network acct_methods start-stop group rad_acct
aaa session-id common




00

192.168.1.240/24 //_—’_'\’

Wireless
node
192.168.1.115/24

192.168.1.112/24 192.168.1.111/24

(config)# radius-server Tlocal

(config-radsrv)# nas 192.168.1.240 key sharedkey

(config-radsrv)# user aaauser password aaapass

(config-radsrv)# user bbbuser password bbbpass

(config-radsrv)# exit

(config)# radius-server host 192.168.1.240 auth-port 1812
acct-port 1813 key sharedkey

(config)# exit
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Wireless Network Properties | Authentication
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C:\>ping 192.168.1.240
Pinging 192.168.1.240 with 32 bytes of data:
Wireless Reply from 192.168.1.240: bytes=32 time=2ms TTL=255
node Ping statistics for 192.168.1.240:
192.168.1.1 Packets: Sent = 4, Received = 4, Lost = 0 (0% 1oss)
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:\>ping 192.168.1.115
Pinging 192.168.1.115 with 32 bytes of data:
Reply from 192.168.1.115: bytes=32 time<lms TTL=128
Ping statistics for 192.168.1.115:

Packets: Sent = 4, Received = 4, Lost = 0 (0% 1oss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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ap#show dotll assoc
802.11 Client Stations on DotllRadioO:
SSID [Napierssip]

MAC Address IP address Device Name Parent State
0090.4b54.d83a 192.168.1.115 4500-radio - self EAP-ASSOC
others: (not related to any ssid)
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1 Ele Edit View Favorites Tools Help |"
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Cisco SreTems

Cisco 1200 Access Point

HOME Hostname ap ap uptime is 2 minutes
EXPRESS SET-UP
NETWORK MAP ¥
ASSOCIATION
NETWORK
INTERFACES + Association
SECURITY is Clients: 1 Repeaters: 0
SERVICES ¥
WIRELESS SERVICES  + Hetwork Identi
SUEIS. SUANKEE 5 IP Address 192.168.1110
EVENTLOG ¥
WAC Address 0004.6529.cb1b

Network Interfaces

Interface MAC Address Transmission Rate

Wi reless ¥ Fastethemet 000d 65a9.cb1b
n Ode 1t Radioo-802.118 000d 6572 ctfe 1 0Mbls
192.168.1.115/24 —=

Time Severity Description
WMar100:01:31.185 #information Interface Dot11Radio0, Station 0090.4b54.d83a Associated KEY_MGMT[MONE]
War 100:01:17.753 #nlotification Configured from console by console

Mar 1 00:01:15.516 Error Interface Dot11Radiol, changed state to up

a p#s h o d 0 t 1 1 Mar 100:01:15.498 #hotification Interface Dot11Radio0, changed state to reset

I1ar 1000415 402 Errnr |nterface Not11Radin0_chanaed state fnun

802.11 Client Stations on DotllRadioO:
SSID [NapierssiDp] :

MAC Address IP address Device Name Parent State
0090.4b54.d83a 192.168.1.115 4500-radio - self EAP-ASsOC
others: (not related to any ssid)




Configure for Remote
TACACS+ Server
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> en
# config t

(config)# hostname test

(config)# aaa new-model

(config)# tacacs-server host 39.100.234.1

(config)# tacacs-server key krinkle

(config)# aaa authentication login default group tacacs
(config)# aaa authentication ppp default group tacacs
(config)# aaa authorization network default group tacacs
(config)# aaa authorization exec default group tacacs




Wireless

kG&$s

The mapping is used
to crack the code

Intruder

Known plaintext attack.
Where the intruder knows
part of the ciphertext and
the corresponding plaintext.
The known ciphertext and
plaintext can then be used
to decrypt the rest of the
ciphertext.

Author: Prof Bill Buchanan
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Hello. How are you? kG&$s &FDsaf *fd$
kG&$s &FDsaf “fd$

Zhk& $31 004fX

kBb 95&$ $23z

Hello. How are you?

Exhaustive search.
Where the intruder uses
brute force to decrypt
the ciphertext and tries
every possible key.

Author: Prof Bill Buchanan




Bob Man-in-the-middle.
Where the intruder is
% hidden between two

parties and

— impersonates each of
Hello. How are you? them to the other.

kG&$s &FDsaf *fd$
ag"g Key1
Hello. How are you?
- | tHello.How areyou?
—

ZBtt9k$%ds &”! Ao |
ey
Goodbye. Farewell ab

Intruder - MITM

Author: Prof Bill Buchanan




Hello. How are you? kG&$s &FDsaf *fd$

The replay system.
Where the intruder
takes a legitimate
message and sends it
into the network at
Intruder some future time.
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Encryption

Author: Prof Bill Buchanan
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Hello. How are you? kG&$s &FDsaf *fd$
kG&$s .
Active attack. Where the

S intruder inserts or modifies

\ messages.

Cut and paste. Where the
‘é«? intruder mixes parts of two
“'. different encrypted messages

and, sometimes, is able to

create a new message. This
message is likely to make no
sense, but may trick the

receiver into doing something
that helps the intruder.
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Wireless
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kG&$s &FDsaf *fd$

Hello. How are you?
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Intruder

$s &FDsaf *fd$

Chosen-ciphertext. Where
the intruder sends a message
to the target, this is then
encrypted with the target’s
private-key and the intruder
then analyses the encrypted
message. For example, an
intruder may send an e-mail
to the encryption file server
and the intruder spies on the
delivered message.

Author: Prof Bill Buchanan




