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1 Wireless Lab Specification (C6)

1.1 Introduction

The wireless lab in C6 is isolated from the main university network, and allows for
the development of mobile networks and applications, for both projects and
teaching. It currently contains the following:

e 20 wireless hosts with Belkin IEEE 802.11b/g wireless cards. Note: Do not set
the wireless cards to have an address which links to the Ethernet network
(192.168.1.x). The Ethernet network is used to allow the connection to the
Aironets, and the wireless network should have addresses which do not link to
the Ethernet network.

e 12 wireless hosts with Cisco Aironet IEEE 802.11g wireless cards.

e One Cisco 3560 switch (C6S5W2).

e Seven Aironet 1200 wireless access points.

e One Windows 2003 server. This server has two Ethernet cards, which allows it to
be part of the main Ethernet network (192.168.1.5), and also the Wireless network
(such as 192.168.2.x). The main connection allows it to be configured to be part of
the wireless network.

¢ One Linux server. This server has two Ethernet cards, which allows it to be part
of the main Ethernet network (192.168.1.6), and also the Wireless network (such
as 192.168.2.x).

The main Ethernet network is located on the 192.168.1.x network, where the main
server is at 192.168.1.1, and the hosts start at 192.168.1.6 (on the left-hand side of
Bench 1) and go onto 192.168.1.25 (on right-hand side of Bench 4), as illustrated in
Figure 1.

Ethernet network

192.168.1.10 4192.168.1.11 4192.168.1.12 §192.168.1.13 w192.168.1.14
cosw1 gv CH T Y—gi Lgi g

Bench 1

ceswz 192168115 3192168116 §192168117 4192168118 §192.168.119
192.168.1.100
Console Server
(C6CS1)
Bench 2
Con —
Eth Windows server: 192.168.1.20 192.168.1.21 192.168.1.22 192.168.1.23 192.168.1.24
192.168.1.5
Aironet1:
192.168.1.100 Port 2001 jm} Bench 3
Con —
Eth Linux server:
192.168.1.6 4192.168.1.25 §192.168.1.26 $192.168.1.27 §192.168.1.28 §192.168.1.29
192.168.2.x (Any)
Con ) el )yl [ ]
Aironet2:
192.168.1.100 Port 2002

Aironet7:
192.168.1.100 Port 2007

Figure 1: Outline of wireless lab setup
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1.2 Example configuration

The following configuration sets up:

Tutorial example Your example
Device: [Aironet1] [ ]
Remote port: [2001] [ ]
Aironetl IP: [192.168.2.3] [ ]
Aironet SSID: [bill] [ ]
Wireless client: [192.168.2.2] [ ]
Windows server: [192.168.2.5] [ ]

Figure 2 illustrates the example setup. Please note that your connection is likely to be
different, as you want to have different IP addresses and SSIDs to other wireless

networks.

Telnet e
192.168.1.100 ____.o----oTTTTTTT
Port: 2001

192.168.2.5

Aironetl
IP: 192.168.2.3
SSID: bill

Client 1
IP: 192.168.2.2 Y—D
SSID: bill

Figure 2: Example setup

1.2.1 Connection to Aironets

There are currently seven Cisco Aironet 1200 wireless access points, which can be
configured by connecting to the console port of the Aironet, and using a Telnet

connection (Figure 3). These are accessed by:

Aironetl: Telnet address: 192.168.1.100  Telnet port: 2001
Aironet2: Telnet address: 192.168.1.100  Telnet port: 2002
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Aironet3: Telnet address: 192.168.1.100  Telnet port: 2003
Aironet4: Telnet address: 192.168.1.100  Telnet port: 2004
Aironet5: Telnet address: 192.168.1.100  Telnet port: 2005
Aironet6: Telnet address: 192.168.1.100  Telnet port: 2006
Aironet7: Telnet address: 192.168.1.100  Telnet port: 2007

B L e R T M Y

Bench 1

/ CBSW2

192.168.1.100

Co,ﬁsole Server
/(C6Cs1)

SEEE S

Bench 2

con| ¢
Eth Windows server:

192.168.1.5

LG EE S

Bench 3

Aironetl:
192.168.1.100 Port 2001 Con g?i

192.168.1.6
192.168.2.x

-' Eth Linux server:

192.168.1.100 Port 2002
Eth

LG EE S

Bench 4

Aironet7:
192.168.1.100 Port 2007

Figure 3: Outline of connecting to the Aironet console ports

Figure 4 shows an example connection to [Aironet1], where the remote port is [2001].
The connection in this example uses Windows HyperTerminal (Start->Programs-
>Accessories->Communications->HyperTerminal). The connection to the Aironet
should then be made (such as shown in Figure 5). With this, the password should be
Cisco, after which, the main login to the Aironet is made (Figure 6), which also has a

password is Cisco.

Connect To

Enter details for the host that you want to call

Host address: |1 92.168.1.100

Part number: | 2001

Connect uzing: | TCPAP Mfinzock)

]

[ ok

H Cancel ]

Figure 4: Telnet connection to the Aironet (Aironetl)
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‘& test - HyperTerminal

Fle Edt Wiew Cal Transfer Help

User Access Verification

Password:

Connected 0:00:01 Auto detect TCRJIP UM

Figure 5: Telnet connection to the Aironet (Aironetl)

& test - HyperTerminal
File Edit View Call Transfer Help

D& &3 0B &

User Access Verification

Password:
Password OK

ap>
ap>
ap>enable
Password:
aph

Connected 0:00:16 Auto detect TCP{IP HUM

Figure 6: Telnet connection to the Aironet (Aironetl)

An example setup is shown in Figure 7. The configuration is this case is:

> enable

# config t

(config) # hostname ap

(config) # dotll ssid bill
(config-ssid) # authentication open
(config-ssid) # exit

(config) # int bvil

(config-if) # iIp address 192.168.2.3 255.255.255.0
(config-if) # exit

(config) # int dO

(config-if) # channel 6

(config-if) # ssid bill

(config-if) # no shutdown
(config-if) # exit

(config) # int fa0

(config-if) # no shutdown
(config-if) # exit
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This sets up the IP address of the access point at [192.168.2.3] with an SSID of [Bill]
and using radio channel 6. The wireless nodes which connect to this access point will
now have an address of 192.168.2.x.

“& test - HyperTerminal
Eile Edit “ew Cal Transfer Help

D& &3 0B

Enter configuration commands, one per line. End with CHTL/Z.
ap({configl#int bvil

ap{config-if)#ip address 192.168.2.3

% Incomplete command.

ap({config-if)#ip address 192.168.2.3 255.255.255.0

aplconfig-if)#exit

ap(config)fidotll ssid test

ap{config-ssid)kauthen open

ap(config-ssid)iexit

ap(config)#int d@

aplconfig-if)#no shut

ap(config-if)H#ssid test

aplconfig-if)#

=Mar 1 02:33:37.068: %DOT11-6-DISASSOC: Interface DotllRadio®, Deauthenticating
Station BOB9.7cdl.8fea Reason: Previous authentication no longer valid

=Mar 1 02:33:37.068: XLINK-3-UPDOUN: Interface DotllRadioB, changed state to do
wn

=Mar 1 02:33:37.069: XLINK-5-CHANGED: Interface DotllRadio®, changed state to r
esat

=Mar 1 02:33:37.081: XLINK-3-UPDOWN: Interface DotllRadioB, changed state to up

=Mar 1 02:33:38.592: %D0OT11-6-ASS0C: Interface DotllRadioB, Station KP7 0009.7c
dl.8fea Reassociated KEY_MGHMTINONEI

Zonnected 0:01:15 Auto detect TCRIIP © MUM

Figure 7: Telnet connection to the Aironet (Aironetl)

1.2.2 Setting up the Wireless client (Cisco 350)

Each of the hosts has a wireless card, such as a Belkin client (Appendix 1) or a Cisco
350 card. As an example the following sets up a connection to the [192.168.2.x]
network. Initially the Cisco Client program is used to setup a profile (Figure 8/9),
after which the SSID is set to the setup on the access point (Section 2), as shown in
Figure 10, which, in this case, is [Bill].

Select Profile @

=

Use Another &pplication To Configure My Wireless Settings ©

QK LCancel Apply Help

Figure 8: Selecting a profile
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Profile Manager

Figure 9: Selecting a profile

350 Series Properties - [AP2]

System Parameters | RF Network I Advanced [Infrastructure] I Metwoark S ecurity I

0k I Cancel | Help I

Figure 10: Editing the SSID

The IP address of the wireless card on the host can be setup by right-clicking on the
Wireless Network Connection within Network Connections (Figure 11). After which
the IP properties can be defined (Figure 12 — which sets up the IP address of
[192.168.2.2]). If a Cisco 350 wireless card is used, the connection properties can then
be displayed (Figure 13), after which the client will associated with the access point
(Figure 14).
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" Network Connections
Fle Ede Vew Favortes Took  Advanced  Help

Quek = D (T s [ ook

W Netveork, Connetions.

- LAN or High-Speed Internet
| metwark Tasks

[ Local Ares Connecton
b & MW CONRECHON Conm

s Windows Frewal
saltings

see Also

4 Netwerk Trouinshookes

Other Places

B cortroipane

&y v Nesyaoek Placrs
) My Dooments

i My Compuler

Details.

Metwork Connections
System Fokder

General |W|re|ess M etwarks || Advanced|

Cannect using;

| HE Cisco Spstems 350 Series POl wWirele |

Thiz connection uses the following items:

T AEGIS Protocol IEEE 802.7%) w2379 ~
T Network Moritor Driver
v
53] | &
Description

Transmigsion Control Protocol/Internet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Matify e when this connection hag limited or no connectivity

General |

“ou can get IP settings assigned automatically if your network. supparts
this capability. Dtherwize, you need to azk your netwark, administrator for
the appropriate [P settings.

(O Obtain an |P address automatically

O]
1P address: 192 . 168 . 2 2

Subnet mask: 285 286 285, 0

Obtain DMNS server address automatically

(3) Use the following DMS server addresses
Frefered DMS server:

Alteinate DMS server. l:l

Figure 12: Setting up the wireless properties of the host

350 Series Status - [AP2]

Device

Hanufacturer

Fiimware Yersian

Boot Block Yersion

NDIS Driver Yersion

Default Frofie

Curent Frofile

Using Shert Radic Headers
Using Message Intearity Check.
Server Basad Authentication
WEP (wied Equivalent Privacy)
Authentioation Typs
Antenna Selection

Channel Set

Client Name

MAL Address [Facton)

IP Address

Curent Link Speed

Data Fiale

Current Pawer Level
Avallable Paver Levels
Channel (Fraquency)

Status

55D

Hetwark Type

Power Save Mods

Associated Access Point Mame:
Assosiated Access Point IP Addisss
Assuciated Access Point MAC

Up Time (daps, humm:ss)

Current Signal Strength
Current Signal Quality
Overal Link Quality

350 Series PCI
Cisco Spstems, Ine.
4,26.30
W1.50/154
w823

BP2

&PZ

Mo

Ner

None:
Disabled

Open
R Fiimary Oinly T Primary Oy
ETSI
HP7
00:03.7C:01:8FEA
192.168.22
11 Mbps
Auto Rl Selection
50 mi
1.5, 20, 30, 50 mw
13 [2472MHz)
Associated
Ifrastucture
CAM
ap
192.166.23
00:17.E0:19:95.C0
1 day, 002323
862
97%

Excellent

Help

Figure 13: Cisco Aironet 350 status
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" pjronet Client Utility
Commands  Cptions  Help

g8 B Y m B w @ e 7 2 @
Select  Profile  Status  Stakistic  Load Link, Sike Link Prefere  Help  About
Profile Mana... 5 Firm... Test  Survey Statu... nces

CISCO SYSTEMS

Association ®
Aironet Client Utility V¥5_05

Your 350 Series is Associated ko ap  IP Address 192,168.2.3 4125 PM

Figure 14: Cisco Aironet 350 association

If the access point is associated, the client should be able to ping the access point,
such as:

C:\>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168.2.3: bytes=32 time=2ms TTL=150
Reply from 192.168.2.3: bytes=32 time=1lms TTL=150
Reply from 192.168.2.3: bytes=32 time=1ms TTL=150
Reply from 192.168.2.3: bytes=32 time=1lms TTL=150

Ping statistics for 192.168.2.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

1.2.3 Connection to the Windows 2003 server

The Windows 2003 server contains two Ethernet cards, one which connects to it the
main Ethernet network, and the other connects it to the wireless network. The
wireless connection can be used to setup things such as a Web server, a DHCP
server, a RADIUS server, a Tacacs+ server, and so on. To make a connection from one
of the hosts, use a remote desktop connection to 192.168.1.5, such as using mstsc (the
remote desktop program), such as shown in Figure 15 and Figure 16. Figure 17 then
shows the login to the server (using the login of ¢072047 and the password of
€072047). The IP address of the second Ethernet card can then be set to be part of the
wireless network address range [192.168.2.5], as shown in Figure 18, after which is
access point and client should be able to be pinged (Figure 19).
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= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it Far you,

Qpen: | msatsc W |

L Ok ][ Cancel ][ Browse, . ]

Figure 15: Running the remote desktop program

%8 Remote Desktop Connection

2 Desktop

ection

Computer: 13216815 v

L EDEHEC': ” Cancel J[ Help J [ Dptions »» ]

Figure 16: Connection to Windows 2003 server

2 192.168.1.5 - Remote Desktop

Log On to Windows

! 7 Windows Server2003
. Standard Edition

Copyright © 1885-2003 Micrasaft Corparation

User name: I 072047

Password: | Y

K I Cancel Options ==

|€

< 1

Figure 17: Login to the Windows 2003 server
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<L Local Area Connection Properties @

General | Advanced

Internet Protocol (TCP/IP) Properties E]

General |

Connect using:
You can get IP settings assigned automatically f your network supports

BB Realtek RTL8163/8110 Family Gigab
this capability. Otherwise, you need to ask your networkc administrator for

This connection uses the following items: the appropriate IP settings.

SQDS Packet Scheduler [A]
%= Networle Monitor Driver

(7) Obtain an IP address automatically
{®) Use the following IP address:

V] 1P address: 152 168 . 2 5

<] il | [2] Subnet mask: 255 255 255 0
insal.. Defaut gatenay: [

Description

Transmission Control Protocol/Intemet Protocaol. The default
wide area network protocol that provides communication {®) Use the following DNS server addresses:
across diverse interconnected networks.

Prefemred DNS server:

[ Show icon in natification area when connected Altemate DNS server: l:l

Motify me when this connection has limited or no connectivity

T

Figure 18: Setup of the IP address on the 2nd Ethernet card on the Windows 2003
server

% 192.168.1.5 - Remote Desktop

Configu

192.168.2.1 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.2.1:
Packets:z Sent = 4. Received = B, Lost = 4 (188x loss).

C:~Documents and Settings>co?2847>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168.2.3: bytes=32 time=1ms TTL=255
Reply from - 2. 2 time<{ims TTL=255

Reply from . . i 2 time{ims TTL=255
Reply from 192.168.2.3: bytes=32 time<{ims TTL=255

Ping statistics for 192.168.2.3:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = 1ms. Average = Bms

C:sDocuments and Settingssco?2847>

Figure 19: Completion of the login to the Windows 2003 server
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1.3 Appendix 1 (Belkin card connection)

First locate the Wireless card panel, and set the Network SSID and Channel (Figure
Next locate the Wireless card in Network Connections, and remove the
firewall. Next right-click on the wireless icon, and set the TCP/IP settings (from
Internet Protocols TCP/IP), as shown in Figure A.2. After this set the IP address of the

Al).

card to one which joins onto the subnet (Figure A.3).

s Matwork Connectiom

[« RS
POy ———

| Netwark Tisks

see Also

L Petwart Troubledvoter

Fle Lde Vew Faeotes Took  Adverced  Heb
F e Fogers | [1T0]+

%! Belkin 802.11g Wireless Card

| Slatusl Configure ‘ Security || Ayvailable Metworks || Profiles || Statistics || S

Current Network
Network Mode |EUZ.11 Ad-Hoc(Computer to Computer) v|
Metwork 5510 : |fred v |
Chaninel : | E - |
Radio Band Control
2.4GHz[B02.11h) ®
Advanced
Fragmentation Threshold : 2346
RTS/CTS Thieshald : L -
Transmitted Rate 2.4GHz Preamble
|Aulo A | ‘Auto v ‘

BELKIN.

g | LA%or High-Speed nternet

Y Losl Ares Connection 3 n" Wirsless hatuork Conraction
“.f‘l. I Eehari i 10110081 O, o Bokin 098,19 Wrelnss Eard [l %= AEGIS Pratacal [EEE B02.1x] w2319 ~
S Metwark Monitor Driver
v
< | &

Figure A.1: Wireless card settings

2)X

- Wireless Network Connection Properties

Gieneral |\N"\re\ess Metworks | Advanced|

Connect using,

| B8 Belkin 802.11g /ireless Card

|

This connection uses the fallowing items:

Uninstall

Diescription

Transmission Control Protocol/Intemet Pratocol. The: default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Maotify me when this connection haz limited o no connectivite
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t Protocol (TCPJ/IP) Properties

General |

You can get IP settings assigned autamatically if your network supports
this capability. Dthenwise, vou need to ask your netwark. administrator for
the appropriate [P settings

() Obtain an IP address automatically
(%) Uge the fallawing IP address:
1P address:

182 168,10 . 1

266,266,206 O

Subnet mask.:
Obtain DNS server address automatically
(=) Use the following DMS server addresses:

Ereferred DNS server:

Altemnate DMS server l:l

Figure A.3: Wireless IP settings
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1.4 Appendix (Overall schematic)
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The connections to C6CS1 are:

Port 1:
Port 2:
Port 3:
Port 4:
Port 5:
Port 6:
Port 7:

Aironet] Console port [192.168.1.100 Port 2001]
Aironet2 Console port [192.168.1.100 Port 2002]
Aironet3 Console port [192.168.1.100 Port 2003]
Aironet4 Console port [192.168.1.100 Port 2004]
Aironet5 Console port [192.168.1.100 Port 2005]
Aironet6 Console port [192.168.1.100 Port 2006]
Aironet7 Console port [192.168.1.100 Port 2007]

The connections to C6SW2 are:

FAO0/1:
FAO0/2:
FA0/3:
FAO0/4:
FAQ/5:
FAO0/6:
FA0/7:
FA0/8:
FA0/9:
FA0/10:

FAO0/11:
FA0/11-20:
FA0/21:
FA0/22:
FA0/23:

Aironetl FA Ethernet port
Aironet2 FA Ethernet port
Aironet3 FA Ethernet port
Aironet4 FA Ethernet port
Aironet5 FA Ethernet port
Aironet6 FA Ethernet port
Aironet7 FA Ethernet port
Reserved

Reserved

Windows 2003 2nd Ethernet port — used to connect to the wireless

network

Linux 2nd Ethernet port — used to connect to the wireless network

Console server (C6CS1)
Windows 2003 1st Ethernet port (192.168.1.5)
Linux 1st Ethernet port (192.168.1.6)

Login for Windows and Linux servers:

Login ID:

co72047

Password: co072047
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2 Labs

Lab 1: Access Point Tutorial

Using the Network-emulators, select the Wireless emulator, and perform the

following;:

1. You should start in the user mode:

2. Go into the EXEC mode using the enable command.

|> enable

How does the prompt change?

3. From the EXEC mode go into the Global Configuration Mode, and use the
hostname command to change the hostname to MyWireless.

# 2
# config t
(config) # hostname MyWireless

How does the prompt change?

4.  Exit from the Global Configuration Mode using exit, and list the current
running-config with show running-config.

(config) # exit
# show running-conf

Outline some of the settings in the running-config:
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2.1.1 Using the show command

5. Complete the following command:

?

show buffers

show memory

show stacks

show hosts

show arp

show flash

show history

show version

show interfaces
show interface fal
show interface dotllradioO

HHRIFHFHRFHRHEHRHT

Processor Board ID:

Processor Type:

Processor Clock Speed:

System image file:

Operating System Version:

File names shored in the Flash Memory:

Product/Model Number:

Using the information from above what are the following:

2.1.2 History commands

The main commands for history are:

# terminal ?

# terminal history ?

# terminal history size ?
# terminal history size 100
# show history

2.1.3 Clock commands

The main commands for clock are:

clock ?

clock set ?

clock set 11:00 ?

clock set 11:00 11 ?

clock set 11:00 11 jun ?
clock set 11:00 11 jun 2006

HHHHHFH

2.1.4 Programming the WAP ports

6. Program the two ports of the WAP with:

# config t

(config)# int ?

(config)# int fal

(config-iPH)# ?

(config-if)# ip address ?

(config-if)# ip address 207.11.12.10 ?
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(config-if)# ip address 207.11.12.10 255.255.255.0
(config-if)# no shutdown

(config-if)# exit

(config)# dotll ssid fred

(config-ssid)# ?

(config-ssid)# guest-mode

(config-ssid)# exit

(config)# int dotllradioO

(config-iPH)# ?

(config-if)# ip address 192.168.0.1 255.255.255.0

(config-if)# station-role ?
(config-if)# station-role root
(config-if)# channel ?
(config-if)# channel 7
(config-if)# no shutdown
(config-if)# ssid fred

WAP is the root of the wireless
network (other option: repeater)

Eggz::g;;fgﬁiixit Set radio channel to
9 (2.442GHz)

Ping the newly defined ports (207.11.12.10 and 192.168.0.1). Are they responding?

Next go back to the ports and shut them down:

# config t

(config)# int ?

(config)# int fa0
(config-if)# shutdown
(config-if)# exit
(config)# int dotllradioO
(config-if)# shutdown
(config-ifH)# exit
(config)# exit

Ping the newly defined ports (207.11.12.10 and 192.168.0.1) again. Are they
responding?

To get rid of guest-mode:

# config t

(config)# dotll ssid fred
(config-ssid)# no guest-mode
(config-ssid)# exit
(config-ifH)# exit

(config)# exit

7.  Go to the EXEC mode, and view the running-config:

# show running-config |

8. The WAP can access a domain server and DNS, using the ip name-server and ip
domain-lookup commands:

|# config t |
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(config)# ip ?

(config)# ip domain-name ?

(config)# ip domain-name mydomain.com

(config)# ip name-server ?

(config)# ip name-server 160.10.11.12 EDakﬂeI)PJSIOOkUI>0T1ﬂle
(config)# ip domain-lookup WAP

(config)# ip default-gateway ?

(config)# ip default-gateway 10.11.12.11

9.  To getrid of any of these settings, insert a “no” in front of them, such as:

# config t

(config)# no ip domain-name mydomain.com
(config)# no ip name-server 160.10.11.12
(config)# no ip domain-lookup

(config)# no ip default-gateway 10.11.12.11
(config)# exit

# show running

10.  Setting passwords for the line console and for telnet access:

# config t

(config)# line con O
(config-line)# login
(config-line)# password fred
(config-line)# exit
(config)# line vty 0 15
(config-line)# login
(config-line)# password fred
(config-line)# exit
(config)# exit

11.  Setting up a WWW server on the wireless access point:

# config t

(config)# ip http server
(config)# exit

# show running

12.  If we need to change the port and the max number of connections on the
WWW server:

# config t

(config)# ip http port 8080
(config)# ip http max-connections 2
(config)# exit

# show running

13. And to disable the WWW server:

# config t

(config)# no ip http server
(config)# exit

# show running

14.  Setting up a user on the wireless access point:
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# config t

(config)# username ?

(config)# username fred ?

(config)# username fred password bert
(config)# exit

# show running

15. To get rid of a user:

# config t

(config)# no username fred password bert
(config)# exit

# show running

16. To setup the host table on the wireless access point:

# config t

(config)# ip host freds 172.14.10.11
(config)# ip host berts 172.14.10.12
(config)# ip host slappi 10.15.1.100

17. Itis possible to run a DHCP server to assign IP parameters to wireless nodes:

# config t |

(config)# ip ? Sets the range of addresses to

(config)# ip dhcp ?
(config)# ip dhcp pool socpool be allocated, and sets the

(config-dhcp)# ? lease for 10 days
(config-dhcp)# network 192.168.0.0 255.255.255.0 <+
(config-dhcp)# lease 10 <
(config-dhcp)# exit
(config)# exit

# show running-config

18.  Then to get rid of DHCP:

# config t

(config)# no ip dhcp pool socpool
(config)# exit

# show running-config

19. To create a banner:

# config t

(config)# banner motd # hello #
(config)# exit

# show running

20. To get rid of the banner:

# config t
(config)# no banner motd # hello #

21. To set the ARP method:
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# config t

(config)# int dotllradioO
(config-if)# arp ?
(config-if)# arp arpa

22.  CDP (Cisco Discovery Protocol) is set with the following;:

# config t

(config)# cdp ?

(config)# cdp holdtime 120
(config)# cdp timer 50
(config)# end

Using the show cdp command, determine the settings for CDP:

23. To enable CDP on the WAP:

# config t
(config)# cdp run
(config)# end

24. To enable CDP on an interface:

# config t

(config)# int fal
(config-if)# cdp enable
(config-ifH)# end

25. To show CDP information:

# show cdp neighbors
# show cdp neighbors detail
# show cdp neighbors traffic

26. To setup a local hosts table:

(config)# ip host LAB_A 192.5.5.1
(config)# ip host LAB B 201.100.11.2
(config)# ip host LAB C 223.8.151.1
(config)# ip host LAB D 210.93.105.1
(config)# ip host LAB E 210.93.105.2
(config)# exit

# show hosts

# show running
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Lab 2: Access-point Tutorial

27.  The power level of the access point can be set with the power command, and
the speed can be set with the speed command:

# config t

(config)# int dotllradioO

(config-iT)# power ? The access point can be used to
set the power levels of the
clients (in this case, 10mw)

(config-if)# power local ?
(config-if)# power local 30
(config-if)# power client 10
(config-if)# speed ?
(config-if)# speed 1.0
(config-ifH)# exit

(config)# exit

Using the information from above what are the following:

Available power levels for access point:

Available speeds for access point:

28. With world-mode, the access point adds channel carrier set information to its
beacon. This allows client devices with world mode to receive the carrier set
information and adjust their settings automatically. World mode is disabled by
default, to enable it:

# config t

(config)# int dotllradioO
(config-iH)# ?
(config-if)# world-mode
(config-if)# exit
(config)# exit

29. The antenna can be set for both the transmit and receive options. These can be :

e Diversity. With this the WAP uses the antenna in which the best signal is
being received.
e Right. This where the antenna is on the right of the WAP, and is highly

directional.
e Left. This where the antenna is on the left of the WAP, and is highly
directional.
# config t

(config)# int dotllradioO

(config-if)# antenna ?

(config-if)# antenna transmit ?
(config-if)# antenna transmit diversity
(config-if)# antenna receive left
(config-if)# exit
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| (config)# exit

30. The WAP can be setup to transmit a beacon signal on which devices can
connect to (using a delivery traffic indication message - DTIM). The time period
on which it transmits is defined in Kilomicroseconds, which is 1 millisecond
(one thousands of a second). For example to set the beacon period to once every
second:

# config t

(config)# int dotllradioO
(config-if)# beacon ?
(config-if)# beacon period ?
(config-if)# beacon period 1000
(config-if)# exit

(config)# exit

To get rid of the beacon signal:

# config t

(config)# int dotllradioO
(config-if)# no beacon period 1000
(config-if)# exit

(config)# exit

31. PAYLOAD-ENCAPSULATION. If packets are received which are not defined
in IEEE 802.3 format, the WAP must format them using the required
encapsulation. The methods are:

e 802.1H (dotlh). This is the default, and is optimized for Cisco Aironet
wireless products.

e RFC1042. This is used by many wireless manufacturers (SNAP), and is thus
more compatible than 802.1H.

For example:

# config t

(config)# int dotllradioO

(config-if)# payload-encapsulation ?
(config-if)# payload-encapsulation rfcl042
(config-if)# exit

(config)# exit

32. CARRIER TEST. The WAP can show the activity on certain channels using the
carrier busy test (note that the connections to devices are dropped for about 4
seconds when these tests are made).

For example:

# show dotll ?
# show dotll carrier ?
# show dotll carrier busy
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33. RTS. The RTS (Ready To Send) is used to handshake data between the client
and the WAP. RTS threshold is used to set the packet size at which the access
point issues a request to send (RTS) before sending the packet. Low RTS
Threshold values are useful in areas where there are many clients, or where
the clients are far apart and cannot reach each other (the hidden node
problem). The Maximum RTS Retries (1-128) defines the maximum number
of times the access point issues an RTS before abandoning the send. For
example to set the threshold at 1000 Bytes and the number of retries to 10:

# config t

(config)# int dotllradioO
(config-iH)# rts ?

(config-if)# rts threshold ?
(config-if)# rts threshold 1000
(config-if)# rts retries ?
(config-if)# rts retries 10
(config-if)# exit

(config)# exit

To set the preamble to short:

# config t

(config)# int dotllradioO
(config-if)# preamble-short
(config-if)# exit

(config)# exit

To get rid of it:

# config t

(config)# int dotllradioO
(config-if)# no preamble-short
(config-if)# exit

(config)# exit

34. PACKET RETRIES. The maximum data retries value (1-128) defines the
number of attempts that a WAP makes before dropping the packet.

# config t

(config)# int dotllradioO
(config-if)# packet retries 5
(config-if)# exit

(config)# exit

35. FRAGMENT-THRESHOLD. The fragmentation threshold value sets the size
at which packets are fragmented (256 B to 2338 B). Low values are good when
there are many errors in the transmitted data, as there will be more chance
that each of the fragments will be received correctly. An example is:

# config t

(config)# int dotllradioO
(config-if)# fragment-threshold 1000
(config-if)# exit

(config)# exit
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36. IP PROXY-MOBILE. This command is applied to the interface command to
enable proxy Mobile IP operations. For example:

# config t

(config)# int dotllradioO
(config-if)# ip proxy-mobile
(config-if)# exit

(config)# exit

The basic details of the wireless access point is:

FAO - Fast Ethernet connection to the network.
DOT11RADIOO - 2.4GHz radio connection.
DOT11RADIO1 - B5GHz radio connection.

37. A particular problem can be were there are too many associations with the
wireless device. To limit the number of associations, the max-association
value is set. For example to set the maximum number of associations to 20:

# config t

(config)# int dO

(config-if)# ssid fred
(config-if-ssid)# ?

(config-if-ssid)# max-associations ?
(config-if-ssid)# max-associations 20
(config-if-ssid)# exit

38. To determine wireless nodes that have been associated with the WAP:

# show dotll ?
# show dotll associations
# show dotll statistics client-traffic

What is the IP address and the MAC address of the node has been associated with the WAP:

What is the transmitted signal strength:

What is the signal quality:

39. To list controllers

|# show controllers

1
interface Dotll1RadioO
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Radio 350 Series, Address 0007.50d5.bf4c, BBlock version 1.59, Software
version 5.30.17

Serial number: vms061904jc

Carrier Set: EMEA (EU)

Current Frequency: 2452 Mhz Channel 9

Allowed Frequencies: 2412(1) 2417(2) 2422(3) 2427(4) 2432(5) 2437(6) 2442(7)
2447(8) 2452(9) 2457(10) 2462(11) 2467(12) 2472(13)

Current Power: 50 mw

Allowed Power Levels: 1 5 20 30 50

Current Rates: basic-1.0 basic-2.0 basic-5.5 basic-11.0

Allowed Rates: 1.0 2.0 5.5 11.0

Best Range Rates: basic-1.0 2.0 5.5 11.0

Best Throughput Rates: basic-1.0 basic-2.0 basic-5.5 basic-11.0

Default Rates: no

Radio Management (RM) Configuration:

Beacon State 1 RM Tx Setting Enabled FALSE
RM Tx Power Level O RM Tx Channel Number O
Saved Tx Power 0 Saved Tx Channel 0

Priority O cw-min 5 cw-max 10 fixed-slot 6

Priority 1 cw-min 5 cw-max 10 fixed-slot 2

Priority 2 cw-min 4 cw-max 5 fixed-slot 1

Priority 3 cw-min 3 cw-max 4 fixed-slot 1

Radio running mobile: temp O C tx_power 50 bb_code 0x0
rssi_threshold Ox0 last alarm code 0x0 gain offset 0O

40. SHOW CONTROLLERS. The Show Controllers Dot11Radio0 command is used
to show the status of radio interface. For example:

# show controllers dotllradioO

An example of the output is:

1
interface DotllRadioO

Radio 350 Series, Address 0007.50d5.bf4c, BBlock version 1.59, Software version
5.30.17

Serial number: vms061904jc

Carrier Set: EMEA (EU)

Current Frequency: 2432 Mhz Channel 5

Allowed Frequencies: 2412(1) 2417(2) 2422(3) 2427(4) 2432(5) 2437(6) 2442(7)
2447(8) 2452(9) 2457(10) 2462(11) 2467(12) 2472(13)

Current Power: 50 mW

Allowed Power Levels: 1 5 20 30 50

Current Rates: basic-1.0 basic-2.0 basic-5.5 basic-11.0

Allowed Rates: 1.0 2.0 5.5 11.0

Best Range Rates: basic-1.0 2.0 5.5 11.0

Best Throughput Rates: basic-1.0 basic-2.0 basic-5.5 basic-11.0

Default Rates: no

Radio Management (RM) Configuration:

Beacon State 1 RM Tx Setting Enabled FALSE
RM Tx Power Level 0O RM Tx Channel Number O
Saved Tx Power 0 Saved Tx Channel 0
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41. SHOW CLIENTS. This command
associated clients, and uses:

is used to show the details of all the

# show dotll associations all-clients

An example of the output is:

Address : 0003.6dff.2a51
IP Address  192.168.0.11
Device : -

State - Assoc

SSID : tsunami

Hops to Infra o1

Clients Associated: O

Key Mgmt type - NONE
Capability :  ShortHdr
Supported Rates 1.0 2.05.511.0
Signal Strength : -29 dBm
Signal Quality 181 %
Power-save : OfF

Packets Input : 143

Bytes Input : 16801
Duplicates Rcvd -0

Decrypt Failed -0

MIC Failed -0

MIC Missing -0

42. SHOW DOT11 ASSOCIATIONS STATISTICS. This

Name

Interface

Parent
VLAN

Association Id

: DotllRadio O

Software Version :

: self
-0
-3

Repeaters associated: 0O

Encryption Rate

Connected for

Activity Timeout :

Last Activity

Packets Output
Bytes Output
Data Retries
RTS Retries

statistics for the associations. For example:

- 11.0

: 913 seconds
31 seconds

: 28 seconds ago

: 266

command shows the

# show dotll associations statistics

An example of the output is:

---- DOT11 Assocation Statistics -----

On Interface DotllRadioO:
cDotllAssStatsAssociated
cDotllAssStatsAuthenticated
cDotllAssStatsRoamedln
cDotl1AssStatsRoamedAway
cDotllAssStatsDeauthenticated
cDotllAssStatsDisassociated

cur_bss_associated

P P P P O ODNN

cur_associated
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cur_bss_repeaters
cur_repeaters

cur_known_ip

dotllDisassociateReason

dotllDisassociateStation

dotllDeauthenticateReason

dotllDeauthenticateStation

dotllAuthenticateFai lStatus

dotllAuthenticateFailStation

0
-0
1
2

:0003.6dff.2a51
:2
:0003.6dff.2a51
-0
-0000.0000.0000

43. SHOW INTERFACES DOT11RADIOO0 STATISTICS. This command shows
the statistics for the radio port. For example:
# show interfaces dotllradioO statistics

An example of the output is:

DOT11 Statistics (Cumulative Total/Last 5 Seconds):

RECEIVER

Host Rx Bytes:
Unicasts Rx:
Unicasts to host:
Broadcasts Rx:
Beacons Rx:
Broadcasts to host:
Multicasts Rx:
Multicasts to host:
Mgmt Packets Rx:
RTS received:
Duplicate frames:
CRC errors:

WEP errors:

Buffer full:

Host buffer full:
Header CRC errors:
Invalid header:
Length invalid:

Incomplete fragments:

Rx Concats:

RATE 11.0 Mbps
Rx Packets:

Rx Bytes:

RTS Retries:
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41758
450
450

1247
0
0
0
0
1247

65
57

o

656

o O O o

450
41664

NN N N N N N N N N N N N N NN NN

N

The full list of key interfaces are:

O O O O O OO OO OO OO0 oo oo o o o

TRANSMITTER

Host Tx Bytes:
Unicasts Tx:
Unicasts by host:
Broadcasts Tx:
Beacons Tx:
Broadcasts by host:
Multicasts Tx:
Multicasts by host:
Mgmt Packets Tx:
RTS transmitted:
CTS not received:
Unicast Fragments Tx:
Retries:

Packets one retry:
Packets > 1 retry:
Protocol defers:
Energy detect defers:
Jammer detected:
Packets aged:

Tx Concats:

Tx Packets:
Tx Bytes:

Data Retries:

135270
1258
11
30329
29773
556

52

764

NN N N N N N N N N N N N N NN NN

b
© ©

O O O O OO Oo O oo oo o o




# show interface ?

# show interface fa0

# show interface dotllradioO
# show interface bvi

44. SHOW DOT11 NETWORK-MAP. This command shows the radio network
map. For example:

# show dotll ?

# show dotll network-map

# config t

(config)# dotll network-map
(config)# exit

# show dotll network-map

# show dotll carrier ?

# show dotll carrier busy

Which frequency is the most utilized:

45. A few other show commands are:

show ip

show ip ?
show led

show led ?
show led flash
show line
show log

HHIFHHFHH

Syslog logging: enabled (0O messages dropped, 2 messages rate-limited, O
flushes, 0 overruns)

Console logging: level debugging, 31 messages logged

Monitor logging: level debugging, O messages logged

Buffer logging: level debugging, 32 messages logged

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Trap logging: level informational, 35 message lines logged

Log Buffer (4096 bytes):

*Mar 1 00:00:04.103: soap_pci_subsys_init: slot 3 found radio

*Mar 1 00:00:04.405: %LINK-5-CHANGED: Interface DotllRadioO, changed state
to reset

*Mar 1 00:00:05.429: %LINEPROTO-5-UPDOWN: Line protocol on Interface
DotllRadioO, changed state to down

*Mar 1 00:00:06.432: %LINK-3-UPDOWN: Interface FastEthernetO, changed state
to up

*Mar 1 00:00:07.432: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernetO, changed state to up
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*Mar 1 00:00:15.384: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernetO, changed state to down
*Mar 1 00:00:25.435: %SYS-5-RESTART: System restarted --

# show vlans

46.  Some other show commands are:

show aliases
show caller
show cca

show class-map
show clock
show crash
show dhcp ?
show dotll ?

HFHHFHHFHHH

adjacent-ap
antenna-alignment
arp-cache
associations
carrier

linktest

network-map
statistics

Display adjacent AP list

Display recent antenna alignment results
Arp Cache

association information

Display recent carrier test results
Display recent linktest results

Network Map
statistics information

# show dotll adjacent-ap
# show dotll arp-cache
# show dotll associations

802.11 Client Stations on DotllRadioO:

SSID [tsunami] :

MAC Address IP address Device Name Parent
State

0090.4b54.d83a 192.168.2.2 4500-radio - self
Assoc

Others: (not related to any ssid)

HHHHHHR

show dotll carrier ?

show dotll carrier busy

show dotll network-map

show dotll statistics

show dotll statistics ?

show dotll statistics client-traffic

Clients:

3-0090.4b54.d83a pak in 372 bytes in 31151 pak out 3 bytes out 262
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dup O decrpyt err O mic mismatch O mic miss O
tx retries O data retries O rts retries 0O
signal strength 43 signal quality 83

47. For radio tests:

# dotll ?

# dotll dotllradioO ?

# dotll dotllradioO carrier ?

# dotll dotllradioO carrier busy
# dotll dotllradioO linktest
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Lab 3: Ad-hoc networks

Outline:

The objective of this lab is demonstrate the principles of ad-hoc networks, especially
in joining a network and in assessing its performance. At the start of the lab you will
be given a name for your SSID, and assigned into groups.

What is the SSID that you group has been assigned:
[GroupA] [GroupB] [GroupC] [GroupD] [GroupE] [GroupF] [GroupG]

2.1.5 Setting SSID and mode

First locate the Wireless card panel, and set the Network Mode to 802.11 Ad-hoc and
the Network SSID to the name you have been assigned. The channel should also be
set to Channel 6, as shown in Figure 1.

= Belkin 802.11g Wireless Card El

Statug | Configure | Security || Awvailable Metworks | Profiles | Statistics | 4 *

Currenit Metwork

Network Made 802.11 Ad-Hoc(Camputer to Computer]

Metwork 5510 : fred -
Chaninel : B v
Radio Band Control
2.4GHz[802.11h) ®
Advanced
Fragmentation Threzhold A 2346
RTS/CTS Thieshald : 2346
Transmitted Fate 2.4GHz Preamble
Auto WAt v

BELKIN.

Figure 1: Wireless card settings

2.1.6 Setting IP address

Next locate the Wireless card in Network Connections, and remove the firewall. Next
right-click on the wireless icon, and set the TCP/IP settings (from Internet Protocols
TCP/IP), as shown in Figure 2. After this set the IP address of the card to one which
joins onto the subnet (Figure 3):

192.168.10.0

Which IP address and subnet mask have you chosen, and what are the other nodes in your group
assigned as:

Why does the gateway not have to be set:
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- Wireless Network Connection Properties

General |W’ireless Metwarks | Advanced |

Connect using:

| BB Bekin 802.11g Wireless Card |

Thiz connection uzes the following items:

S AEGIS Protocol |EEE 80218 v2.31.9 ~
%= Network Moritor Driver
v
< | =
B[ . B Ui
[rescription

Tranzmizzion Control Protocal/Intemet Protocol. The default
wide area netwark, protocal that pravides communication
across diverse interconnected netwaorks.

Show icon in natification area when connected
Motify me when thiz connection hag limited or no connectivity

Figure 2: Wireless card settings

Internet Protocol (TCP/IP) Properties

General |

‘r'ou can get IP settings aszigned automatically if your network supports
thiz capability. Othenwize, you need to ask your network. administrator for

the appropriate [P settings.

(O Obtain an IP address automatically
(® Usze the fallowing IP address:
P address: 192 0168 .10 . 1

Subnet maszk: 28R 286 286 0

Obtain OMS server address automatically

(®) Use the fallowing DMS server addresses:

Preferred DNS server: I:I

Alternate DMS server:

I 0K ]’ Cancel ]

Figure 3: Wireless IP settings

2.1.7 Connect to your ad-hoc network
Next scan for the available networks, and connect to your SSID.

Was the connection successful?

Wireless LANs 33




2! Belkin 802.11g Wireless Card §|

Status | Configure | Security | Available Metwarks | Profiles | Statistics | € *

Network S510 0 Signal  Encryption | Channel MAC Addiess
L (1= 100% MNone [ 02 CE;
i COBAI2 El%  None 3 00:00:65:72.C1:E

i Lynksys B4%  Mone B 00:06:25:4B:1C: 2
i COGAI3 87%  MNone g 00:07:50:D5BF:¢
1 COB&ir 8% None 1 00:14:BF:02:79:2
i COBairt F2%  MNone " 00:14:BF02:73:2
< ¥

Site Survey Status
Complete

[ I

BELKIN.

Figure 4: Scanning for ad-hoc networks

Next ping your node and the others in your network, such as with:

C:\Documents and Settings\co72047_.XP3>ping 192.168.10.2
Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=1467ms TTL=128
Reply from 192.168.10.2: bytes=32 time=1lms TTL=128
Reply from 192.168.10.2: bytes=32 time<lms TTL=128
Reply from 192.168.10.2: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1467ms, Average = 367ms

Was the ping successful to the nodes in your group:

2.1.8 Network characteristics

Next use IPCONFIG/ALL to determine the network settings of your wireless card,
such as:

C:\>ipconfig 7all

Windows 1P Configuration

Host Name . . . . . . . . . . . . I XP3
Primary Dns Suffix . . . . . . . : cO6server
Node Type . . . . . . . . . . . . = Unknown
IP Routing Enabled. . . . . . . . - No

WINS Proxy Enabled. . . . . . . . - No

Ethernet adapter Wireless Network Connection:
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Connection-specific

Description . . .
Physical Address.
Dhcp Enabled. . .
IP Address. . . .
Subnet Mask . . .
Default Gateway .

DNS Suffix .

No
192.168.10.1
255.255.255.0

Belkin 802.11g Wireless Card
00-11-50-15-B5-A2

What is the MAC address of your card:

What is the host name of your computer:

What is the IP address of the card:

2.1.9 Sharing a folder

On each of the machines within your network, create a folder, and share it to
everyone in the network, such as shown in Figure 5, 6 and 7. Next, in Figure 8, access
the shared folders within your group with the form of \\remoteIP. Create a

document, and get someone to access it remotely.

Has the sharing been successful?

= Local Disk (C:)

O -

o [

1de and folder lasks &

) Frename this folder
Gl Move the fokder

Iy Goty this fokdar
Publsh this folder to
e e Wieds

I Sharw thie fobber
£5] Feanad e fkbor's e
B, Didatm s e

Other Places

g My Conputer

) My Ducurnents
8 My Metrruek Flaces

Fie Edt  VYew Favordes Took Help

?“__ﬁr.mm Foiees  [711]

"J Program Fies
|
[ | e

-0

>

Figure 5: Creating a folder
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== Local Disk (C:)
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Figure 6: Sharing a folder

Tools  Help

General | Sharing | Securty | Customize |

“You can share this folder with other users on your

network. Toenable sharing for this folder, click Share this

falder.

(O Do nat share this folder
(®Share this folde

Share name: |tESH "

Comment. |

User fimit: () Marimum allowed

(O Allaw this number of users: l:l

To set permissions for users who access this
folder over the network, click Permissions.

To configure settings for offline access, click.
Caching.

Windows Firewall will be configured to allow this folder to be

shared with other computers on the network,

Wiew your Windows Firewall settings

[ 0K J[ Cancel ][

Apply

Address |<ee C1Y

System Tasks

I Hide the contents of this
drive
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':J Search for Files or folders
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2.1.10 Viewing network traffic

Run Ethernet, as shown in Figure 9, and unset the Capture packets in promiscuous
mode, and re-ping the network, and view the result in Ethernet (Figure 10).

Did it capture the ping event:

Outline some of the information that is provided on the ping with Ethereal:

[ i=1(ES

Capture

Interface: |IEEE 802.11g Wireless Card. (Micrasoft's Packet Scheduler) : \Devicel\NPF_{472E66F ¥
1P address: 192,168,10,1

Link-ayer header bype:  Ethernet | = |Buffer size: |1 | megabyte(s)

[ Capture packets in promiscuous mode

[ Limit each packet to |65 | bytes

w;apture Filter: |

Capture File(s)

El

Display Options

b Browse. ..

megabyte(s)

File: ‘ [ Update list of packets in real time

[ Use multiple files
[T automatic scrolling in live capture

[ Mext File every 1 =

'1—m minute(sy
[+ Ring buffer with 2 =] Files
[ Stop capture after |1 = File(s)

Stop Capture ...

[ mext file every. [T Hide capture info dislog

HMame Resolution

[+ Enable MAC name resolution

B o G ! lpachets) [ Enable petwork name resolution

[T ... after 1 2| megabyte(s) =

[T ... after 1 =] minute(s) - [ Enable transpork name resolution
£ -

In

X Cancel

Figure 9: Ethereal

@ (Untitled) - Ethereal Q@EI

File Edit Wiew Go Capture Analyze Statistics Help
W BEx @5 ¢ 0F L QA BOHE X
0
[0 Eiter: “ | Expressinn...| Y Clear | app|y|
=
Destination
T 1 0.000000 2 ] ] 10. ] TCMP,
2 0,000093 168.10.1 192.168.10.2 echo (ping)
3 0.997670 192.168.10.2 192.168.10.1 ICMP Echo (ping)
4 0.997753 192.168.10.1 192.168.10.2 ICMP Echo (ping)
51.995115 152.168.10.2 152.168.10.1 ICMP Echo (ping)
6 1.995203 102.168.10.1 1592.168.10.2 ICMP echo (ping)
7 3.000553 192.168.10.2 192.168.10.1 ICMP Echo (ping)
8 3.000634 192.168.10.1 192.168.10.2 ICMP Echo (ping)
9 6.0740960 152.168.10.2 152.168.10.255 BROWSE Domainsworkgroup Announcemend
10 31.708739 152.168.10.1 152.168.10.2 TCP 1090 > 12865 [S¥YM] Seq=0 Ack:
11 31.708150 152.168.10.2 192.168.10.1 TCP 12865 » 1090 [SvM, AcCk] seg=t
12 31.708202 182.168.10.1 192.168.10.2 TCP 1090 > 12865 [ACK] Segs=:
13 31.708330 1582.168.10.1 192.168.10.2 TCP 1090 > 12865 [PSH, ACK]
14 31.753555 152.168.10.2 1562.168.10.1 TCP 12865 > 1000 [PSH, ACK]
15 31.754409 152.168.10.1 152.168.10.2 TCP 1090 > 12865 [PSH, ACK]
16 31.77620% 152.168.10.2 192.168.10.1 TCP 12865 » 1090 [PSH, AcK]
17 31777385 1682.16R8.10.1 162.16R.10.2 TP 1091 > 1706 vl Sen=0
‘l ....... ‘
p Frame 1 (74 bytes on wire, 74 hbytes captured)
| Ethernet IT, Src: 00:11:50:15:ch:0d, Dst: 00:11:50:15:h5:a2
Lk Taternet Protncnl. Src addr: 192.168.10.7 (192.168.10.27. nst addr: 182.168.10.1 (192.16
<| ....... ‘ ﬂ
J[GG00 oo 11 50 15 bS az 00 11 50 15 ch od 08 00 45 00 P.. B
0010 00 3¢ 32 95 00 Q0 B0 01 72 d8 <0 ad 0a 02 <0 ag r.
0020 0a 0Ol 03 00 3a 5C 02 00 11 00 &1 62 &3 &4 85 66 cone e LLabedef
0030 57 68 69 6a 6b 6c 6d 6e &F 70 71 F2 73 74 75 76 ghijkImn opgrstuw
0040 F7¥ 61 62 63 64 65 66 67 6B 69 wabcdefg hi =
[File: (Untitled) 7860 KB 00 3| P: 8238 D: 6236 M; 0

Figure 10: Ethereal
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2.1.11 Running a performance test

On one machine run the netserver program, and, on another, run the netperf
program, and measure the data throughput. In the following, the throughput is
measured at 5.84Mbps:

C:\>netserver
Starting netserver at port 12865

C:\testlll>netperf -H 192.168.10.2
TCP STREAM TEST to 192.168.10.2

Recv Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput

bytes bytes bytes secs. 1076bits/sec
8192 8192 8192 10.00 5.84

What is the throughput in your test:

2.1.12 Client/server operation

Once the connection is working, the next thing to test is the TCP/Application layer.
For this, run the Basic Server (Figure 11) on one machine, and the Basic Client
(Figure 12) on another, and create a connection. Once connected run Ethereal and see
if you can see the data transfer.

Did the devices connect:

Can you see the data packets in Ethereal and read the contents of the conversation:

Which TCP port does the server use to communicate:

Which TCP port does the client use to communicate:

To determine the open TCP ports, run the netstat -a command, such as:

C:\> netstat -a
Active Connections

Proto Local Address Foreign Address State

TCP XP3:epmap 0.0.0.0:0 LISTENING
TCP XP3:microsoft-ds 0.0.0.0:0 LISTENING
TCP XP3:1026 0.0.0.0:0 LISTENING
TCP XP3:netbios-ssn 0.0.0.0:0 LISTENING
TCP XP3:1068 192.168.10.2:1001 ESTABLISHED
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Which line in your run relates to the client-server connection:

8 Basic Server (Author: W.Buchanan) E]@
File
Server details Client connection details
Listening Port: 1001 Port; 631
Local IP: 146176 212.191 IP: 146.176.212.191

R e

Message to send:
Hello. Are you still there? Cond
Receive window: Hello. How are you?
NAPIER
UNIVERSITY s ’
Figure 11: Basic server
8 Basic Client (Author: W.Buchanan) E]
File
Client connection details Server Connection Details
IP to connect to: 146.176.212.181 IP: 146.176.212.151
Port to connect to: 1001 Hort 1001
Status:
e eia Local address:  [145.176 212,191
Connect |
Message to send: l Sl
| |

[ fine. . How are you?

Heeses Yondow: Helo. Are you stil there?

NAPIER
UNIVERSITY

Figure 12: Basic client

2.1.13 Encryption (64-bit)

The next setting is to define 64-bit encryption with a pass phrase of cisco (left-hand
side of Figure 13). Reconnect again (right-hand side of Figure 13), and verify that the
network stills works. Next run the performance test again, such as:

C:\>netperf -H 192.168.10.2
TCP STREAM TEST to 192.168.10.2

Recv  Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput

bytes bytes bytes secs. 10”6bits/sec
8192 8192 8192 10.00 5.71
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What is the throughput:

= Belkin 802.11g Wireless Card rz| = Belkin 802.11g Wireless Card
Status Eonfigure| Security |Availab|e Metworks | Profiles | Statistics | ¢ % Status | Configure Securit}l| Available Networks | Profles | Statistics | ¢ #
O Mo Encryption Metwork 5510 Signal | Encryption | Channel MAC Address
B Napdir WA 1 00:14:69:04:FD:C
© Enable WEP Enaiyption g B2 : 000065 72C1E
(%) Create with Passphrase Key Length 1 Lyrksys 84%  MNone 51 00:06: 25:48:1C:2
P hrase: | . || " 1 COG&Ir3 7aE Mone g 00:07:50:05:BF:¢
Ssspivase: |5ee0 B4BR 1% 1 CORS  80%  More 1 00-14.BF 02732
) Manual Entry i COBAIN 5% Mone b 00:14:BF:02:79:2
Encryption K.ey [Hex 0-9 A-F)
K.ep Length
@ Key1: | |
< | ¥
Okey 2 | | > A
Connect
Key
OKey | | Site Survey Statuz
OiKey 4: | | Complete
[ I
BELKIN. [ |[# || BELKIN. [ o= |[ o |

Figure 13: 64-bit WEP encryption

2.1.14 Encryption (64-bit)

The next setting is to define 128-bit encryption with a pass phrase of cisco (left-hand
side of Figure 14). Reconnect again (right-hand side of Figure 14), and verify that the
network stills works, and measure the performance, such as:

C:\>netperf -H 192.168.10.2
TCP STREAM TEST to 192.168.10.2

Recv Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput

bytes bytes bytes secs. 1076bits/sec
8192 8192 8192 10.00 5.85

What is the throughput:

From the previous results, what affect does WEP encryption have on the throughput:
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=\ Belkin 802.11g Wireless Card | = Belkin 802.11g Wireless Card

Status | Configure | Security | Available Networks | Profiles || Statistics | ¢ * Status | Configure | Secuity | Available Networks | Profilss | Statistics | 4 *
() Mo Encryption Network 5510 Signal | Encrpption | Channel  MAC Address
£ %= WEP g 96: 7F:5F: 1F:40:[f
. . Napair 1% WPA 1 00:14:69:04:FD:C
O Bz 2P il 1COB2  70%  None 3 000065 P21
(%) Create with Passphiase Koy Langth 1 Lynksys % None 6 0006 25:48:1C:2
_ v =end A COR&R3  75%  Mone g 0007.50.D5:8F ¢
Passphrase: | cisoo 128 Bit (] iCoBANM 72%  Mone 11 O0H14.BF 02732
© Manual Entry i CoBair 80%  Mone 1l 00:14.BF:02:7%:2
Encryption ey [Hex 0-9 4F)
ey Length
@ Key 1:
£ ¥
O Key2:
Oker Site Survey Status
O Key & Complete
( )

BELKIN. BELKIN.

Figure 14: 128-bit WEP encryption

2.1.15 Differing connection speeds

Next we will determine if the connection speed has an affect on the throughput. For
this set the transmission rate at 1IMbps (see Figure 15), and run the performance test,
such as:

C:\testlll>netperf -H 192.168.10.2
TCP STREAM TEST to 192.168.10.2

Recv  Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput

bytes bytes bytes secs. 1076bits/sec
8192 8192 8192 10.00 0.81

What is the throughput:

What can you conclude from this:

2.1.16 Client/server and Encryption

Run the client and server on different machines again, and connect. Run Ethernet,
and view the network traffic.

Is it now possible to view the text which is passed between the client and server:
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2.1.17 Client/server and Encryption

As a final test, change the pass phase on one of the computers.

Can this computer now communicate with the other nodes:
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2! Belkin 802.11g Wireless Card

Status | Configue | Securly | Available Networks || Profiles | Statistics | €

Current Metwork,

Metwork Mode :
Network 551D - [fred |
Channel : | B b |

FRadio Band Control

2.4GH=(802.11b) ®
Advanced
Fragmertation Threshald: ~ ————————————— 2345
RTS/CTS Threshold : fonoooononno 46
Transmitted R ate 2.4GHz Preamble
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Lab 4: Infrastructure Network

You will be assigned a group. In this lab the setup is as follows:

Group | Device SSID BVI Host range Radio
channel
A Aironetl | GroupA | 192.168.2.1 | 192.168.2.10-192.168.2.12 | 2
B Aironet2 | GroupB | 192.168.2.2 | 192.168.2.13-192.168.2.14 | 3
C Aironet3 | GroupC | 192.168.2.3 | 192.168.2.15-192.168.2.17 | 4
D Aironet4 | GroupD | 192.168.2.4 | 192.168.2.18-192.168.2.19 | 5
E Aironet5 | GroupE | 192.168.2.5 | 192.168.2.20-192.168.2.22 | 7
F Aironet6 | GroupF | 192.168.2.6 | 192.168.2.23-192.168.2.24 | 8
G Aironet7 | GroupG | 192.168.2.7 | 192.168.2.25-192.168.2.27 | 9

The setup for the Windows server is 192.168.2.8 and the Linux server is 192.168.2.9. A
diagram of the system is shown in Figure 1.

192.168.2.10 192.168.2.11

Sl
[—=] [—=1 [—=1 [—=J [—=J
SSID: GroupA SSID: GroupB
gl 93985
Cofsole Server — — — — —
(C6CS1)
Eth SSID: GroupC SSID: GroupD
Con /
Eth Windows server:
192.168.2.8 = = = = =
S ]
[—=] [—=1J [—=1 [—=J [—=J
e eg21 ] SSID: GroupE SSID: GroupF
SSID: GroupA Con —
Eth Linux server:
192.168.2.9
. Con Yl jge iy el
Aironet2: — — — = f—
IP: 192.168.2.2 —
SSID: GroupB Eth | — SSID: GroupG
Aironet7: \/
IP: 192.168.2.7
SSID: GroupG
Figure 1:

An example setup for GroupA is:

hostname GroupA
dotll ssid GroupA
authentication open

guest-mode

int bvil
ip address 192.168.1.1 255.255.255.0
interface dO
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channel 2

station-role root

ssid GroupA

no shutdown
interface fa0

no shutdown

1. Configure your Aironet for the required settings for your group.

Outline the main configuration settings:

2. Set the IP address of your wireless cards. All the hosts on your network will
connect to the same subnet (192.168.2.x), as illustrated in Figure 1. What is
your IP address?

What is your IP address, and what are the others in the group:

3. Scan for your SSID, and connect to it.

Can you ping your own machine:

Can you ping the access point:

NOTE: Sometimes the card must be disabled and then enabled for it to fully re-
connect.

An example of a ping is:

C:\Documents and Settings\co72047_XP2>ping 192.168.2.20
Pinging 192.168.1.100 with 32 bytes of data:

Reply from 192.168.1.100: bytes=32 time<lims TTL=128
Reply from 192.168.1.100: bytes=32 time<lms TTL=128

C:\Documents and Settings\co72047.XP2>ping 192.168.1.240
Pinging 192.168.1.240 with 32 bytes of data:

Reply from 192.168.1.240: bytes=32 time=1ms TTL=255
Reply from 192.168.1.240: bytes=32 time=1ms TTL=255
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Internet Protocel (TCP/IP) Properties

General |

Subnet mask:

Default gateway

“You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to sk your netwark administrator for
the appropriate IP settings.

(0) Obtain an P address automatically
®lze the folloping I address:
1P address:

192 168

(®) Usg the fallowing DNS server addiesses:

266 266 285 0

Erefemed DMS server l:l
Alternate DMS server; l:l

Figure 1: Wireless card settings

= Belkin 802.11g Wireless Card

Statuz | Configure Securit_l,.l| Available Netwarks | Profiles || Statistics | ¢ *

Metwark SSID Signal  Encryption Channel  MALC Address
i Ciscowireless3 89%  Mone " 00:00 557 2L
5 Mapdir ED 2% WwWPA 1 00:14:E3:04:F
i Ciscowireless1 87 % MNone 11 00:14:BF-02:7
i Cizcowireless2 100%  Mone " 00:14:BF.027
i Ciscowirelessd 75%  Mone " 00:07:50:.05:E

£ *

Site Survey Status
Complete
(FRSSAPERRRANRRARRRRRRRRR N RRRRRRNRREE )

BELKIN.

Figure 2: SSID scan

Next access the Web page of the access point with http://192.168.2.x:

Was the connection successful?
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3 Cisco W5 Series AP - Home [= =]
e Lot vew Favomes Jocks e &

Quer O [H [B €| Lo e @ 2 5 E S

Address ] hatp: 1192 1681 2400

~| ]
; L]
Ciace Srantms
mm
Cisco 1200 Access Point
Hostname Ap Ap uptimne |s 0 mimtes
| Cliants 3 Hepeaters 0 I
IP Address 192160.1.240
i MAC Addmss i | D00 B5:a0 chib
| Motwork unestaces
Interface MAC Address Transmission Fate
| ¥ asEthames [ 0004, B5a0.cb3b [
| 1 Radlcg-a02 118 | a0agsT2cte 11,080z
Tirne Severity Description
[ort s007 18078 r— T ineaco B 1o, Saion G011 8075 chd Aaociniod
KEY_MGMTINOME]
! Dt anor e | omanon it oot a0 Stanon 0011 8618 <27 g 1 =
] vone o Intermat
Figure 3: Aironet device home page
5. Ping all the devices in your network. Next, as with Lab 3, share a folder on
your machine with the rest of your network:
Was the sharing successful:
6. As with Lab 3, run netperf and netserver, and determine the throughput of
the connection between two hosts:
Network throughput:
7. As with Lab 3, run the client and server, and make a connection between two
hosts:
Network throughput:
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Once all the group have setup their wireless networks, ping all the nodes in
the network:

Can you ping all the hosts?

Can you ping the Windows server (192.168.2.8)?

Using mstsc, make a remote desktop connection to the Windows server.

Can you remote desktop to the Windows server?
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Lab 5;: Remote Connections

You will be assigned a group. In this lab the setup is as follows:

Group | Device SSID BVI Host range Radio
channel
A Aironetl | GroupA | 172.16.1.1 | 172.16.1.10-172.16.1.12 2
B Aironet2 | GroupB | 172.16.1.2 | 172.16.1.13-172.16.1.14 3
C Aironet3 | GroupC | 172.16.1.3 | 172.16.1.15-172.16.1.17 4
D Aironet4 | GroupD | 172.16.1.4 | 172.16.1.18-172.16.1.19 5
E Aironet5 | GroupE | 172.16.1.5 | 172.16.1.20-172.16.1.22 7
3 Aironet6 | GroupF |172.16.1.6 | 172.16.1.23-172.16.1.24 8
G Aironet7 | GroupG | 172.16.1.7 | 172.16.1.25-172.16.1.27 9

The setup for the Windows server is 172.16.1.8 and the Linux server is 172.16.1.9. An
example setup for GroupaA is:

hostname GroupA
dotll ssid GroupA
authentication open
guest-mode
int bvil
ip address 172.16.1.1 255.255.255.0
interface dO
channel 2
station-role root
ssid GroupA
no shutdown
interface fa0
no shutdown

1. Setup your wireless network, and ping all the nodes in your network.

Can all the nodes connect to the wireless network, and can ping each other:

Use the command show dotll assoc on the access point. What is the output:

2. Telnet is one of the most widely use protocols for remote access of devices,
and uses port 23 by default. Enable up to 16 TELNET sessions on the access
point with the configuration:

# config t
(config)# line vty 0 15
(config-line)# transport input telnet

3. Using the TELNET program in Windows, test if the wireless nodes can access
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the wireless access point:

Can all the nodes TELNET into the access point:

4, Next, using the PuTTY client, TELNET into the wireless access point (as
illustrated in Figure 3).

Can all the nodes TELNET into the access point:

5. Next, run Ethereal, and capture the wireless traffic, and re-TELNET into the
access point. Verify that you can read the username and the password from
the network traffic (Figure 4).

Can you view the username and password:

6. Next, create a number of usernames and passwords using a form such as:

(config)# username fred password bert
(config)# username freddy password berty

Using a username and password for each person in the group, login using
their username and password. At the same time, using Ethereal, verify that
the username and password can be determined:

Can the username and password be determined for each session:

An example login is shown next:

User Access Verification
Username: fred

Password: bert

ap>
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&2 puTTY Configuration m

Category:
=H S_ession | Basic options for your PuTTY session |
D TE"" I_.oglging Specify your connection by host name or IP address
?Tmi 4 Host Mame (or IP address) Port
Bl |192.162.0.110 IEZ] |
- Features Protocal:
= Window OBaw  @Tenet  (ORogn  (O8SH
Appea@nce Load, save or delete a stored session
- Behaviour
.. Tranelation Saved Sessions
- Selection | |
+ Colours Default Settings
(=) Connection CGimax
- Proxy
- Telnet
Close window on exit:
O BMways (O Never (&) Only on clean exit

About [ Open ] [ Cancel ]

Figure 1: PUTTY connection for TELNET

0 =2@= : foa mphEX H S =

[ il o
S Rmesw OF 2 Qaa »hHlx &
= | 4 veree [ | o |

s [ - I
J
=
. ) SIS s g 0 10 1400119
?Eﬂ!mﬁfﬁ; il e u:?a::;'v-t Peres LaeT (14073, Bat port: tebnat (21}, Sea! MW, Ack: TH, Lot 4
R W
:m‘m: s (ralative m rambar y n
by s i,
Do Grmd ;- :(nﬂ-\u}
SREERER RS R EPEREE LR REERE
[ e e = ke
Figure 2: Ethereal showing the plaintext password
7. Telnet is seen as being an insecure, and, if security is an issue, it should be

disabled as a service and replaced with SSH, which uses encryption. To
enable only SSH on the access point implement the following:

# config t

(config)# ip domain-name fred.com

(config)# crypto key generate rsa

(config)# exit

# show ip ssh

# config t

(config)# ip ssh rsa keypair-name ap.fred.com
(config)# line vty 0 15

(config-line)# transport input ssh

Do the connections work:
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What TCP port is used, by default:

Is TELNET access possible:

8. Next connect to the access point using SSH (with the PuTTY client), as shown
in Figure 5.
g PuTTY Configuration
Category:
= Session Basic options for your PuTTY session
I_.ogging Specify your connection by host name or IP address
(=~ Teminal
Host Name (or IP address) Port
Keyboard
Bel 192.168.0.110) 2
Featurss Protocal:
= Window ORaw  OTelnet ORogn @ 8SSH
gppea@nce Load, save or delete a stored session
ehaviour
Translation Saved Sessions
Selection
Colours "
Default Settings
= Connection Qmax Lazd
Progy Save
o
= 55H
Auth
Tunnels Close window on exit:
Bugs O Mways (O Never (3 Only on clean et
About [ Cpen l [ Cancel ]
PUTTY Security Alert

N

to be the server.

the cache, hit Mo.

choice.

The new rsa key fingerprint is:
512 Oc: 7e:42:ba: 3c:0b:dTa4d4:08: 72:dha2i6 7 a7
If you were expecting this change and trust the new key,
hit Yes to update PUTTY's cache and continue connecting.
If you want to carry on connecting but without updating

WARMING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PUTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending

If you want to abandon the connection completely, hit
Cancel, Hitting Cancel is the OMLY guaranteed safe

|

[ ves

No

] [ Cancel

Figure 3: PUTTY connection for SSH

9. Next, using the show vty 0 command, verify that SSH is being used, such as:

# show line vty O

* 1 VTY
Line 1, Location: ", Type: "xterm"
Length: 24 lines, Width: 80 columns
Baud rate (TX/RX) is 9600/9600

335

0/0

Wireless LANs 51




Status: Ready, Active, No Exit Banner, Notify Process
Capabilities: none

Modem state: Ready

Special Chars: Escape Hold Stop Start Disconnect Activation

ANX none - - none
Timeouts: Idle EXEC Idle Session Modem Answer Session Dispatch
00:10:00 00:01:00 none not set
Idle Session Disconnect Warning
never
Login-sequence User Response
00:00:30
Autoselect Initial Wait
not set

Modem type is unknown.

Session limit is not set.

Time since activation: 00:02:11

Editing is enabled.

History is enabled, history size is 10.
DNS resolution in show commands is enabled
Full user help is disabled

Allowed input transports are ssh.

Allowed output transports are telnet ssh.
Preferred transport is telnet.

No output characters are padded

No special data dispatching characters

10. Run Ethereal, and verify that the username and password cannot be viewed.

Is it possible to view the username and password:

11.  If necessary, both TELNET and SSH access can be allowed with:

# config t
(config)# line vty 0 15
(config-line)# transport input any

Is it possible to TELNET and also SSH from each of the nodes:

12. An open session can be a security risk, especially if it is left unattended, as
another user could hi-jack the session. Thus a good security tip is to limit the
length of time that a session is allowed to stay inactive. In the following the
session time-out is set to one minute:

# config t

(config)# line vty 0 15
(config-line)# transport input ssh
(config-line)# session-timeout 1

and, after one minute of inactivity the session should be closed, such as:

52 W.Buchanan




User Access Verification

Username:
% Username:

Connection to host lost.

timeout expired!

PuTTY Fatal Error

Server sent disconnect message:
“Time-out activated™

Create a number of SSH sessions, and verify that after one minute of inactivity that the sessions
will time-out. Is this verified:

13.

Many firewalls block access to lower ports, such as TELNET and FTP, and

thus for TELNET/SSH access the port of the server on the access point must

be changed. In the following the port is changed to 2000:

(config)# ip ssh port 2000

rotary O

Connect to the SSH service using port 2000 (such as shown in Figure 5). Does it connect:

Achieve the same for TELNET access using the 2001 port. Does it connect using the new port?
What configuration is used:

% PuTTY Configuration
Category:
[=- Session Basic options for your PuTTY session
Logaing Specify your connection by host name or IP address
[=- Teminal
Keyboard Host Name (or IP address) FPort
Bell 192.168.0.110 2000
Features Protocal:
= Window () Baw O Telnet () Rlogin (%) 55H
Appea!ance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours Default Settings
= Connection Qmax
Prosgy
Telnet
Rlogin
=-55H
HAuth
Tunrels Close window on exit:
Bugs O Mways () Never () Only on clean exit
About [ Qpen ] [ Cancel

Figure 4: PUTTY connection for SSH
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14. Often the administrator wants to limit the number of TELNET sessions. In the
following case there is a limit of three TELNET/SSH sessions (0, 1 and 2):

(config)# line vty O 2
(config-line)# transport input any
(config)# line vty 3 15
(config-line)# transport input none

Connect to the access point with more than three sessions, and verify that it does not allow any
more than three. Is it working:
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Lab 6: Encryption/Authentication

You will be assigned a group. In this lab the setup is as follows:

Group | Device SSID BVI Host range Radio
channel
A Aironetl | GroupA | 10.0.0.1 10.0.0.10-10.0.0.12 2
B Aironet2 | GroupB | 10.0.0.2 10.0.0.13-10.0.0.14 3
C Aironet3 | GroupC | 10.0.0.3 10.0.0.15-10.0.0.17 4
D Aironet4 | GroupD | 10.0.0.4 10.0.0.18-10.0.0.19 5
E Aironet5 | GroupE | 10.0.0.5 10.0.0.20-10.0.0.22 7
13 Aironet6 | GroupF | 10.0.0.6 10.0.0.23-10.0.0.24 8
G Aironet7 | GroupG | 10.0.0.7 10.0.0.25-10.0.0.27 9

An example setup for GroupA is:

hostname GroupA
dotll ssid GroupA
authentication open
guest-mode
int bvil
ip address 10.0.0.1 255.255.255.0
interface dO
channel 2
station-role root
ssid GroupA
no shutdown
interface fa0
no shutdown

2. Setup your wireless network, and ping all the nodes in your network.

Can all the nodes connect to the wireless network, and can ping each other:

Use the command show dotll assoc on the access point. What is the output:

2. Setup your access point and nodes (Figure 1) so that they use WEP
encryption. An example of the encryption settings for the access point for
GroupA could be:

hostname ap

int bvil

ip address 10.0.0.1 255.255.255.0
exit

dotll ssid GroupA
authentication open
guest-mode

interface dO

channel 2
station-role root
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encryption key 1 size 40bit aaaaaaaaaa transmit-key
encryption mode ciphers tkip wep40
ssid APskills

Can all the nodes connect to the wireless network, and can ping each other:

Use the command show dotll assoc on the access point. What is the output:

Advanced Wireless Configuration Utility
Metwork Mame [SSID) APskills [:]
Metwerk Authentication Open v
EAP Method

Iriner EAP Method
Enable Cisco Client extensions far this netwark,
W Network Key | [ B ]
P The netwark password (WEP) can be entered as 5 or 13 ascii characters or
_4] 10 or 26 hexadecimal characters.
Netuorc Key:|*reereeres 10
Confirm Metwork Key: 10
Hide characters as | type
Key Index {advanced): (1 %)

Figure 5: WEP settings

3. Next setup LEAP authentication, with the following (for Group A):

hostname ap
aaa new-model
aaa group server radius rad_eap
server 192.168.1.110 auth-port 1812 acct-port 1813
exit
aaa group server radius rad_mac
exit
aaa group server radius rad_acct
exit
aaa group server radius rad_admin
exit
aaa group server radius dummy
server 192.168.1.110 auth-port 1812 acct-port 1813
exit
aaa group server radius rad_pmip
exit
aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local
aaa authorization exec default local
aaa authorization ipmobile default group rad_pmip
aaa accounting network acct_methods start-stop group rad_acct
aaa session-id common
int bvil
ip address 10.0.0.1 255.255.255.0
exit
radius-server local
nas 10.0.0.1 key sharedkey
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user aaauser password aaauser
exit

radius-server host 10.0.0.1 auth 1812 acct 1813 key sharedkey

dotll ssid GroupA
authentication open
authentication network-eap eap_methods
guest-mode
interface dO
channel 11
station-role root

encryption key 1 size 40bit aaaaaaaaaa transmit-key

encryption mode ciphers tkip wep40
ssid GroupA

4. Next setup the clients to support LEAP authentication, as shown in Figure 1.
Once the client has associated, determine the associated devices with:

# show dot assoc

802.11 Client Stations on DotllRadioO:
SSID [APskills] :

MAC Address IP address Device Name Parent  State
0090.4b54.d83a 10.0.0.1 4500-radio self EAP-Assoc
Others: (not related to any ssid)
Advanced Wireless Configuration Utility
Network Mame (SSID): APskils D
Netwaork Authentication: 802.1% | ne |
EAP Method
Inner EAF Method
LEAP M
Enable Cisco Client extensions for this network.
_D : | LisemamefPassword B B
[CJiPrompt for Usemame and Password:
[ Uss Windows Usemame and Password
Domain'\Usemame: |aaauser
Password: [***=**e"
Corfirm Password: [sessssas

Figure 6: LEAP setup

Which devices have associated:

Did you see a message on the access point which had the following format:

*Mar 1 00:00:51.750: %DOT11-6-ASSOC: Interface Dot11Radio0, Station
0090.4b54.d83a Associated KEY_MGMT[WPA]
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5. Next setup WPA with TKIP encryption, and LEAP authentication with (for
Group A):

hostname ap
aaa new-model
aaa group server radius rad_eap
server 192.168.1.110 auth-port 1812 acct-port 1813
exit
aaa group server radius rad_mac
exit
aaa group server radius rad_acct
exit
aaa group server radius rad_admin
exit
aaa group server radius dummy
server 10.0.0.1 auth-port 1812 acct-port 1813

exit
aaa group server radius rad_pmip
exit
aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local
aaa authorization exec default local
aaa authorization ipmobile default group rad_pmip
aaa accounting network acct_methods start-stop group rad_acct
aaa session-id common
int bvil

ip address 10.0.0.1 255.255.255.0
exit
radius-server local

nas 10.0.0.1 key sharedkey

user aaauser password aaauser

exit
radius-server host 10.0.0.1 auth 1812 acct 1813 key sharedkey
dotll ssid GroupA

authentication open

auth key-management wpa

authentication network-eap eap_methods

guest-mode
interface dO

channel 2

station-role root

encryption mode ciphers tkip

ssid GroupA

Which devices have associated:

Did you see a message on the access point which had the following format:

*Mar 1 00:00:51.750: %DOT11-6-ASSOC: Interface Dotl11Radio0, Station
0090.4b54.d83a Associated KEY_MGMT[WPA]
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Advanced Wireless Configuration Utility

Wetwork Name [SSID] APskills [:]
[ This is a computer-to-computer [ad ho] retwork.
Metwork Authentication: ‘WPA-Enterprize [v]
EAP Method
Inner EAP Method
LEAP Twel

Enable Cisco Clisnt sitensions for this netwark,

| B Usemame/Password | [ -

[] Prompt for Usemame and Password
[[] Use Windows Usemame and Password

Domain*lJsemame: 333user

Password: **eteee

Confirm Password: sssvess |

Hide characters as | type

Figure 7: LEAP setup

6.  If the client supports CCKM, then the following can be setup (for Group A):

hostname ap

aaa new-model

aaa group server radius rad_eap

server 10.0.0.1 auth-port 1812 acct-port 1813

exit
aaa authentication login eap_methods group rad_eap
int bvil
ip address 10.0.0.1 255.255.255.0
exit

radius-server local
nas 10.0.0.1 key sharedkey
user aaauser password aaauser
exit
radius-server host 10.0.0.1 auth 1812 acct 1813 key sharedkey
dotll ssid GroupA
authentication open
auth key-management cckm
authentication network-eap eap_methods
guest-mode
interface dO
channel 2
station-role root
encryption mode ciphers tkip
ssid GroupA
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Lab 7: Filtering/Blocking

You will be assigned a group. In this lab the setup is as follows:

Group | Device SSID BVI Host range Radio
channel
A Aironetl | GroupA | 192.168.2.1 | 192.168.2.10-192.168.2.12 | 2
B Aironet2 | GroupB | 192.168.2.2 | 192.168.2.13-192.168.2.14 | 3
C Aironet3 | GroupC | 192.168.2.3 | 192.168.2.15-192.168.2.17 | 4
D Aironet4 | GroupD | 192.168.2.4 | 192.168.2.18-192.168.2.19 | 5
E Aironet5 | GroupE | 192.168.2.5 | 192.168.2.20-192.168.2.22 | 7
F Aironet6 | GroupF | 192.168.2.6 | 192.168.2.23-192.168.2.24 | 8
G Aironet7 | GroupG | 192.168.2.7 | 192.168.2.25-192.168.2.27 | 9

The setup for the Windows server is 192.168.2.8 and the Linux server is 192.168.2.9. A
diagram of the system is shown in Figure 1.

The wireless access point can be used to filter mac addresses for a source and
destination. Its format is:

access-list [deny | permit] [source ac] [source mask] [dest mac] [dest mask]

For example to disallow the node with the mac address of 0090.4b54.d83a access to
0060.b39f.cael:

access-list 1101 deny 0090.4b54.d83a 0.0.0 0060.b39f.cael 0.0.0
access-list 1101 permit 0.0.0 FFFF.FFFF_FFFF 0.0.0 TFFFF_FIFF_FFFF

and it is applied with the following:

int doO

12-filter bridge-group-acl
bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 output-pattern 1101
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

ap#show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 192.168.1.110 - 000d.65a9.cblb ARPA  BVI1
Internet 192.168.1.101 1 0060.b39f.cael ARPA BVI1
Internet 192.168.1.103 2 0009.7c85.87f1 ARPA BVI1
Internet 192.168.1.115 1 0090.4b54.d83a ARPA BVI1

ap#

Determine all the mac addresses on your network:
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Block the access of one computer to another. What is the access-list used:

Is the access blocked, and can the other nodes still access each other:

1. Next remove the access list with:
no access-list 1101

and now add a new one which block access from one computer to two of the
hosts on the network.

Is the block successful:

2. The access point supports access-lists. For example, the following blocks a
host at 192.168.1.111 access to 192.168.1.110:

ip access-list extended Test
deny ip host 192.168.1.111 host 192.168.1.110
permit ip any any

dotll ssid GroupA
authentication open
guest-mode

interface dO

channel 11

ip access-group Test in
station-role root

ssid GroupA

3. Create a wireless network which blocks one of the nodes on the network, and
allows the other one.

What is the access-list:

Do the blocks work, and can the other nodes still communicate:

4. Along with IP filtering it is possible to filter for the TCP port. For example the
following blocking of any source host to any destation on port 80

ip access-list extended Test
deny tcp any any eq 80
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permit ip any any

dotll ssid GroupA

authentication open
guest-mode

interface dO

channel 11

ip access-group Test in
station-role root

ssid GroupA

Test the above script and make sure that none of the nodes can access the web
server on the access point:

Is web access blocked:

Modify the access-list so that only one node is blocked access to the web
server on the access point:

Is web access blocked:

Using the client and the server program, write and access-list which will
block communications between two of the nodes on the network for client-
server communications on port 1001:

Is the access blocked:

It is possible to block ICMP in the filtering, such as blocking a ping from
192.168.1.111 to 192.168.1.110:

ip access-list extended Test

5.

deny icmp 192.168.1.111 0.0.0.0 192.168.1.110 0.0.0.0
permit ip any any

Block a ping from one of the nodes on the network to the access point. Can you ping the access
point from it?

Can you ping from other nodes in the network?

Block a ping from one of the nodes on your network to another node.
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Is it possible to ping the access-point from one of the nodes:

Is it possible to ping from one of the nodes to the other:

Can you ping the Windows server?
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Lab 8: VLAN

The access point can assign VLANSs, where the nodes in the same VLAN can connect
to each other, but cannot communicate directly with nodes on another VLAN. This
allows nodes to connect to each other, even though they connect to a different access
device. In a wireless system the nodes can communicate with a VLAN over different
SSID. The mechanism used is IEEE 802.1Q tagging. The setup for the lab is defined in
Figure 1.

Thus, now setup the following:

SSID Group 1: MyVLAN1a, MyVLAN2a
SSID Group 2: MyVLAN1b, MyVLAN2c
SSID Group 3: MyVLANI1c, MyVLAN2c

PC1-PC5:  192.168.0.1-5
Access point:  192.168.0.100

192.168.0.110

192.168.0.1-3 192.168.0.4,5

Figure 8: Wireless configuration

Nodes PC1, PC2 and PC3 should associate with MyVLAN1, and PC4 and PC5
should connect to MyVLAN2. Assign the MyVLAN1 SSID to VLAN 1 and
MyVLAN?2 SSID to VLAN 2.

Can nodes PC1, PC2 and PC3 ping each other:

Can nodes PC4 and PC5 ping each other:
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Show that PC4 and PC5 cannot communicate with PC1, PC2, and PC3.

What are the associations:

An example of the configuration for Group 1 is:

(config)# interface BVI1

(config-if)# ip address 192.168.0.110 255.255.255.0
(config)# interface DotllRadioO

(config-if)# encryption key 1 size 40bit aaaaaaaaaa transmit-key
(config-if)# encryption mode ciphers tkip wep40
(config-if)# ssid APskillsl

(config-ssid)# authentication open

(config-ssid)# guest-mode

(config-ssid)# ssid MyVLANla

(config-ssid)# vlan 1

(config-ssid)# authentication open

(config-ssid)# ssid MyVLAN2a

(config-ssid)# authentication open

(config-ssid)# vlan 2

6. Now configure the sub-interfaces for the radio port and define IEEE 802.11Q
tagging, and assign them to a bridge group:

(config)# interface DotllRadioO.1
(config-if)# encapsulation dotlQ 1 native
(config-if)# bridge-group 1

(config-if)# interface DotllRadio0.2
(config-if)# encapsulation dotlQ 2
(config-if)# bridge-group 2

Can nodes PC1, PC2 and PC3 ping each other:

Can nodes PC4 and PC5 ping each other:

Show that PC4 and PC5 cannot communicate with PC1, PC2, and PC3.

What are the associations:

Using show vlan, show that the output is in the form:

Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: DotllRadio0O.1
Virtual-DotllRadioO.1

This is configured as native Vlan for the following interface(s) :

DotllRadioO
Virtual-Dotll1lRadioO
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Protocols Configured: Address:
Bridging Bridge Group 1
Bridging Bridge Group 1

Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: DotllRadio0.2
Virtual-Dotl1lRadio0.2

Protocols Configured: Address:
Bridging Bridge Group 2
Bridging Bridge Group 2

Received:

17
17

Received:

1
1

Transmitted:
9
9

Transmitted:
0
0

7. Now we will group the VLANSs together, if required, with a bridge group. Thus:

(config-if)# interface DotllRadio0.2
(config-if)# no bridge-group 2
(config-if)# bridge-group 1

Can nodes PC1, PC2 and PC3 ping each other:

Can nodes PC4 and PC5 ping each other:

What are the associations:

Show that PC4 and PC5 can now communicate with PC1, PC2, and PC3.
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Lab 9: VLANs and 802.1Q

The access point can assign VLANSs, where the nodes in the same VLAN can connect
to each other, but cannot communicate directly with nodes on another VLAN. This
allows nodes to connect to each other, even though they connect to a different access
device. In a wireless system the nodes can thus communicate with a VLAN over a
different SSID. The mechanism used is IEEE 802.1Q tagging.

The setup for the lab is defined in Figure 1, and the details are:

Group | Device SSID BVI Host range Radio
channel

A Aironetl | Scotland (VLAN 1) | 10.0.0.4 | 10.0.0.10-10.0.0.12 | 2
England (VLAN 2) 10.0.1.1-10.0.1.2

B Aironet2 | Ireland (VLAN 1) | 10.0.0.2 | 10.0.0.13-10.0.0.15 | 3
Wales (VLAN 2) 10.0.1.3-10.0.1.4

C Aironet3 | France (VLAN 1) 10.0.0.3 | 10.0.0.16-10.0.0.18 | 4
Germany (VLAN 2) 10.0.1.5-10.0.1.6

D Aironet4 | USA (VLAN 1) 10.0.0.4 | 10.0.0.19-10.0.0.21 | 5
Japan (VLAN 2) 10.0.1.7-10.0.1.8

1. Setup the connections, so that the first three nodes (PC1, PC2 and PC3) should
associate with the first SSID (such as Scotland), and PC4 and PC5 should connect
to the second SSID (such as England).

An outline of the configuration for Group A is:

(config)# dotll ssid Scotland
(config-ssid)# authentication open
(config-ssid)# vlan 1
(config-ssid)# guest-mode
(config-ssid)# exit

(config)# dotll ssid England
(config-ssid)# authentication open
(config-ssid)# vlan 2
(config-ssid)#exit

(config)# interface BVI1
(config-if)# ip address 192.168.0.110 255.255.255.0
(config)# interface DotllRadioO
(config-if)# channel 1
(config-if)# ssid Scotland
(config-if)# ssid England
(config-if)# no shutdown
(config-if)# int fa0

(config-if)# no shutdown

Wireless LANs 67



D youag

(€00Z Hod 00T'T°89T'Z6T) € IBUOIY

ve/e’0'0'0T
¥2/ve 000t ¥2/€C’0°0°0T ¥2/¢2’0'0°0T ¥2/T2°0'0°0T ¥2/02°0°0°0T

90900900

(@)
Auews9 :(z NVIA) AISS
& , . soueld (T NV1A) AISS

d yaousd (200z HOd 00T T°89T°Z6T) Z 1ouoiy
¥2/2°0°0°0T

¥2/61°0°0°0T ¥2/81°0°0°0T ¥2/LT'00°0T ¥2/9T°0°0°0T ¥2¢/ST'0'0°0T

(@)
safem (2 NV1A) AISS
puejall (T NVIA) AISS

Y ydusg (T00Z 1od 00T 'T'89T°Z6T) T U0y

¥2/1°'0°'0°0T

¥¢/¢1'0'0'0T

90900900

(®)

pue|bu3 :(z NVIA) AISS
puenoos (T NV1A) AISS

Outline of lab

68 W.Buchanan

Figure 1



2. Now configure the sub-interfaces for the radio port and define IEEE 802.1Q
tagging, and assign them to a bridge group:

(config)# interface DotllRadioO.1
(config-subif)# ?
Interface configuration commands:

arp Set arp type (arpa, probe, snap) or timeout
bandwidth Set bandwidth informational parameter
bridge-group Transparent bridging interface parameters
cdp CDP interface subcommands

default Set a command to its defaults

delay Specify interface throughput delay
description Interface specific description
encapsulation Set encapsulation type for an interface
exit Exit from interface configuration mode

ip Interface Internet Protocol config commands
keepalive Enable keepalive

logging Configure logging for interface

mtu Set the interface Maximum Transmission Unit (MTU)
no Negate a command or set its defaults
service-policy Configure QoS Service Policy

shutdown Shutdown the selected interface

timeout Define timeout values for this interface

(config-subif)# encapsulation ?
dotlQ |[IEEE 802.1Q Virtual LAN
(config-subif)# encapsulation dotlqg ?
<1-4094> |1EEE 802.1Q VLAN 1D
(config-subif)# encapsulation dotlg 1 ?
native Make this as native vlan
second-dotlq Configure this subinterface as a 1Q-in-1Q subinterface
<Cr>
(config-if)# encapsulation dotlq 1 native
(config-if)# bridge-group 1
(config-if)# interface DotllRadio0.2
(config-if)# encapsulation dotlqg 2
(config-if)# bridge-group 2

Can nodes PC1, PC2 and PC3 ping each other:
Can nodes PC4 and PC5 ping each other:
Show that PC4 and PC5 cannot communicate with PC1, PC2, and PC3.

What are the associations:

Using show vlan, show that the output is in the form:

Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)
VLAN Trunk Interfaces: DotllRadioO.1
Virtual-DotllRadioO.1
This is configured as native Vlan for the following interface(s) :
Dotl11RadioO
Virtual-DotllRadioO

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 1 17 9
Bridging Bridge Group 1 17 9

Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)
VLAN Trunk Interfaces: DotllRadio0.2
Virtual-Dotl1lRadio0.2

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 2 1 0
Bridging Bridge Group 2 1 0
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3. Now we will group the VLANSs together, if required, with a bridge group. Thus:

(config-if)# interface DotllRadio0.2
(config-if)# no bridge-group 2
(config-if)# bridge-group 1

Can nodes PC1, PC2 and PC3 ping each other:
Can nodes PC4 and PC5 ping each other:
Show that PC4 and PC5 can now communicate with PC1, PC2, and PC3.

What are the associations:

4. The switch which connects the Aironets can be access from:
192.168.1.100 Port 2008

Log into the device, and view the configuration. If 802.1Q trunking is not
enhanced, you may need to add the command:

(config)# switchport trunk encapsulation dotlqg
(config)# interface fal0/1
(config-if)# switchport trunk encapsulation dotlq

Now make sure that there is no bridge between the VLANSs, and now conduct the
following:

Within VLAN 1 which nodes in the whole network can you ping:

Within VLAN 2 which nodes in the whole network can you ping:

Note: In native VLANS, frames in a VLAN are not modified when they are sent over
the trunk. Often these are know as Management VLAN. These frames will thus be
standard Ethernet frames, and have no additional 802.1q information.

Note: To enable multiple SSIDs to be broadcast (add by J.Graves):

dotll ssid TEST1
mbssid guest-mode
dotll ssid TEST2
mbssid guest-mode

then enable mbssid on the radio interface, and then add the SSID’s:

int DotllRadioO
mbssid

ssid TEST1

ssid TEST2
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Lab 10: IP Routing

The access point can assign VLANSs, where the nodes in the same VLAN can connect
to each other, but cannot communicate directly with nodes on another VLAN. This
allows nodes to connect to each other, even though they connect to a different access
device. In a wireless system the nodes can thus communicate with a VLAN over a
different SSID. The mechanism used is IEEE 802.1Q tagging.

The setup for the lab is defined in Figure 1, and the details are:

Group | Device SSID BVI Host range Radio
channel

A Aironetl | Scotland (VLAN 1) | 10.0.0.4 | 10.0.0.10-10.0.0.12 | 2
England (VLAN 2) 10.0.1.1-10.0.1.2

B Aironet2 | Ireland (VLAN 1) | 10.0.0.2 | 10.0.0.13-10.0.0.15 | 3
Wales (VLAN 2) 10.0.1.3-10.0.1.4

C Aironet3 | France (VLAN 1) 10.0.0.3 | 10.0.0.16-10.0.0.18 | 4
Germany (VLAN 2) 10.0.1.5-10.0.1.6

D Aironet4 | USA (VLAN 1) 10.0.0.5 | 10.0.0.19-10.0.0.21 | 5
Japan (VLAN 2) 10.0.1.7-10.0.1.8

CONNECTION WITHIN A VLAN ON A SINGLE ACCESS POINT

1. Setup the connections, so that the first three nodes (PC1, PC2 and PC3) should
associate with the first SSID (such as Scotland), and PC4 and PC5 should connect
to the second SSID (such as England).

An outline of the configuration for Group A is:

# config t

(config)# dotll ssid Scotland
(config-ssid)# mbssid guest-mode
(config-ssid)# authentication open
(config-ssid)# vlan 1
(config-ssid)# exit

(config)# dotll ssid England
(config-ssid)# mbssid guest-mode
(config-ssid)# authentication open
(config-ssid)# vlan 2
(config-ssid)# exit

(config)# int BVI1

(config-if)# ip address 10.0.0.4 255.255.255.0
(config-if)# no shut

(config-ifH)# exit

(config)# int dO
(config-if)# mbssid
(config-if)# ssid Scotland
(config-if)# ssid England
(config-if)# channel 1
(config-if)# no shutdown
(config-if)# exit

(config)# int fal
(config-if)# no shutdown
(config-if)# exit
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(config)# int dO.1
(config-subif)# ?

Interface con
arp
bandwidth
bridge-grou
cdp
default
delay
description
encapsulati
exit

service-pol
shutdown
timeout

figuration commands:
Set arp type (arpa, probe, snap) or timeout
Set bandwidth informational parameter

p Transparent bridging interface parameters
CDP interface subcommands
Set a command to its defaults
Specify interface throughput delay
Interface specific description

on Set encapsulation type for an interface
Exit from interface configuration mode

icy Configure QoS Service Policy
Shutdown the selected interface
Define timeout values for this interface

(config-subif)# encapsulation ?

dotlQ IEEE

802.1Q Virtual LAN

(config-subif)# encapsulation dotlqg ?

<1-4094> 1

EEE 802.1Q VLAN 1ID

(config-subif)# encapsulation dotlg 1 ?

native

second-dotl

<Cr>
(config-iH)#
(config-iP)#
(config-iH)#
(config-iP)#
(config-iH)#
(config-iP)#
(config-iH)#
(config-iP)#
(config-iH)#
(config-iP)#
(config-iP)#

Make this as native vlan
q Configure this subinterface as a 1Q-in-1Q subinterface

encapsulation dotlq 1 native
int fa0.1

encapsulation dotlq 1 native
exit

int d0.2

encapsulation dotlq 2
bridge-group 2

int fa0.2

encapsulation dotlq 2
bridge-group 2

exit

Can nodes PC1, PC2 and PC3 ping each other:
Can nodes PC4 and PC5 ping each other:
Show that PC4 and PC5 cannot communicate with PC1, PC2, and PC3.

What are the associations:

2. Using show vlan, show that the output is in the form:

Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces:
Virtual-Dotll1lRadioO.1

DotllRadioO.1

This is configured as native Vlan for the following interface(s) :

Dotl1RadioO
Virtual-Dotll1lRadioO

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 1 17 9
Bridging Bridge Group 1 17 9

Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: DotllRadio0.2

Virtual-DotllRadio0.2

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 2 1 0
Bridging Bridge Group 2 1 0
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3. Now we will group the VLANSs together, if required, with a bridge group. Thus:

(config-if)# interface DotllRadio0.2
(config-if)# no bridge-group 2
(config-if)# bridge-group 1

Can nodes PC1, PC2 and PC3 ping each other? Can nodes PC4 and PC5 ping each other?
Show that PC4 and PC5 can now communicate with PC1, PC2, and PC3. What are the associations:

Objective: You should be able to access the other VLAN on the same access point.

4. Now reassign the bridge-groups, such as:

(config-if)# interface DotllRadio0.2
(config-if)# no bridge-group 1
(config-if)# bridge-group 2

Objective: You should not be able to access the other VLAN on the same access
point.

ENABLING TRUNKING BETWEEN VLANs

5. The switch which connects the Aironets can be accessed from 192.168.1.100 Port
2008. Log into the device, and view its configuration. 802.1q can be enabled and
trunked between the ports of the switch with:

# vlan database

(vlan)# vlan 1

(vlan)# vlan 2

(vlan)# exit

# config t

(config)# int fa0/1

(config-if)# switchport trunk encapsulation dotlq
(config-if)# switchport trunk native vlan 1
(config-if)# switchport trunk allowed vlan 1,2
(config-if)# switchport mode trunk

(config-if)# switchport nonegotiate

(config-if)# int fa0/2

(config-if)# switchport trunk encapsulation dotlq
(config-if)# switchport trunk native vlan 1
(config-if)# switchport trunk allowed vlan 1,2
(config-if)# switchport mode trunk

(config-if)# switchport nonegotiate

(config-if)# int fa0/3

(config-if)# switchport trunk encapsulation dotlq
(config-if)# switchport trunk native vlan 1
(config-if)# switchport trunk allowed vlan 1,2
(config-if)# switchport mode trunk

(config-if)# switchport nonegotiate

(config-if)# int fa0/4

(config-if)# switchport trunk encapsulation dotlq
(config-if)# switchport trunk native vlan 1
(config-if)# switchport trunk allowed vlan 1,2
(config-if)# switchport mode trunk

(config-if)# switchport nonegotiate

(config)# exit

# exit
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6. Now make sure that there is no bridge between the VLANs, and now conduct the
following:

Within VLAN 1 which nodes in the whole network can you ping:

Within VLAN 2 which nodes in the whole network can you ping:

All the nodes in VLAN 1 should be able to ping each other.
All the nodes in VLAN 1 should be able to ping each other.

Nodes in VLAN 1 cannot ping nodes in VLAN 2, and vice-versa.

Objective: You should be able to ping any node in your VLAN, no matter which
access point they connect to, but not in other VLANs. PLEASE NOTE IT CAN TAKE
UP TO A MINUTE FOR THE TRUNKING TO OCCUR ... PLEASE BE PATIENT!

ENABLING IP ROUTING BETWEEN VLANSs
7. Now we can enable routing between the VLANSs, at Layer 3, with modifications
on the switch:

# config t

(config)# ip routing

(config)# vlan 1

(config-vlan)# exit

(config)# int vlian 1

(config)# ip address 10.0.0.254 255.255.255.0
(config-vlan)# exit

(config)# vlan 2

(config-vlan)# exit

(config)# int vlan 2

(config-if)# ip address 10.0.1.254 255.255.255.0
(config-if)# exit

8. Now make sure that you set the default gateway for nodes in VLAN 1 to
10.0.0.254, and for VLAN 2 to 10.0.1.254. This will send all the unknown traffic to
the switch.

Within VLAN 1 which nodes in the whole network can you ping:

Within VLAN 2 which nodes in the whole network can you ping:

Objective: You should now be able to get the whole network to communicate.
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Example configurations

Access Point 1:

config t

dotll ssid Scotland
mbssid guest-mode
authentication open
vian 1

exit

dotll ssid England
mbssid guest-mode
authentication open
vian 2

exit

int BVI1
ip address 10.0.0.4 255.255.255.0
no shut

exit

int dO
mbssid

ssid Scotland
ssid England
channel 1

no shut

exit

int fa0
no shut

exit

int do0.1

encapsulation dotlg 1 native
int fa0.1

encapsulation dotlg 1 native
exit

int d0.2

encapsulation dotlq 2
bridge-group 2

int fa0.2

encapsulation dotlq 2
bridge-group 2

exit
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Access Point 2:

config t

dotll ssid Ireland
mbssid guest-mode
authentication open
vian 1

exit

dotll ssid Wales
mbssid guest-mode
authentication open
vian 2

exit

int BVI1

ip address 10.0.0.5 255.255.255.0
no shut

exit

int do

mbssid

ssid Ireland

ssid Wales

channel 2

no shut

exit

int fa0
no shut

exit

int do.1

encapsulation dotlq 1 native
int fa0.1

encapsulation dotlg 1 native
exit

int d0.2

encapsulation dotlqg 2
bridge-group 2

int fa0.2

encapsulation dotlqg 2
bridge-group 2

exit

Switch configuration

vlan database
vlan 1

vlan 2
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exit
config t
int fa0/1
switchport
switchport
switchport
switchport
switchport
int fa0/2
switchport
switchport
switchport
switchport
switchport
int fa0/3
switchport
switchport
switchport
switchport
switchport
int fa0/4
switchport
switchport
switchport
switchport
switchport
exit

exit

IP Routing

config t

ip routing
int vlian 1
ip address
no shutdown
int vlan 2
ip address

no shutdown

trunk encapsulation dotlq
trunk native vlan 1
trunk allowed vlan 1,2
mode trunk

nonegotiate

trunk encapsulation dotlq
trunk native vlan 1
trunk allowed vlan 1,2
mode trunk

nonegotiate

trunk encapsulation dotlq
trunk native vlan 1
trunk allowed vlan 1,2
mode trunk

nonegotiate

trunk encapsulation dotlq
trunk native vlan 1
trunk allowed vlan 1,2

mode trunk

nonegotiate

on switch

10.0.0.254 255.255.255.0

10.0.1.254 255.255.255.0
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Lab 11: RADIUS

This lab will show you how to set up a Remote Authentication Dial In User Services
(RADIUS) server. The software used in this lab is called FreeRadius, and is a
Windows port of the popular RADIUS server for Linux. It can be downloaded at
http://www .freeradius.net/.

Although you have demonstrated an AP’s capability to authenticate to a RADIUS
server, this service was on the access point itself. The following procedure highlights
the manner in which a RADIUS server can be located remotely, and still provide
authentication.

There are two main components to this — the access point and the radius server.
Due to topology complications, the RADIUS server will be set up on the same access
point as the authentication point. This will be achieved by using two SSID’s — one for
the RADIUS server to connect to, and one for the clients to connect and authenticate
too. This is not common practice. Normally, a RADIUS server will be located
somewhere else in the infrastructure, and on a wired link. Please refer to Figure 1.

SSID: Infrastructure (( )) SSID: Client
A x
K R

o 7 \ Requires  Authentication
Open  Authentication on - with WEP and EAP, from
SSID. o authentication - AP and RADIUS Server
needed Al

’ Y
» N

Figure 1

The setup for the lab is defined in Figure 1, and the details are:

Group | Device SSID BVI Host range Radio
channel

A Aironetl InfrastructureA (VLAN 1) 192.168.2.1 | 192.168.2.10- 2
ClientA (VLAN 2) 192.168.2.14

B Aironet2 InfrastructureB (VLAN 1) 192.168.2.2 | 192.168.2.15 — 3
ClientB (VLAN 2) 192.168.2.19

C Aironet3 InfrastructureC (VLAN 1) 192.168.2.3 | 192.168.2.20 — 4
ClientC (VLAN 2) 192.168.2.24

D Aironet4 InfrastructureD (VLAN 1) 192.168.2.4 | 192.168.2.25 — 5
ClientD (VLAN 2) 192.168.2.29
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int dO0.1
encapsulation dotlq 1 native
bridge-group 1

exit

int do0.2
encapsulation dotlq 2
bridge-group 1

exit

dotll ssid InfrastructureA
mbssid guest-mode
authentication open
vian 1

exit

dotll ssid ClientA
mbssid guest-mode
authentication network-eap eap_methods
vian 2

int BVI1
ip address 192.168.2.1 255.255.255.0
exit
int dO
mbssid
ssid InfrastructureA
ssid ClientA
encryption vlan 2 key 2 size 40bit aaaaaaaaaa transmit-key
encryption vlan 2 mode wep mandatory
channel 2
no shut
exit

int fa0
no shut
exit

aaa new-model

aaa group server radius rad_eap

server 192.168.2.10 auth-port 1812 acct-port 1813

aaa authentication login eap_methods group rad_eap

aaa session-id common

radius-server host 192.168.2.10 auth-port 1812 acct-port 1813 key testingl23

2. Choose a client to act as the RADIUS server. Connect it to the SSID
Infrastructure, and assign it the IP address outlined in the previous commands
for the RADIUS machine. You can use a machine with a Belkin adaptor for this.

3. Configure the Radius server. You must now configure the Clients.conf file. This is
located in C:\Program Files\FreeRADIUS.net-1.1.1-r0.0.1\etc\raddb Find a space
at the bottom of the document, and add the following;:

client 192.168.2.0/24 {
secret = testingl23
shortname = private-network-2

4. Start the RADIUS server in debug mode. Debug mode is very useful, as it will
inform you of all RADIUS authentication requests, and exactly what it does with
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them. You may want to monitor this window when trying to authenticate a
machine, to check to see if it works.

| C:\Program Files\FreeRADIUS._net-1.1.1-r0.0.1\bin> radiusd.exe -d ../etc/raddb —AX

5. Attempt to authenticate the other client to the Client SSID. For this, you will have
to use the Cisco Aironet 350 wireless card in your machine. You must disable the
Belkin wireless adaptor for this to work properly. Once you have done so, start
the Cisco adaptor, click on the Aironet Client Utility (ACU), and you'll see a
screen like this:

i Ajronet Client Utility
Commands Options  Help

E B 9 m B w @ e F ¢ @
Select  Profile  Status  Statistic  Load Link. Site Link  Prefere Help  About
Praofile  Mana... 5 Firm...  Test  Surwey Statu... nces

Cisco SYSTEMS

Arronet Client Utility ¥5.05

Your 350 Series is Associated bo ap  IP Address 192,168.2,1 1233 PM

Click on Profile Manager, and enter a new name for the profile:

Profile Management

‘ladiusT esf

| [

-

]

Ok Cancel Apply Help

Click OK, and enter your Client ID into the SSID1 field.
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Systern Parameters | BF Networkl Advanced [Infrastructure] | Metwork Security

wiLAMN-PC4
Client

o

ak. I Cancel I Help |

Click on the Network Security Tab, and set the screen as follows:

ak. I Cancel | Help |

Click on Configure, and set the client as follows:
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x)

LEAP Settings

LEAR Uzer Mame and Pagzword Settings
&+ |Use Tempaorary Llzer Mame and Pazsword

[ Use Windows Uszer Mame and Passward
I+ Automaticaly Prompt for LEAP User Name and Pazsword
" Manually Prompt for LEAP User Mame and Password

[ |Use Saved User Mame and Pazsword

User Marne: |

Paszzword: |

Confirm Paszward: |

Dannair: |

[ Inelude Windows Logon Darnain with User Name
[v Mo Metwork Connection Unless User is Logged |n
LEAP Authentication Timeout Yalue [seconds) |30

Drefaults | 0k | Cancel ‘ Help |

Click OK, and select your profile. When prompted, enter the user name and
password:

Username: testuser
Password: testpw

Clear the domain box, and click OK. Your main ACU window should display
whether you've been successful or not. Once you have a successful authentication,
assign an IP address to the adaptor.

Enter Cisco Wireless Network Password

D Flease enter your LEAP uzer name and password ta log on to
= the Wireless network.
- !!lﬁ Cahicel
Uzer name: |testuser
Pazswaord: R
Log o ta: | ﬂ

6. Show, on the access-point that you have two associations, one should be open
and the other should be through EAP-Assoc:

ap#show dotll assoc
802.11 Client Stations on DotllRadioO:
SSID [ClientA] :

MAC Address IP address Device Name Parent State
0009.7¢cd1.9075 192.168.2.22 350-client WLAN-PC13 self EAP-Assoc
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SSID [InfrastructureA] :

MAC Address IP address Device Name
0011.5015.b71c 192.168.2.10 4500-radio -

Parent State
self Assoc

7. Check the details of the RADIUS server, such as:

Module: Instantiated radutmp (radutmp)
Listening on authentication *:1812
Listening on accounting *:1813

Ready to process requests.

rad_recv: Access-Request packet from host 192.168.2.1:1645,

User-Name = "testuser"

Framed-MTU = 1400

Called-Station-I1d = "0017.e019.9640"
Calling-Station-1d = "0009.7cd1.9075"
Service-Type = Login-User

Message-Authenticator = 0x5d54508193fc791123ba2fa9eleccb76

EAP-Message = 0x0202000d017465737475736572
NAS-Port-Type = Wireless-802.11
NAS-Port = 265
NAS-I1P-Address = 192.168.2.1
Processing the authorize section of radiusd.conf

id=1, length=125

8. Next enter an incorrect user ID, such as:

Enter Cisco Wireless Network Password

D Please enter your LEAP uzer narne and password ta log on to
the: Wirelezs network.
=5
e Cancel
Uzer name: |testuser2
Pazzward: i
Log an to: | ﬂ

And show that the authentication is unsuccessful, such as:

LEAP Authentication

again,

'j IUnable to authenticate wireless user. Please make sure you have entered the right user name and password and try
L

9. Explore the users file, which is kept in the C:\Program Files\FreeRADIUS.net-
1.1.1-r0.0.1\etc\raddb directory. Try and add a few new users. Make sure you

restart the RADIUS server. An example of a new user is:

testuser User-Password == ""testpw"
bill User-Password == "bill"
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Can you authenticate using the new users you've added?

10. Use Ethereal to monitor the packets arriving at the RADIUS server. Look at the
RADIUS debug screen at the same time, and determine what’s happening.

What does it say when you enter an incorrect username and password?

What happens when you change the server secret in the Clients.conf file?

Now monitor Ethereal while supplying correct and false information.

Can you identify the handshake process?

How does it differ when incorrect information is supplied to the RADIUS server?

11. Disable mandatory WEP on VLAN2.

Can you connect to the Radius Server now?

Why Not?
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Lab 12: SNMP and Logging

The setup for the lab is:

Group | Device SSID BVI Host range Radio
channel

A Aironet]l | Scotland 10.0.0.4 | 10.0.0.10-10.0.0.14 | 2

B Aironet2 | England 10.0.0.2 | 10.0.0.15-10.0.0.19 | 3

C Aironet3 | Ireland 10.0.0.3 | 10.0.0.20-10.0.0.24 | 4

D Aironet4 | Wales 10.0.0.5 |10.0.0.25-10.0.0.29 | 5

1. Once you have set the network up, install NetSNMP on the Windows machines.
Enable SNMP on the Aironet with the commands:

(config)# snmp-server community public
(config)# snmp-server contact YOURNAME
(config)# snmp-server location C6 lab bench A
(config)# snmp-server chassis-id napier

2. Perform an SNMP walk on your Aironet:

C:\usr\bin> snmpwalk -0s -c public -v 1 10.0.0.4

sysDescr.0 = STRING: Wireless- DSL G .
sysObjectID.0 = OID: enterprises.3 1.1 SNMP Version

and determine the following;: Community string

System Description:

MAC address of the EO port:
MAC address of the DO port:
Up time (s):

Contact name:

MTU (Ethernet):

MTU (DO):

Speed (DO0):

IP address (BVI1):

2. Now perform an smnpget command to retrieve the values, such as:

C:\usr\bin> snmpget -0Os -c public -v 1 10.0.0.4 system.sysDescr.0
sysDescr.0 = STRING: Wireless-G ADSL Gateway

3. Now use the snmpwalk command to view the contents of the tables in the MIB,
such as:

C:\usr\bin> snmpwalk -Os -c public -v 1 10.0.0.4 system
sysDescr.0 = STRING: Wireless-G ADSL Gateway
sysObjectID.0 = OID: enterprises.3955.1.1
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sysUpTimelnstance = Timeticks: (198354) 0:33:03.54
sysContact.0 = STRING: Linksys

sysName.0 = STRING: Linksys WAG54G

sysLocation.0 = STRING:

sysServices.0 = INTEGER: 4

Outline some of the contents of:

SYSTEM:

IF:

ICMP:

TCP:

4. Now change the community string to your Napier:

(config)# snmp-server community Napier
(config)# snmp-server contact YOURNAME
(config)# snmp-server location C6 lab

(config)# snmp-server chassis-id napier

Which command would you now use to show the SYSTEM table:

5. Ping the Aironet. Now determine the entries which shows the ping;:

C:\usr\bin> snmpwalk -0s -c public -v 1 10.0.0.4 icmp
icmplnMsgs.0 = Counter32: 14

icmplnErrors.0 = Counter32: O

icmplnDestUnreachs.0 = Counter32: 2

Which entry defines the count for pings:

6. Enable SNMP on the Windows PC. Now determine:

System Description:

MAC address of the EO port:
Up time (s):

Contact name:

MTU (Ethernet):

IP address (Ethernet):
Software installed:

Which TCP ports are listening:
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Check these with the netstat —a command.

7. Now use the snmpwalk command to view the full details of the tables in the
MIB, such as:

C:\usr\bin> snmpwalk -c public -v 1 10.0.0.10 system

SNMPV2-MIB: :sysDescr.0 = STRING: Hardware: x86 Family 6 Model 13 Stepping 8
AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1 (Build 2600
Uniprocessor Free)

SNMPV2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.311.1.1.3.1.1

DISMAN-EVENT-MIB: :sysUpTimelnstance = Timeticks: (662239) 1:50:22.39

SNMPv2-MIB: :sysContact.0 = STRING:

SNMPv2-MIB: :sysName.0 = STRING: BILL-93D44FD838

SNMPV2-MIB: :sysLocation.0 = STRING:

SNMPVv2-MIB: :sysServices.0 = INTEGER: 76

IF-MIB: zifNumber.0 = INTEGER: 5

IF-MIB::ifIndex.1l = INTEGER: 14

8. Now use snmptranslate to determine the OID numbers:

C:\usr\bin> snmptranslate -On SNMPv2-MIB: :sysDescr.0
21.3.6.1.2.1.1.1.0

Determine the OID for the following:

System name:

Up time:

Contact name:

Location:

Physical address (Ethernet card):
Physical address (Wireless card):
IP address (Ethernet card):

IP address (Wireless card):
Explain the format of the OID:

9. Enable SNMP on the switch, and determine the following:

System Description:

MAC address of the FAO/1 port:
Up time (s):

Contact name:
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10. Once you have set the network up, install the NapierSNMP program on the
Windows machines. Now, using the client, view the SNMP information on the
hosts, and also on the Aironet.

[0™ SNMP Viewer,
File #gent Help

Parameters

IP address: 127.0.01 Gol Start SNIMF (local]
Cammunity sting: [ blic

caentre for
distributed
computing
s SEcurity
nterface | IGMP | 1P | TCP | UDP | SHMP|
Details = =
Description Hardware: 86 Family & Model 13 Stepping 8 AT/AT COMPATIBLE - Saoftware:
Wwindows 2000 %erzion 5.1 (Build 2800 Uniprocessor Free] .
Sustem ID: |enlerprises.31 1.1.1.311
Contact: |
Nare: |BILL-93D 44FDE38
wfalk: spsDescr.0 = STRING: Hardware: x85 Family & Model 13 Stepping 8 AT /AT -
COMPATIBLE - Software: YWindows 2000 Yersion 5.1 [Build 2600 Uniprocessor
Free)
sps0bjectD.0=0ID: enterprizez.311.1.1.3.1.1
syl pTimelnstance = Timeticks: [1934164) 5:22:21.64
syzsContact. 0 = STRIMG:
spsMame.0 = STRING: BILL-93D44FDE3E
syzLocation.0 = STRIMG: £

Author's Web Site

Figure 2:

Note some of the details:

2.2 Logging

The use of logging is important in most networks, especially where there are
multiple devices. One method is to use a Syslog server, which can gather the alerts
from devices on the network. Along with this, this lab will investigate the TELNET
protocol, which is seen as being insecure as the password and user ID of the user is
passed through the data packet in plain text. The main objectives are:

1. The usage of logging is important in most networks, especially where there

are multiple devices. One method is to use a Syslog server, which can gather
the alerts from devices on the network. First install the Kiwi Syslog program
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on all the clients on the network (such as on 10.0.0.10), and start the service
with:

Manage-> Install the Syslogd service
Manage-> Start the Syslogd service

2. Next, enable logging to the Syslog server for each of the nodes with:

# config t

(config)# logging 10.0.0.10
(config)# logging 10.0.0.11
(config)# logging 10.0.0.12
(config)# logging 10.0.0.13
(config)# logging 10.0.0.14

3. Once it has been setup, verify the operation of the Syslog server by typing in
commands, and prompting messages, such as shown in Figure 3.

Do you receive messages on the Syslog server on all the nodes:

Disable logging to 10.0.0.13. Do the messages stop apprearing on this node:

Kiwi Syslog Service Manager (Version 7.2.35) EE
Fle Edit Yiew Manage Help

P m A Display 00 (Defaul) =
Date | Time | Piioiity | Hostname | Message ]
11-26-2005 18:42:17 Local7.Motice 192.168.0.110 66: *Mar 1 04:15:31.971: %5Y5-5-CONFIG_I: Configured from console by console
11-26-2005 18:42:02 Local7 Notice 192.168.0.110 B65: *Mar 1 04:15:16.728: %5Y5-5-CONFIG_I: Configured from console by console
11-26-2005 18:41:46 Local7 Notice 192.168.0.110 64: *Mar 1 04:15:01.365: %5Y5-5-CONFIG_I: Configured from console by console

~

100% | 3MPH 1842 | 11-26-2005

Figure 3: Syslog server

4. The remote login is a source of insecurity, and often the device is setup so that
only certain devices can login into the access-point. In the following example,
a single device (10.0.0.10) is only allowed access to TELNET into the access
point:

(config)# access-list 1 permit 10.0.0.10
(config)# access-list 1 deny any
(config)# line vty 0 15

(config-line)# access-class 1 in

Setup the access point so that only one device can login using TELNET. Verify it on each of the
clients. Does it work:
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Modify it so that it excludes just one address (such as 10.0.0.11) from access, but allows any
other address. What is the configuration which achieves this:

5. Often there are problems with intruders when they continually try to login. It
is possible to log when the deny part of the access-list is fired, such as:

(config)# access-list 1 permit 10.0.0.10
(config)# access-list 1 deny any log
(config)# line vty 0 15

(config-line)# access-class 1 in

6. Now, try to login using a device which is barred from TELNET access, and
verify with sh log that you get a message such as:

*Mar 1 00:50:44.077: %SEC-6-1PACCESSLOGS: list 1 denied 192.168.0.1 1
packet

Do you get this message:

Setup the access point to send this message to the Syslog server. Is it received correctly:

Modify the access-list so that the Syslog server also receives a message on a successful access.

What is the configuration used:

7. Banners are a way to pass a message to users as they login. Typically they are
used to display a message-of-the-day, or to inform users of a change of status.
In the first example, setup the EXEC banner with:

ap(config)#banner exec #

Enter TEXT message. End with the character "#".
You have now entered EXEC mode.

Please be careful when you access the device.
Thank you.

#

where the # symbol represents the start and end delimiter.

8. Next exit and verify that you get the following message when you login:
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ap conO is now available

Press RETURN to get started.

You have now entered EXEC mode.

Please be careful when you access the device.
Thank you.

ap>

9. After this change the login banner with:

ap(config)#banner login #

Enter TEXT message. End with the character "#".
You are accessing the aironet device.

Please try not to change the EXEC password.
Thank you#

10. Using a TELNET or SSH session, now login to the device, and determine
where the messages are shown.

Which messages do you receive:

11. Setup a network so that users logging into the network receive the following
‘message-of-the-day” message:

This is a private network maintained by Napier University.
You should only use this network if you are authorized by C&IT.

Use by authorized persons is not allowed.

Additional tutorials

12. Setup the previous network. Now change it so that Warning messages, and
above, are logged. Verify this.
13. Setup a network so that 10.0.0.10 and 10.0.0.11 can access the wireless access

point with TELNET, whereas the other nodes cannot. A successful and an
unsuccessful login should be logged on the Syslog server.

14. Setup a network so that 10.0.0.10 and 10.0.0.11 cannot access the wireless
access point with TELNET, whereas the other nodes cannot. A successful and
an unsuccessful login should be logged on the Syslog server.

15. Setup a network so that only one SSH session is possible on the wireless
access point.

16. Setup a network so that the Syslog server logs all the successful and
unsuccessful radio associations.
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17. Create a network which allows up to two TELNET sessions with a timeout for
each session at one minute, and up to five SSH sessions with a session
timeout of two minutes.
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